MMHUCTEPCTBO HAVKH U BBICIIET'O OEPA30BAHU S POCCUMCKOM ®EIEPALIAN

bamkupckuiit ”HCTUTYT TEXHOJIOTHH U yripaBiieHus (dhunuan) geaepaabHOTO TOCYAapCTBEHHOTO
01017KeTHOT0 00pa30BaTENbHOIO yupekaeHUs «MOCKOBCKUIN TOCYTapCTBEHHBIN YHUBEPCUTET
TexHoJyioruil u ynpasienus nmenn K.I'. PazymoBckoro (IlepBbiii ka3auuii yHUBEPCUTET))»

) \o , <
«29» Mas\202-

A%

Pabouast mporpamma JUCIUTUIMHBI (MOTYJIS)

b1.0.04.15 HudopmanuoHHas 0€30MaCHOCTH

Kadenpa: NudopmamoHHbie TEXHOJIOTUH U CUCTEMBI YIIPaBICHUS
Hanpasnenue 15.03.02 TexHoJIOrM4eCKUE MAIIMHBI K 000PYI0BaHUE
MOJATOTOBKHU:

HanpasienHoctb TexHosornyeckue nporecchl U 000pyI0BaHKE
(mpoduns): MIPOU3BOJICTBEHHBIX CUCTEM

Kpanudukanus bakanasp

BBITTYCKHUKA:

dopma o0ydeHUS: OYHO-3a0YHasI

I'on Habopa: 2024

OO0mas 216 yacos/6 3.e.

TPYJIOEMKOCTb:

JAOKYMEHT NOAMNCAH

| g |
w 3NEKTPOHHOW MOAMNCHIO

Ceptuchukat: 00940BA2D772BADC6721A08E042746B11B
Bnapeneu: KysHeuosa EneHa BaneHntuHosHa
[OeiictButenen: ¢ 07.07.2023 po 29.09.2024

Meneys, 2024 r.



[Tporpammy coctaBui(m):
Kana.mea.Hayk gou. Ammwmn J1./1.

Pabouas mporpamMma quCITUTIIMHBL (MOTYJIS)

"UHpopmannoHHasi 6e30acCHOCTD "

pa3paboTaHa cOCTaBJIeHA HA OCHOBAHWHW y4eOHOTO TUTaHA, YTBEPXKICHHOTO YICHBIM
coBetoM 28 mapta 2024 r. mpotokoi Ne 9 B cooTBETCTBUH

¢ ®I'OC BO denepanbHbIii TOCy1apCTBEHHBIN 00pa30BaTEIbHBIN CTaHIAPT BBICIIETO
o0pa3zoBaHusl - OakajaBpuarT Mo HampaBiieHuIo moAroToBku 15.03.02 TexHoornyeckue
MaIIMHbI 1 000pyaoBanue (mpuka3z Munoopuayku Poccun ot 09.08.2021 1. Ne 728)

PykoBozmuTens OH@H
T JIOLICHT, K.T.H. no1eHT CoJioBbeBa E.A.

PaGouas nmporpamma o0OCyKaeHa Ha 3aceqaHun oOecrieynBaroneiil kabeapbl
NudopManuoHHbIe TEXHOJOTHH H CHCTEMbI YIIPaBJIEHHUSI

ITpoTokoi ot 29 mas 2024 r. Ne 10 .

HN.o. 3aB. kadenpoit Oqunokona E.B. (i

Paboyas nmporpaMmma corjiacoBaHa Ha 3aCe€IaHUU BBIITYCKArOIIEH Kabheapbl
InmeBble TEXHOJIOTHU U MPOMBINIJIEHHASI HHKEHEPHSsI

[TpoTokoin ot 29 mas 2024 1. Ne 10 .
HN.o. 3aB. kadenpoit Ky3nerosa E.B. /// / /




COJEP)KAHUE
1. IIEJIN U BAJIAYN OCBOEHUA JUCHUTUIMHBI (MOAYJIA)

2. MECTO JUCLUITJIMHBI (MOJYJIS) B CTPYKTYPE OBPA30BATEJIBHOU
I[TPOI'PAMMBI 1 OB BEM C PACIIPEJEJIEHWMEM 110 CEMECTPAM

3. INTAHUPYEMBIE PE3YJIbTATBI OBYHEHNMAI 110 AUCHUIUIMHE (MOYJITO),
COOTHECEHHBIE C PE3VJIbTATAMU OCBOEHMA OBPA30OBATEJIBHOU
I[TPOI'PAMMBI

4. CTPYKTYPA U COAEP’)KAHUE JUCHUIVIMHBI (MOAYJIA)

5. METOJUYECKHWE YKA3AHNS JJI9 OPTAHU3AILIMM CAMOCTOSTEJIBHON
PABOTHI CTYJAEHTOB

6. OUEHOYHLIE 1 METOJJUYECKHUE MATEPUAIJIbI

7. VYUEBHO-METOJIMYECKOE Y UHOPOPMALIMOHHOE OBECIIEYEHUE
JICLIATUIMHBI (MOIYJIST)

8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE JUCLHUIIJIMHBI (MOYJIA)

9. OPTAHU3ALMA OGPA3OBATEJIBHOI'O ITPOLIECCA JUIA JINLL C
OI'PAHMYEHHLBIMU BO3MOXHOCTAMU



1. HEJIX A 3AJAYHN OCBOEHUS JTUCHUIIJIMHBI (MOYJIS)

1.1. Heau:

O3HAKOMUTBH 00YYAIOIIMXCS C IPABOBBIMH OCHOBaMH 3alIMTH HH(GOPMAUK, OPraHU3alHOHHEIMU METOIaMH 3alIUTHl HHQOPMAIHY,
MaTeMaTHYECKUMH METOIAaMH, JISKAIIIMH B OCHOBE 3aIIUTHI HH)OPMAIHH.

1.2. 3agauu:

-03HAKOMJICHHUS O0YYAIOIMXCSI C MEPaMU M MEPOTIPUATHAMHU, 00SCIIEUNBAIOIIMMHU 0€30MAaCHOCTh HHPOPMAITHK U HH(DOPMAIIMOHHBIX
CHUCTEM;

-paccMOTPETh OCHOBHBIE MOJXOIbI K 3aIIUTe HHPOPMAIIUH;

-03HAKOMHUTh 00YYAIOIIUXCS C Han0OoJIee IIMPOKO MPHUMEHUMBIMH BUIaMHU TEXHUYECKUX U MPOTPAMMHBIX CPEJICTB 3aIlUThI
UHPOPMAITHH.

2. MECTO JUCHHUATIIMHBI (MOYJISI) B CTPYKTYPE OBPA3OBATEJILHOM ITPOT'PAMMBI 1 OBBEM C
PACIIPEJEJIEHHUEM 110 CEMECTPAM

Huxka (pazaen) OIT: B1.0

JuctmmmuHa oTHOCUTCS K 00s3aTenbHoi yacTi OITOIT u o0s13aTenbHa 111 OCBOCHUSI.

CBs3b ¢ NpeAlIecTBYIOIIMMH THCHUILITNHAMY (MOAYJISIMU), IPAKTHKAMHU

Ne n/m HaumenoBanue Cemectp Mudp xkoMneTeHINH

1 o 4 VK-7.1, VK-7.2, YK-7.3, OIIK-14.1, OIIK-
SHAKOMHTCIIBHA [IPAKTHIA 14.2, OTIK-14.3, YK-4.1, YK-4.2, VK-4.3

2 ITakeTsl PUKIIAHBIX IPOTPAMM JJISI 2 OIIK-2.1, OIIK-2.2, OIIK-2.3, OIIK-4.1,

po(heCCHOHANBHON ICATEIBHOCTH OIIK-4.2, OIIK-4.3

3 PazpaboTka mporpaMMHBIX IPUIIOKEHUN 2 OIIK-14.1, OITK-14.2, OIIK-14.3

4 OCHOBBI QITOPUTMH3ALIAN U TIPOTPAMMHPOBAHUS 1 OIIK-14.1, OIIK-14.2, OIIK-14.3

5 OCHOBbI HH(OPMALHORHbIX TeXHOTOTHi 1 VK-1.1, YK-1.2, YK-1.3, OIIK-4.1, OIIK-
CHO 0pMaLHO €XHOJIO 42, OTIK-4.3

Pacnpenene}me YacoB JUCHUIIJIMHbI

Cemectp
(<Kype>.<Cemectp Ha 6 (3.2) 7(4.1)
Kypee>) Hroro
Henenn 14 4/6 17 2/6
Bug 3anaruii vir | pir | vio PII VII Pl
Jlexunu 4 14 |8 8 12 | 12
JlaGopatopHsbie 8 8 8 8
[IpakTuueckue 4 (4 |8 8 12 |12

B tom unciie anektpon. |6 |6 (16 |16 |22 |22

B ToM uncine B popme 2 2 2 2
MPaKT.IIOATOTOBKA

HUroro ay. 8 |8 |24 |24 |32 |32
Konrakrhas pabGora 8 |8 |24 |24 |32 |32
Cam. pabora 6464|184 |84 |148 | 148
Yacel Ha KOHTPOJIb 36 |36 |36 |36
Htoro 72172 | 144 | 144 | 216 | 216

Buj npome:xyTo4HOM aTTeCTALIMN:
3auét 6 CEMECTp
DK3aMeH 7 cemMecTp

3. IVIAHUPYEMBIE PE3YJIbTATbl OBYYEHUA IO JUCIHUIIVIMHE (MOAY.110), COOTHECEHHBIE C
PE3YJBbTATAMMU OCBOEHHUS OGPA30BATEJBHOU NTPOI'PAMMBI
Ipouecc M3y4eHHs: TUCUUILTHHBI (MOAYJIS) HANIPABIICH Ha (POPMUPOBAHHE CIEAYIOIMX KOMIIETEHINI U HHANKATOPOB MX

OIIK-14:Crnioco6eH pa3padaTbiBaTh aJITOPUTMbI H KOMIbIOTEPHbIE IPOrPAMMBI, IPUTO/AHBIE ISl IPAKTHYECKOI0
NpUMEHeHHs.




OIIK-14.1: 3naeT nporecchl, METOIbI MIOUCKa, cOopa, XpaHeHwUsI, 00padOTKH, IPEIOCTABICHUS, PACTIPOCTPAHEHHUS HH()OPMAITAN
U CIIOCOOBI OCYIIECTBIICHHUS TAKHUX MIPOIECCOB M METOAOB (MH(OPMAIIMOHHBIC TEXHOJIOTHH); JIOTUKY MOCTPOCHHUS U MPHHIIUIIBI
(YHKIHOHUPOBAHHUS COBPEMEHHBIX SI3bIKOB IIPOIPAMMHUPOBAHHS U SI3bIKOB paboThI ¢ 6a3aMu JaHHBIX, cpe]| pa3paboTKu
HH(QOPMAIMOHHBIX CUCTEM U TEXHOJIOTHH, IPUHITUITEI Pa3pabOTKU aJiITOPUTMOB U KOMITBIOTEPHBIX MTPOrPaMM; COBPEMCHHBIC
SI3BIKHM IPOTPAMMUPOBAHUS U SI3BIKK PA0OTHI ¢ 0a3aMH JaHHBIX, CPE/Ibl pa3paboTKU HHPOPMAIIMOHHBIX CHCTEM M TEXHOJIOTHI

OIIK-14.2: YMmeer BbIOHpaTh SI3BIKK IPOTPAMMHUPOBAHUS U S3bIKH PaOOTHI ¢ 0a3aMM IaHHBIX, CPEAbl pa3paboTKH
MHQOPMAMOHHBIX CHCTEM U TEXHOJIOTHH, UCXO/IS M3 HMEIOIIUXCS 3a/1a9; IPUMEHITH COBPEMEHHBIC SI3BIKH MTPOTPAMMHUPOBAHHS
JUISl pa3paboTKN OPUTMHAIIBHBIX aJITOPUTMOB M KOMIBIOTEPHBIX IPOIPaMM, IPUTOIHBIX AJISl IPAKTHYECKOTO NPUMEHEHHSI, BECTH
0a3bl TaHHBIX U HHOOPMAIIMOHHBIE XPaHWIININA, IPIMEHATh COBPEMEHHBIE TPOrPaMMHBIE Cpesl pa3paboTku HHPOPMATHOHHBIX
CHCTEM M TEXHOJIOTHI; YUTATh KOJABI IPOTPAMMHBIX MPOIYKTOB, HAIMCAHHBIX HAa OCBOCHHBIX S3bIKaX NPOrPaMMHUPOBAHUS, 1
BHOCHUTH TpeOyeMble N3MEHEHNS; aHATTN3UPOBATh IpodecCHOHANBHBIC 3a7a9H, pa3padaTeIBaTh MOAXOIMIINE HHHOPMAITOHHEIE
peLIeHus; CaMOCTOSITENIFHO OCBaNBaTh HOBBIE JUIsl CE0s1 COBPEMEHHBIE SI3BIKH TPOTPaMMHPOBAHUS U SI3BIKU paboThI ¢ 6a3aMu
JAHHBIX, CPeNbl, pa3paboTKi HHPOPMAIMOHHBIX CHCTEM U TEXHOJIOTHH

OIIK-14.3: BrageeT HaBbIKaM# pa3pabOTKU OPUTHHAIBHBIX aJITOPATMOB U KOMITBIOTEPHBIX MTPOTPaMM, IPUTOTHBIX JIJIS
MPAKTUUECKOr0 MPUMEHEHUS; HAaBBIKaMU OTJIAJIKK U TECTUPOBAHUS MPOTOTUIIOB MIPOTrPAMMHO-TEXHUYECKUX KOMIUJIEKCOB 3a/1a4

OIIK-2:Cnoco0eH NpuMeHATH OCHOBHBIE METO/AbI, CIOCO0BI U CPEACTBA MOJIyUeHHs], XpaHeHUsl, TepepadoTku nHopManun
NP pelieHuH 3a1a4 NpogdecCHOHATBHOIT TesITeTbHOCTH;

OIIK-2.1: 3HaeT OCHOBHBIE METO/IbI, CIOCOOBI U CPEICTBA MOJIYUYCHUs, XpPaHEeHNU s, epepaboTKu HHPOpMaIUU

OIIK-2.2: YMeeT NpUMEHATH B MPO(HEeCCHOHAIBLHOMN AEATSIILHOCTH OCHOBHBIC METOIbI, CIIOCOOBI M CPECTBA MOIYUICHUS,
XpaHeHUs, TepepadoTku HHGOpMaLUH

OIIK-2.3: BiiageeT HaBbIKaMU IIPUMEHEHHsI OCHOBHBIX METOJIOB, CIOCOOOB M CPE/ICTB MOIYy4EHHsI, XpaHEHHs, IIEpepadoTKH
HHPOpPMALTTH

OIIK-4:Crnoco6eH MOHHMATH MPHHIUIEBI PA60THI COBPeMEeHHBIX HHGOPMAIMOHHBIX TEXHOJIOTHIT H MCI0JIB30BATh NX IS
pelnieHns 3a1a4 MPoecCHOHATLHOI 1eATeT-HOCTH;

OIIK-4.1: 3HaeT mporecchl, METOABI MONCKa, cOopa, XpaHeHHs1, 00pabOTKH, IPEACTABICHNUS, PAaCIIPOCTPaHeHN HHPOPMAIIUH U
CIIOCOOBI OCYIIECTBIICHUSI TAKUX TIPOLIECCOB U METOOB (MH(OPMAIIIOHHBIE TEXHOJIOTHUH); COBPEMEHHbBIE HHCTPYMEHTaJIbHBIE
Cpelpl, MPOrPaMMHO-TEXHIIESCKHE TATPOPMBI H IPOTPaMMHBIE CPEACTBA, B TOM YHCJIE OTEYECTBEHHOTO IIPOU3BO/ICTRA,
UCIIOJIb3YEMBbIE JJISl PELICHUs 3a71a4 MPO(ECCHOHANBHOMN JIESITeIbHOCTH, M IIPUHIHIIBI UX pabOThI

OIIK-4.2: YMeeT BRIOHPATh U HCIIOIB30BATh COBPEMEHHBIE MH(POPMAITMOHHO-KOMMYHHUKAIIMOHHBIC U HHTEIUICKTYJIEHBIC
TEXHOJIOTHH, HHCTPYMECHTAIBHBIC CPEIbl, MPOrPAMMHO-TEXHUYCCKHE TIATPOPMBI M IPOTPAMMHBIC CPEICTBA, B TOM YHCIIC
OTEYECTBEHHOTO MPOU3BOJICTBA, IS PEIICHHUS 3a/1a4 MPO(eCCHOHATHHOHN NeSTeTbHOCTH; aHATU3UPOBATh PO eCCHOHAIEHBIC
3a/1a4¥, BEIOMPATH M MCIIOJIB30BATh MOAXOIAIINEe HH)OPMAIIMOHHBIE TEXHOJIOTHH

OIIK-4.3: Brageet HaBBIKaMU paOOTHI C JAHHBIMU C ITIOMOIIBI0 HHPOPMAITHOHHBIX TEXHOJIOTHIT, HABBIKAMU TIPUMCHEHUS
COBPEMEHHBIX HH(OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX U UHTEJUICKTYaIbHBIX TEXHOJIOTHH, HHCTPYMEHTAIBHBIX CPE/I,
MPOTPAMMHO-TEXHUYECKUX TUIAT(GOPM H IPOTPAMMHBIX CPENICTB, B TOM YHCIIE OTCUYSCTBEHHOTO MTPOU3BOJICTBA, IS PEIICHUS
3a/a4 IpoQPeCCHOHANBHON eI TeIBHOCTA

OIIK-6:Crnoco6eH pemaTs CTaHAapPTHBIE 32/1a4M MPO(ecCHOHAIBHOI 1eATeTLHOCTH Ha 0OCHOBE HH(OPMAIIMO HHOI 1
Oondmorpadguyeckoii KyJIbTyphl ¢ IPpUMEHeHHeM HH(POPMAIIMOHHO-KOMMYHUKAIMOHHBIX TEXHOJIOTHIH;

OIIK-6.1: 3HaeT npuHIUIE HHOOPMAIIMOHHOHN 1 OMOIHMOTpadUIecKoi KyIbTyphl, METOIBI U CPEIICTBA PEIICHHS CTaHIAPTHBIX
3aJa4 MpoQecCHOHANIBHON NESTENbHOCTH C IPUMEHEHHEM HHPOPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUH U C yYETOM
OCHOBHBIX TpeOOBaHMH NH(OPMALMOHHON 0€301acHOCTH

OIIK-6.2: YMeerT pemiats cTaHAAPTHBIC 334a49H TPOECCHOHATIBHOM NeSTeTFHOCTH Ha OCHOBE HH()OPMAIIMOHHOH 1
O6ubmrorpaduuecKkoil KyJIbTypbl ¢ IPUMEHEHHEM HH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHH U C yYETOM OCHOBHBIX
TpeboBaHuil HHPOPMAIIMOHHOM O€30MaCHOCTH

OIIK-6.3: Bnageet MeTojaMu TIOMCKA 1 aHAIM3a HH()OPMAIIMHU JJIs1 TOATOTOBKH JOKYMEHTOB, 0030pOB, pedhepaToB, JOKIAI0B,
MyOJIMKaLMi, Ha OCHOBE MH(POPMaNMOHHOI 1 OMOIHorpaduIecKoi KyJIbTyphl C yHETOM COOJIIOICHUS] aBTOPCKOTO TIpaBa 1
TpeboBaHui MHPOPMAITMOHHOM O6€30MacHOCTH

4. CTPYKTYPA U COJAEPKAHUE JTUCHUIIJIMHBI (MOAYJIS)

HaumeHnoBaHusi pa3aesioB, TeM, UX HNuaukaTopsl
Kon Cemect Unre | Ilpak.
KpaTKoe coJepKaHue H Pe3yJIbTaThl Yacos AOCTHIKEHHUS OueHoYHbIE CPeICTBA
3aHATHSA p pakT. | moar.
0CBOEHHSsI /BHJI 3aHATHSI/ KOMIETEeH U
Pazgen 1.0cHoBHBIC BUABI H
HCTOYHHUKH aTaK Ha HHGopManuo
1.1 Tema 1. OcHOBHBIE BUIBI U 6 2 0 0 OIIK- TectupoBanue Y CTHbII
HCTOYHHMKH aTaK Ha HHGopManuIo 2.1,0IIK- orpoc
Kpartkoe conepixanne: 4.1,0IIK-
1.1 CoBpeMeHHasi cUTyanus B 00J1aCTH 6.1,0I1K-14.1

WH(OPMANMOHHOIT 6€30MaCHOCTH;
1.2 Kateropun nHpopmManoHHoii
OezonmacHocTH

1.3 AGcTpaKTHBIE MO/I€JIN 3ALUTHI
uHpopmanuu




1.4 O630p Haubo1ee
PacnpocTpaHeHHbIX MeTO/10B
""B3;10Ma"

3HaTh: COBPEMEHHbIE METO/bI
ofecrneyeHNs MEeJOCTHOCTH M 3aIIUThI
HHPOPMAIMH ¥ TPOTPAMMHBIX
CPeACTB OT HeCAHKIMOHHPOBAHHOIO
aocTyna u konupoBanus. /Jlex/

1.2 IpakTnyeckas padora 1. 2 OIIK- 3anaHus K MPaKTHYECKOM
IMudpoBanue u nemnppoBanue 2.2,0IIK- pabote
¢aiinoB npu nomMouu NpocTeHux 2.3,0IIK-
NMporpamMm 4.2,0TIK-

Kpatkoe conepxanne: lllndpposanue 4.3,0IIK-
u JemudpoBanne GpaiioB Npu 6.2,0I1K-
NMOMOLIY NPOCTEIfINX POrpamMm 6.3,0I1K-
yMeThb: BbIOPATh COOTBETCTBYIOIHE 14.2,0I1K-
OpraHu3alHOHHbIE U POTPAMMHO- 14.3
anmapaTHble CpeACTBa ISt

OpraHu3aluM cHCTeM

UHGOPMAIMOHHOM 3alIIUTHI

BJIaJeTh: METOAMH 3alIUThI

HHPOPMAMU ¥ TPOTPAMMHOI0

obecrnieyeHus OT

HECAHKIMOHMPOBAHHOIO 10CTYNa U

KOMMPOBAHUSA

/Mp/

1.3 Tema 1. OcHoBHBIE BUIBI H 32 OIIK- Bomnpocsr s
HCTOYHUKH aTaK HA HH(OPMALHIO 2.1,0IIK- CaMOTIOATOTOBKH
KpaTkoe cogepxanne: H3y4uThb 2.2,0IIK-
COBPEMEHHYIO CHTYaIlHI0 B 00J1aCTH 2.3,0I1K-
HH(OpManMOHHOI 6€30MacHOCTH; 4.1,0TIK-
KATeropuu HHPOPManMOHHOM 4.2,0I1K-
0e30macHOCTH; Aa0CTPAKTHBIE MOJIE]IH 4.3,0I1K-
3alUTHl HHPOpManuu, 0030p 6.1,0I1K-

HauboJIee pacpocTPaHEHHBIX 6.2,0I1K-
MeTo10B ''B3jioMa" 6.3,0I1K-
3HATh: COBPEMEHHbIE METObI 14.1,0I1K-
o0ecneyeHUus eJOCTHOCTH U 3aIUThI 14.2,0I1K-
HHPOPMaNMH ¥ TPOTrPAMMHBIX 14.3
CPeACTB OT HECAHKIMOHHPOBAHHOTO

AOCTYNA U KOMHPOBAHUS

YMeTh: BbIOPATh COOTBETCTBYIOLINE

Opranu3auuoOHHbIE H MPOrPaAMMHO-

anmnapaTHbIe CPeICTBA 1A

OpraHU3alUH CHCTEM

HH(OPMAMOHHOI 3aIUTHI

BJIA/IETh: METOAAMH 3aIIUTHI

uHpopManHH U MTPOrPAMMHOIO

obecneyeHus OT

HECAHKIHOHMPOBAHHOIO 10CTYNa U

KONMUPOBAHUS

/Cp/

Pa3nen 2.CereBasi 6e30nacHOCTH

21 Tema 2. CeTeBasi 6€301aCHOCTH 2 OIIK- TecrupoBanue Y CTHBIH
Kpartkoe conepikanue: 2.1,0IIK- 0TIpoC
2.1 AtakyeMble ceTeBble KOMIIOHEHThI 4.1,0IIK-

2.2 YpOBHHU ceTeBbIX aTAK COIJIACHO 6.1,0I1K-14.1
monesau OSI

3HATh: YCTPOICTBO CeTEBBIX

KOMIIOHEHTOB: cepBepa, padouue

CTaHIIHM, CPe/ia MepeIaydn

uHGpOPMAIMH U Y3JIbI KOMMYTAIIMH

cereit

/Jlex/

2.2 IIpakTnyeckas padora 2. O6:KuUM 2 OIIK- 3anaHus K NPaKTHYECKOM
BUTOH napsl. CoenHeHne padoynx 2.2,0IIK- pabore
crannuii B JIBC. 2.3,0I1K-




KpaTtkoe cogep:xanne: O6:kuM BUTOI 4.2,0I1K-
napsbl. CoeqnHeHne padounx cTAaHIM T 4.3,0I1K-
B JIBC 6.2,0I1K-
YMeTh: IPOEeKTHPOBATH JOKAJIBHYIO 6.3,0I1K-
ceTh, 00BEIUHSIS cepBepa, pabouune 14.2,011K-
CTAaHIHH U Cpely nepeaaqyu 14.3
uHpopmanuu

BJIA/1eTh: HABBIKAMH MOHTAKa

JIOKAJIbHOM ceTH.

Mp/

2.3 Tema 2. CereBast 6€301aCHOCTD 32 OIIK- Bomnpocsl st
Kpartkoe conep:xkanune: CepBepa, 2.1,0IIK- CaMOIIOATOTOBKH
pa0ouue CTAaHIMH, cpeJa HepeJaun 2.2,0IIK-
HH(OpMaNMU U y3JbI KOMMYTALMH 2.3,0I1K-
ceTeil. ITaJIOHHAsA MOJIe]b 4.1,0IIK-
B3aHMO/elCTBUS OTKPBITHIX CHCTEM 4.2,0I1K-
(ON]| 4.3,0I1K-
3HATH: YCTPOIMCTBO CeTEBBIX 6.1,0I1K-
KOMIIOHEHTOB: cepBepa, padoune 6.2,0I1K-
CTaHLHM, CPeJa nepenrayn 6.3,0I1K-
HH(pOPMaANMU U Y3JbI KOMMYTALMH 14.1,01IK-
cereit 14.2,0I1K-
YMETh: MPOEKTHPOBATH JOKAIbLHYH) 14.3
ceTh, 00bEAUHSISI cepBepa, padouue
CTAaHUHH U Cpeay nepeaayu
uHpopmanuu
BJIaJeTh: HABBIKAMH MOHTAKA
JokaabHo# cetn. /Cp/

24 3auer. 0 OIIK- Bompocsr k 3auety
3HaTh NPUHIUIIBI HHPOPMALMOHH O 2.1,0IIK- TectupoBanue
U Oubauorpadguyeckoii KyJabTypbl, 2.2,0IIK-
MeTO/bI M CPeICTBA pelleHus 2.3,0IIK-
CTAaHIAPTHBIX 32124 4.1,0IIK-
npogeccHOHAIBHOM 1eITeJIbHOCTH € 4.2,0TIK-
3HaeT npoueccsl, METOABI MOMCKA, 4.3,0I1K-
cbopa, xpaHeHHUs1, 00padOTKH, 6.1,0I1K-
NpPeACTABJIEHUs, PACIIPOCTPAHEHUS 6.2,0I1K-
HH(poOpMaAIMHU U CIIOCOOBI 6.3,0I1K-
OCYIIIeCTBJIEHUS TAKUX MPOLECCOB U 14.1,0IIK-
MeT010B (MH(OPMAIMOHHbIE 14.2,011IK-
TEXHOJIOTHH); COBpeMEeHHbIe 14.3

HHCTPYMEHTAJIbHbIE CPe/bl,
NMPOrpaMMHO-TEXHUYECKHUE
WIaT(GpopMbI M IPOrpaMMHbIe
Cpe/ACTBa, B TOM YHCJe
0TeYeCTBEHHOT0 MPOU3BO/ICTBA,
HCMoJIb3yeMble IS pelIeHust 3a1a4
npodecCHOHAIBLHOM 1eITeJIbHOCTH, U
NPUHIHUIIBI UX Pa0OTHI; JJOTHKY
MOCTPOEHHUS U MPUHIIUTIBI
(GyHKIIMOHMPOBAaHUA COBPEMEHHBIX
SI3BIKOB POrPAMMHPOBAHUS H
SI3BIKOB PadoThI ¢ Da3aMU TaHHBIX,
cpea pa3padoTku HH(POPMAMOHHBIX
CHCTEM U TeXHOJIOTHii, TIPUHIHIBI
pa3padoTKu aNropuTMOB U
KOMIIBITEPHBIX NMPOrpaMm;
COBpPEMEHHBIE A3BIKH
NMPOrpaMMHUPOBAaHUS U SI3IKH PadOTHI
¢ 0a3aMM JaHHBIX, cpelbl pa3padoTKu
HH(OPMAIMOHHBIX CHCTEM H
TEeXHOJIOTHIA;

YMeeT BHIOMPATH M MCIOJIB30BATH
COBpeMEHHbIe HH(POPMAIINOHHO-
KOMMYHHKAIIMOHHBbIE U
HHTEJLUIEKTYyaJIbHbIe TEXHOJIOTHH,
HHCTPYMEHTAJIbHbIE CPeIbl,
NMPOrpaMMHO-TEXHUYECKHUe




J1aT(OpPMBbI M NPOrpaMMHbIe
cpeicTBa, B TOM 4YHcjIe
0Te4eCTBEHHOI 0 MPOM3BOACTBA, A5
peuieHust 3a1a4 npogeccuoHaIbLHOM
JNeATeTbHOCTH; AHAJIU3MPOBATH
npogeccuoHaJbLHbIC 321a4H,
BbIOMpPaTh U UCINOJIBL30BaTh
noaxoasimye nHGpopMaHOHHbIE
TeXHOJIOTHHU; BLIOUPATD SA3BIKU
NPOrpaMMHPOBAHMSA U SI3bIKH Pa0OTHI
¢ 0a3aMM JaHHBIX, CpeJbl Pa3padoTKH
HHGOPMAIMOHHBIX CHCTEM U
TEeXHOJIOTHii, HCXOAS U3 HMEIOIIHXCS
3aa4; NPUMEHATh COBPeMEeHHbIe
SI3BIKH POrPAMMHPOBAHMSA 1151
pa3padoTKH OPUTHHAIBbHBIX
AJITOPUTMOB H KOMIIBIOTEPHBIX
NMpOrpaMm, MPHUIoIHBIX JJIA
NMPaKTHYeCKOr0 MPUMEHEHH, BECTH
0a3b1 JaHHBIX H HHPOPMAIIMOHHBIE
XPaHWJIMIA, TPUMEHSATh
coOBpeMeHHbIe POrpaMMHbIe cpe/bl
pa3paboTKu HHPOPMALMOHHBIX
CHCTEM U TEXHOJIOTHIi; YUTATH KOABI
NMPOrpaMMHBIX MPOAYKTOB,
HANUCAHHBIX HA 0CBOEHHBIX A3BIKAX
NpOorpaMMHpPOBaHNs, H BHOCUTH
TpedyeMble H3MEHEHHS;
aHAJM3MPOBATh NPodeccHOHATbHbIE
3aja4u, pa3padaTbiBaTh NOJXOASIIIME
uHGoOpManHOHHbIE peLIeHHUS;
CaMOCTOSITEJILHO OCBAUBATH HOBBIE
IJ1s1 ce0s1 COBPeMEHHBbIE SI3BIKH
NMPOrpaMMHPOBAHUS H SI3IKH Pa0OTHI
¢ 0a3aMM JaHHBIX, CPeabl, Pa3padoTKu
HHGOPMALMOHHBIX CHCTEM U
TeXHOJIOTHI;

Bnaneer HaBbIkaMu padoThI ¢
JAHHBIMH C IOMOIIBIO
HH(OPMALMOHHBIX TEXHOJIOTHIi;
HaBBIKAMU NMPUMEHEHHS
COBpeMEHHBIX HHOPMALHOHHO-
KOMMYHUKALUOHHBIX H
HHTEJVIEKTYATbHbIX TeXHOJIOT Ui,
HHCTPYMEHTAJbHBIX Cpef,
NPOrpaMMHO-TEXHHYECKUX MJIaT(hopm
U MPOrPaAaMMHBIX CPE/ICTB, B TOM
YHcie 0Te4eCTBEHHOr0 POM3BO/ICTBA,
JJIs1 pelenus 3a1a4
npogeccuoHaAJILHON AeATeIbHOCTH;
HaBBIKAMU Pa3padoTKu
OPMIMHAJIBHBIX AJITOPHTMOB M
KOMINBIOTEPHBIX POrpamMmM,
NPUTOIHBIX /ISl IPAKTHYECKOTO
NpHMEHEHNUS; HABBIKAMHU OTJIAJKU U
TeCTUPOBAHMS NMPOTOTUIIOB
NMPOrpaMMHO-TEXHUYECKUX
KOMILJIEKCOB 3a/1a4.

/3auér/

Pazngen 3. Kpunrorpadus

3.1

Tema 3. Kpunrtorpadus
Kpartkoe conep:xanue:
3.1 Knaccnpuxanus
KPHIITOAJITOPUTMOB

3.2 CumMeTpUYHbIE
KPHMITOAJITOPUTMbI

OIIK-
2.1,0IIK-
4.1,0IIK-

6.1,0IK-14.1

TectupoBanue Y CTHBIN
orpoc




3.3 CuMMeTpHYHbIEe KPUIITOCHCTEMBI
3.4 AcuMMeTpHYHbIe
KPHITOAJITOPUTMbI

3HATh: KJIACCH(UKALNIO
KPHNITOAJITOPUTMOB, MPUHIHMIT
padoThl CHMMETPUYHBIX
KPHNITOAJITOPUTMOB U KPUIITOCHCTEM,
NPHHIHUI Pa0oThl aCHMMETPUYHBIX
KPHUNITOAJITOPUTMOB U
kpunrocucrem. /Jlex/

3.2 MpakTuyeckas padora 3. MeToasl u OIlIK- 3a1aHus K MPaKTHIECKOM
CpeACTBa 3alMThl HHGOpMaNuN B 2.2,0IIK- pabore
Microsoft Office 2.3,0I1K-

Kpatkoe cogepxxanue: MeToasl u 4.2,0I1K-
cpe/CTBa 3alMTHI HHGOPMALUH B 4.3,0I1K-
Microsoft Office 6.2,0I1K-
yMeTh: €031aBaTh CHMMeTpPUYHbIE 6.3,0I1K-
KPHITOAITOPATMBI B 14.2,0IIK-
aCMMMeTPHYHbIe KPUIITOAJITOPUTMBI 14.3
BJIaJIeTh: HABBIKAMM 3aIN(PPOBKH

JAHHBIX CHMMETPHYHBIMHU U

acHMMeTPUYHBIMHU

kpunroaiaropurmamu /Ip/

3.3 JlaGopaTopHasi padora 1. OIIK- Ortuer 1o j1a6. pabore
Kpunroaaropurm TEA 2.2,0T1K-

Kpatkoe cogep:xanue: Peanuzanus 2.3,0IIK-
kpunrtoajaropurma TEA Ha si3bIke 4.2,0TIK-
nporpammupoBanus Pascal 4.3,0IIK-
YMeTh: cO31aBaTh CHMMeETPUYHbIE 6.2,0I1K-
KPUITOAITOPUTMBI U 6.3,0I1K-
acMMMeTpHYHbIe KPUNTOAJITOPUTMBI 14.2,0I1K-
BJIa/IeTh: HABBIKAMM 3aIIN(POBKH 14.3
JAHHBIX CHMMETPHYHBIMHU U

acCHMMeTPUYHBIMHU

Kpunroairoputmamu /J1ad/

3.4 JlaGopaTopHas padora 2. OIIK- Ortuer no 1a6. padote
Kpunroanropurm Rijndael 2.2,0IIK-

Kpatkoe cogep:xanue: Peanuzamus 2.3,0I1K-
kpunroaaroputMa Rijndael na si3pike 4.2,0I1K-
nporpammupoBanus Pascal 4.3,0I1K-
YMeTh: C031aBaTh CHMMeETPHYHbIE 6.2,0I1K-
KPHIITOAJITOPUTMBI H 6.3,0I1K-
ACMMMeETPHYHbIEe KPUNITOAJITOPUTMBI 14.2,0I1K-
BJIa/leTh: HABbIKAMH 3aIIM(POBKH 143
JAHHBIX CHMMETPHYHBIMHU U

acCHMMeTPUYHBIMHU

Kpunroaiaroputmamu /J1a6/

3.5 JlaGopaTopHas padora 3. Ilepenaua OIIK- Ortuer no 1a6. padote
3amn(ppoBaHHOr0 TeKCTA 2.2,0I1K-
xpunroaiaropurmom Rijndael 2.3,0IIK-

Kpatkoe cogep:xxanue: Ilepenaua 4.2,0I1K-
3amn(ppoBaHHOIO TEKCTA 4.3,0IIK-
kpunroaaropurmom Rijndael mo 6.2,0I1K-
JIOKAJIbHOM ceTH Ha sI3bIKe 6.3,0I1K-
nporpammupoBanus Pascal 14.2,0I1IK-
YMeThb: €031aBaTh CHMMETPHYHbIE 14.3
KPHITOAJITOPUTMbI U

acHMMeTpPUYHbIe KPHIITOAJITOPUTMbI

BJIa/IeTh: HABBIKAMH 3alIN(POBKHU

JAHHBIX CHMMETPHYHBIMHA U

acHMMeTPUYHBIMHU

Kpunroaiaropurmamu /J1a6/

3.6 JlaGopaTopHas padora 4. [Ipuem OIIK- Ortuer 1o j1a6. pabore
3ammn(ppoBaHHOr0 TeKCTA 2.2,0I1K-
kpunroaaroputmom Rijndael 2.3,0I1K-

Kpatkoe conep:xanue: Ilpuem 4.2,0I1K-
3amu¢poBaHHOIO TEKCTA 4.3,0IIK-
kpunroajaropurmom Rijndael mo 6.2,0I1K-




JIOKAJILHOH CEeTH U ero pacmupoBKa

6.3,0I1K-

Ha s3bIKe nporpammuposanus Pascal 14.2,0I1K-
yYMeTh: C031aBaTh CHMMeTPHYHbIE 14.3
KPHNTOAJITOPUTMbBI U

aCUMMETPHYHbIe KPUNITOAITOPUTMBI

BJIa/IeTh: HABBIKAMM 3aIIH(POBKH

JAHHBIX CHMMETPHYHBIMH H

acCHMMeTPUYHBIMHU

Kpunroaiaropurmamu /J1a6/

3.7 Tema 3. Kpunrorpapus 42 OIIK- Bormpockr mis
Kpatkoe cogepxxanue: TaiiHonucs, 2.1,0I1K- CaMOIIOITOTOBKH
Kpunrorpagus c Kin4om, 2.2,0IIK-
CHUMMeTPHUYHbIe KPUIITOAJITOPUTMBI, 2.3,0I1K-
acMMMeTpHYHbIe KPUNITOAJITOPUTMBI, 4.1,0I1K-
nepecTaHOBOYHbIE, IOACTAHOBOYHbIE, 4.2, 0IIK-
NMOTOKOBBIE IIN(PHI, 010YHBIE 4.3,0IIK-

HPpsI 6.1,0I1K-
3HATh: KJIacCH(PHKANHIO 6.2,0IIK-
KPHOTOAJITOPUTMOB, IPUHIMII 6.3,0I1K-
PadoThl CUMMETPUYHBIX 14.1,01IK-
KPHUITOAJITOPUTMOB U KPUNITOCHCTEM, 14.2,011IK-
NPHHIHUI PA0OTHI ACHMMETPUYHBIX 14.3
KPHNITOAJITOPUTMOB U KPUIITOCHCTEM.

YMeTh: CO31aBaTh CHMMeETPHYHbIE

KPHNITOAJITOPUTMBI H

aCHMMETPHYHbIe KPUNITOAJITOPUTMBI

BJIa/1eTh: HABBIKAMH 3a1IH(POBKHU

JAHHBIX CHMMETPHYHBIMHU U

acCHMMeTPUYHBIMHU

xpunroaiaropurmamu /Cp/

Paznen 4.I10 u undopmanoHHast

Oe3onacHocTh. KoMmiekcHas cucrema

0e30macHOCTH

4.1 Tema 4. 110 u nundopmanuonHas 6 OIIK- TectupoBanue Y CTHBII
o0e3omacHoctb. Kommiekcnas cucrema 2.1,0IIK- ompoc
0e30macHOCTH 4.1,0I1K-

Kpartkoe conep:kanue: 6.1,0IIK-14.1

4.1 O030p coBpemennoro I1O

4.2 OmndKu, NpuBoOAsSIINE K
BO3MOKHOCTH aTaK Ha HHGoOpManuo
4.3 OcHOBHbIE NOJI0KEHUSI N0
pa3paborke I1O

4.4 Kimaccupuxanust
HHPOPMALHOHHBIX 00bEKTOB

4.5 IlosmTHKa poeit

4.6 Co3nanue NOJUTHKHA
HH(OPMALIMOHHOIT 6€30MaCHOCTH

4.7 MeTtoab! obecrieyeHust
0€e30TKa3HOCTH

3HATh: HHGOPMAIIHOHHAS
0€30MacHOCTh B ONEePALMOHHBIX
cucTemMax, NPUKJAaIHbIX MPOrpaMmmax,
OMIMOKH, NPUBOASLIUE K
BO3MOKHOCTH aTaK Ha uHopMauuio,
OCHOBHbI€ T0JI0KeHHS M0 pa3padoTke
O, knaccupukanuio no Tpedyemoi
cTeneHu 0e30TKA3HOCTH,
KJIaccuGUKALHUs 0 YPOBHIO
KOH(UIEeHIHATBHOCTH, TPEOOBAHMS
1o padoTte ¢ KOHPUAEHINAILHOI
uHdopmanuei,

yMeTh: OPraHU30BaTh
uHGOPMAMOHHYI0 6€30N1ACHOCTH B
onepanuoOHHBIX CHCTEMaX,
NPHUKJIaAHBIX IPOrpaMmax,
NPUMEHSATH OCHOBHbIE N0JI0KEeHUs 110
pa3pabortke I10, ocymecTBaAATH
0€30TKA3HOCTH CEPBHCOB U CJIY:KO




XpaHeHMsI JaHHBIX 10CTHIaeTcs ¢
MOMOIIBIO CHCTEM CAMOTECTHPOBAHMS
U BHeCeHHs M30BITOYHOCTH HA
Pa3JMYHBIX YPOBHSX: aNNapPaTHOM,
NMPOrpaMMHOM, HHOPMAHOHHOM
BJIa/IeTh: HABBIKAMH HACTPOIKH
HH(OPMALMOHHOIT 6€30MacHOCTH B
ONepalMOHHBIX CHCTeMAX,
NPUKJIATHBIX IPOrpaMmas,
HABBIKAMU NMPHMeHEHHsI 0CHOBHBIX
NoJ10KeHuii no pazpadorke I10,
METOIMKOH CO3IaHUS MOJUTUKH
0e30nmacHOCTU NPeNpPUATHS,
COCTOsIIIIel U3 yuYeTa OCHOBHBIX
(HaunboJiee ONACHBIX) PUCKOB
HH(pOPMALHOHHBIX aTaK.

[Jlex/

4.2

[pakTnyeckas padora 4. ['enepauust
kiaoveil. llludgposanne n
pacuiugpoBKa coodueHnii B
nporpamme PGP.

Kpatkoe conep:xanue: I'enepanus
kmoyeii. lludgpoBanue n
pacuigpoBKa coodLeHnii B
nporpamme PGP.

YMeTh: OPraHU30BaTh
HH(OPMALMOHHYIO 6€30MACHOCTh B
onepanuoOHHBIX CHCTEMAX,
NPUKJIAAHBIX IPOrpaMmax,
NPUMEHSATH OCHOBHBIE NOJI0KEHUS 110
pa3pabotke I10O, ocymecTBAATH
0€30TKa3HOCTH CEPBHCOB U CIY:KO
XpaHeHHs IAaHHBIX TOCTHTAETCH C
MOMOIIBI0 CHCTEM CAMOTECTHPOBAHMS
U BHeCeHHs U30BITOYHOCTH HA
Pa3/JMYHbIX YPOBHAX: aNNAPATHOM,
NpoOrpaMMHOM, HHPOPMALIMOHHOM
BJ1a/IeTh: HABBIKAMHM HACTPOIKHU
HH(OPMAIMOHHOIT 6€30MacHOCTH B
onepanHoOHHBIX CHCTEMAX,
NPUKJIATHBIX MPOrpaMmax,
HABBIKAMHU MPUMEHEHUs OCHOBHBIX
1oJioskeHuii mo paspadorke I10,
METOIMKOH CO31aHus MOJUTHKHU
0€30MaCHOCTH NpPeANpPUATHS,
COCTOsAIeH U3 yuyeTa OCHOBHBIX
(nan0oJiee ONIACHBIX) PHCKOB
HH(GOPMAIMOHHBIX aTaK.

Mp/

OITK-
2.2,011K-
2.3,011K-
4.2,0TIK-
4.3,011K-
6.2,0T1K-
6.3,0T1K-
14.2,011K-

14.3

3agaHust K IPaKTUIECKON
pabore

4.3

IIpakTnyeckas padora 5. U3menenue
napoJibHoii ¢ppassl. PGP quck
Kpartkoe conep:kanne: U3menenue
napoJibHoii ¢ppaswl. PGP quck

yMeTh: OPraHU30BaTh
uHGOPMAMOHHYIO 6€30N1ACHOCTH B
onepanuOHHBIX CHCTEMaX,
NPHUKJIATHBIX IPOrpamMmax,
NPUMEHSATH OCHOBHBIE 0JIOKEHHS 10
pa3pabortke I10, ocymecTBIATH
0€30TKa3HOCTh CEPBUCOB U CIYKO
XpaHEeHMs AaHHBIX JOCTHTaeTCs C
MOMOIIBI0 CHCTEM CAMOTECTHPOBAHMSA
U BHECeHHs U30BbITOYHOCTH HA
Pa3JM4YHBIX YPOBHAX: ANNAPATHOM,
NpOrpaMMHOM, HH(GOPMALHOHHOM
BJIa/leTh: HABbIKAMHM HACTPOIKHU
uHopManHOHHOIi 6e30I1aCHOCTH B
olepalMOHHBIX CHCTEMAX,

OIK-
2.2,0TIK-
2.3,01IK-
4.2,0TIK-
4.3,0TIK-
6.2,011K-
6.3,011K-
14.2,0T1K-

14.3

3agaHus K NpakKTHYECKOH
pabote




NPUKJIATHBIX IPOrpaMMax,
HaBBIKAMHU MPHMEHEHMs] 0CHOBHBIX
noJioKeHuii mo paspadorke 110,
METOIUKOI CO3TaHUs MOJTUTUKHA
0e30macHOCTH NpeANnpPUATHS,
COCTOsAIIEeH M3 y4eTa OCHOBHBIX
(HauboJiee ONACHBIX) PUCKOB
HHGOPMALMOHHBIX aTaK.

Mp/

4.4 IIpakTnyeckas padora 6. 2 OIIK- 3anaHus K NpaKTHYECKON
3amudposka u pacmnppoBka 2.2,0IIK- [paGote
JaHHBIX ajaropurmom RSA. 2.3,0TIK-
KpaTtkoe cogep:xxanue: 3amugpoBka u 4.2,0I1K-
pacminppoBKa JaHHBIX AJATOPUTMOM 4.3,0I1K-
RSA 6.2,0I1K-
YMeTh: OPraHU30BaTh 6.3,0I1K-
HHPOPMALMOHHYIO 6€30NACHOCTD B 14.2,0I1K-
ONepanHOHHBIX CHCTEMAX, 14.3
NPHUKJIATHBIX IPOrpaMmax,

NPUMEHATH OCHOBHbIE IOJI0KEHHUS 110
pa3pa6otke I10, ocymecTBIAsATH
0€30TKA3HOCTH CEPBUCOB M CIYKO
XpaHEHHUsI IaHHBIX JOCTHTAETCS C
MOMOUIBI0 CHCTEM CAMOTECTHPOBAHUSA
U BHECEHHsI M30BITOYHOCTH HA
Pa3JHYHBIX YPOBHAX: allIAPATHOM,
NpOrpaMMHOM, HHGOPMALIMOHHOM
BJIa/1eTh: HABBIKAMH HACTPOHKH
HH(popMaNMOHHOII 6e30MacHOCTH B
OnepanHoOHHBIX CHCTEMAX,
NMPHUKJIATHBIX MPOrpaMmMax,
HABBIKAMHU NPUMEHEHHUs 0CHOBHBIX
MoJI0KeHuit mo paspadorke 110,
METOAMKOI CO31aHUs MOJUTUKH
0e30macHOCTH MpeANpPUsITHS,
cocToslIeif U3 yueTa 0CHOBHBIX
(HanboJiee ONACHBIX) PHCKOB
HHPOPMANMOHHBIX aTAK.

Mp/

4.5 Tema 4. [10 u undopmannonHas 42 OIIK- Bompocser mist
0e3omacHocTh. KomniiekcHas cucrema 2.1,0I1K- CaMOIOATOTOBKH
0e30macHOCTH 2.2,0I1K-
Kpatkoe cogepxxanue: 0030p 2.3,0TIK-
copemenHoro IO, omokm, 4.1,0I1K-
NMPHUBOJSIIINE K BO3MOKHOCTH aTaK Ha 4.2,0I1K-
HH(OPMANHI0, OCHOBHBIE MOJI0KEHHS 4.3,0I1K-
no pazpadorke [10. Knaccudukamust 6.1,0I1K-
1o TpedyeMoii creneHu 06€30TKA3HOCTH, 6.2,0I1K-
KJaccupuKanys no ypoBHIo 6.3,0I1K-
KOH(UIeHINATbHOCTH, TPeOOBAHUS 14.1,0I1K-
1o padoTe ¢ KOH(pUAEHINATBHOI 14.2,0I1K-
uHpopmanmeii. Pekomenayemsoie posn: 14.3

CIeMATUCT 0 HH(POPMALMOHHOK
0€30MacHOCTH, BJIajieJIel]
HH(}pOpManmu, MNOCTABIMIUK
annapaTHOro U MPOrpaMMHOI0
obecnevyeHns, pa3padoTYMK CHCTEMBI
W/MJIM TPOTPaMMHOTI0 obecreyeHus,
JIMHEHHBbII MeHeIKep WM MeHeTKep
0T/1es1a, OMePaTOPBbI, Ay TUTOPHI.
3HaTh: HH(pOPMaNMOHHAS
0€30MacCHOCTH B ONEPANIMOHHBIX
cucTeMax, MPUKJIAJHBIX IPOrpaMMax,
OIMOKH, IPUBOSIIIKE K
BO3MOKHOCTH aTaK HAa UH(OPMALHIO,
OCHOBHbIE T0JI0KeHHUsI 0 pa3padoTke
IO, knaccupuxanuio no Tpedyemoi
cTeneHu 0€30TKA3HOCTH,




KJaccupuKanms 1Mo ypoBHIO
KOH(HIEHIHAILHOCTH, TPeOOBAHUS
1o padore ¢ KOHPUAEHIHATBHOU
uHpopMmanmei,

YMeTh: OPraHU30BaTh
HH(GOPMALIMOHHYIO 6€30NaCHOCTH B
ONepalMOHHBIX CHCTeMAX,
NPUKJIATHBIX IPOrpaMmas,
NPUMEHSAITH OCHOBHBIE MOJIOKEHHS 10
pa3pabotke I1O, ocymecTBAATH
0€30TKa3HOCTh CEPBUCOB U CIYKO
XpaHEeHHs AAHHBIX TOCTHTAETCH C
MOMOIIBI0 CHCTEM CAMOTECTHPOBAHMS
U BHeCceHHsI H30BITOYHOCTH HA
Pa3IMYHBIX YPOBHSX: allMapaTHOM,
NMPOrpaMMHOM, HHOPMALIMOHHOM
BJIA/IeTh: HABBIKAMM HACTPOIKHU
uHdopManHoOHHOIi 6e30MacHOCTH B
onepanuoOHHBIX CHCTEMAX,
NPUKJIATHBIX POrpaMmax,
HABBIKAMU MPUMeEHEHHsI 0CHOBHBIX
noJio:keHuii mo pazpadorke I10,
METOAUKOMN CO3IaHNsI MOJTUTHKHU
0€30MaCHOCTH NpeANpPUATHS,
COCTOsIIEH U3 y4eTa OCHOBHBIX
(HauboJjiee ONMACHBIX) PUCKOB
HHGOPMAIMOHHBIX aTaK.

/Cp/

4.6 JK3aMeH. 36 OIIK- Bonpockl k sK3aMeHy

3HaTh NPUHIUNBI HHPOPMATHOHHOH 2.1,0I1K- TectupoBanue
U Oubauorpadguyeckoii KyJbTypbl, 2.2,0I0K-
METO/bI M CPEACTBA pelIeHust 2.3,0I1K-
CTAHJAAPTHBIX 32124 4.1,0I1K-
npogeccuoHAILHOM NeATEeJHLHOCTH C 4.2,0I1K-
3HaeT npoueccsbl, METOAbI MOMCKA, 4.3,0IIK-
c0opa, xpaHeHusi, 00padOTKH, 6.1,0I1K-
npeacTaBIeHHns, PAaCIPOCTPAHEeHU 6.2,0I1K-
HH(OPMALIMHU U CIIOCOOBI 6.3,0I1K-
OCYLIECTBJICHHSA TAKUX MPOLECCOB U 14.1,0IIK-
MeTo10B (MH(pOpMALIMOHHbIE 14.2,0TIK-
TeXHO0JIOTHH); COBPEMEHHbIE 14.3

HHCTPYMEHTAJIbHbIE CPe/ibl,
NPOrpaMMHO-TeXHHYeCKHe
nJ1aT(opMbI H NPOrpaMMHbIe
cpelacTBa, B TOM 4YHC/Ie
0TeYyecTBEHHOI'0 NPOU3BO/CTBA,
HCIoJIb3yeMble 151 pellieHusl 3a1a4
npodgeccuoHAILHOI 1eTeILHOCTH, U
NPUHIHUNBI UX PadOThI; JOTHKY
MOCTPOEHHUSI M MPUHIMIIbI
(GYHKIIMOHMPOBAHMS COBPEeMEHHBIX
SI3IKOB NPOrPAMMHMPOBAHMSA U
SI3IKOB PadoTHI ¢ 6a3aMu JaHHBIX,
cpea pa3padoTku uHGOPMALMOHHBIX
CHCTEM U TEXHOJIOTHIi, IPUHIUTIBI
pa3pabdoTKu aJIrOpuTMOB U
KOMINBIOTEPHBIX POrPaMM;
COBpPeMEHHbIE SI3bIKH
NPOrpaMMHPOBAHUS U SI3IKH PA0OTHI
¢ 0a3aMM JaHHBIX, cpelbl pa3padoTKH
HH(pOPMALMOHHBIX CHCTEM U
TeXHOJIOTHii; YMeeT BLIOUPATD H
HCNOJIb30BATh COBPeMeHHbIe
HH(OPMALMOHHO-
KOMMYHUKAIMOHHbIE U
HHTEJUIEKTYaJIbHbIe TeXHOJIOTUH,
HHCTPYMEHTAJbHbIE Cpe/bl,




NPOrpaMMHO-TeXHHYECKHe
J1aT(OPMBbI M NPOrpaMMHbIe
cpeacTBa, B TOM YHCJ/Ie
0Te4eCTBEHHOI 0 MPOM3BOACTBA, A5
peuieHust 3a1a4 npogeccuoHaIbLHOM
JNeATeTbHOCTH; AHAJIU3MPOBATH
npodeccHOHATBHBIE 3a1a4H,
BbIOMPaTh U UCINOJIB30BaTh
noaxoasimye HHGpopMaHOHHbIE
TeXHOJIOTHH; BLIOUPATD SA3BIKU
NPOrpaMMHPOBAHMS H SI3BIKH Pa0OTHI
¢ 0a3aMM JaHHBIX, cpeIbl Pa3padoTKu
HHGOPMALIMOHHBIX CHCTEM U
TEeXHOJIOTHii, HCXOAA U3 MMEIOIIHXCH
3aa4; NPUMEHATh COBPeMEeHHbIe
SI3BIKH POrPAMMHPOBAHMSA 1151
pa3padoTKH OPUTHHAIBbHBIX
AJITOPUTMOB H KOMIIBIOTEPHBIX
NMpOrpaMm, MPHUIoOIHBIX JJIA
NMPaKTHYeCKOT0 MPUMEHEHH, BECTH
0a3pl JAHHBIX U HH(POPMALIMOHHbIE
XpPaHWJIMIA, TPUMEHSATh
CcOBpeMEHHbIe IPOrpaMMHbIe cpe/bl
pa3paboTku HHPOPMALMOHHBIX
CHCTEM U TEXHOJIOTHIi; YHTATH KOABI
NPOrpaMMHBIX MPOAYKTOB,
HANUCAHHBIX HA 0CBOEHHBIX A3BIKAX
NpOrpaMMHPOBaHMS, H BHOCUTH
TpedyeMble H3MEHEHH;
aHAJM3NPOBATh NpodeccHOHATbHbIE
3ajayu, pa3padaTbIBaTh NOJAXOASIIIME
uHGopManMOHHbIE PeLIeHHUs;
CaMOCTOSITEJILHO OCBAUBATH HOBBIE
IJ1s1 ce0s1 COBPeMEHHBbIE SI3BIKH
NMPOrpaMMHPOBAHMS U SI3BIKH PadOTHI
¢ 6a3aMH JaHHBIX, CPelbl, pa3padoTKu
HHGOPMALMOHHBIX CHCTEM U
TexHoJ0ruii; Biageer HaBpIkKaMu
padoThI ¢ JAHHBIMM C IOMOIIbIO
HH(OPMALMOHHBIX TEXHOJIOTHIi;
HaBBIKAMU NMPUMEHEHHS
COBpeMEHHBIX HHOPMALHOHHO-
KOMMYHUKALUOHHBIX H
HHTEJVIEKTYATbHbIX TeXHOJIOT Ui,
HHCTPYMEHTAJbHBIX Cpef,
NPOrpaMMHO-TEXHHYECKUX MJIaT(hopm
U MPOrPaAaMMHBIX CPE/ICTB, B TOM
YHcie 0Te4eCTBEHHOr0 MPON3BO/ICTBA,
JJIs1 pelenus 3a1a4
npogeccuoHaJbLHOMN NeATeIbHOCTH;
HaBBIKAMU Pa3padoTKu
OPMIMHAJIBHBIX AJITOPHTMOB M
KOMINBIOTEPHBIX POrpamMmM,
NPUTOIHBIX /ISl IPAKTHYECKOTO
NpHMEHEHNUS; HABBIKAMHU OTJIAJKU U
TeCTUPOBAHMS NMPOTOTUIIOB
NMPOrpaMMHO-TEXHUYECKUX
KOMILJIEKCOB 3a/1a4.

/Ix3amen/

Ilepeyenb NpUMeHsIeMbIX AKTUBHBIX U HHTEPAKTUBHBIX 00Pa30BaTeJIbHbIX TEXHOJIOTHIi:

Komnsromepnasa mexnonozusn ooyuenusn

OcHOBaHa Ha KCIOJ30BAHUU MH()OPMAIIMOHHBIX TEXHOJIOTHI B y4eOHOM Tporiecce. Peanu3aiust JaHHOW TEXHOJIOTHH
OCYLIECTBJISIETCS IIOCPEACTBOM KOMIIBIOTEPA U UHBIX MYJIbTUMEIUNHBIX CPEACTB. VICI10/1b30BaHNE KOMIIBIOTEPHBIX TEXHOJIOTUI
JICNaeT yueOHBIH MPOIIECC HEe TOJIBKO COBPEMEHHBIM U IMO3HABATEIBHBIM, HO HHTEPECHBIM JIJIsl 00YYaIOIIHXCSI

Texnonozus obyuenun 6 compyoHuuecmee




TexHomorus 00y4eHHs B COTPYAHUYECTBE NCIOIB3YETCs B 00pa30BaTeNbHON MPAKTHKE IS TPEOIOJICHHS MOCTEACTBHA

WHIUBUAYAILHOTO XapaKTepa y4eOHO eI TebHOCTU CYObEKTOB U MX CTPEMIICHHN UCKITFOYUTEIFHO K UHIUBUIYaTbHBIM
obOpa3oBaTelbHBIM MOCTIKEeHUsIM. OHa MO3BOJIIET 000TATUTH OIBIT U IPHOOPECTH Uepe3 YUEOHBIN TPyl T HABBIKH COBMECTHUMOMN
JESITETIBHOCTH, KOTOPBIC 3aTEM MOTYT CTaTh HEOOXOJMMBIMHU B Oyayieii mpoheCCHOHATBFHON W CONUANTBEHON EATCILHOCTH B
TeUYCHME KU3HU. LlesTb TEXHOIOTHH COCTOUT B POPMHUPOBAHUU YMEHUH Y CyOBEKTOB 00pa30oBaTeIbHOTO Mporecca 3PPEeKTHBHO
paboTath coo0IIla BO BpEMEHHBIX KOMaHIaX U IPYIIax U JOOUBAThCS KAYCCTBEHHBIX 00Pa30BaTEILHBIX PE3yIbTATOB

5. METOJIMYECKHME YKA3ZAHUSA JIJISI OPTAHU3AIIMM CAMOCTOSATEJIBHOM PABOTHI CTYJIEHTOB

CPC — mnanupyemas yueOHast, y1eOHO-HCCIIeI0BaTeNbCKas!, HAyIHO-HCCIEeJOBaTENbCKast paboTa CTYCHTOB, BEIONHIAEMAst BO
BHEayJUTOPHOE (ayJUTOPHOE) BpeMsI 10 3aJaHUIO0 U IPH METOJMYECKOM PYKOBOACTBE IPEroaBaTels, Ho 0e3 ero
HETOCPEACTBEHHOTO y4acTHs (BO3MOKHO YaCTHYHOE HETIOCPEACTBEHHOE YUAaCTHE MPENoAaBaTels IPH COXPaHEHUH BeTylIed poiu
crynentos). Lensto CPC siBnsercs oBnagenue GyHIaMeHTAILHBIMI 3HAHUSIMH, TPO()ECCHOHAIBHBIMA YMEHUSIMH U HABBIKAMH TIO
npoduto Oyaylel crenuantbHOCTH, ONBITOM TBOPUECKOM, UCCIIEJ0BATEILCKOM NEATEIbHOCTH, PA3BUTUE CAMOCTOSATEIBHOCTH,
OTBETCTBEHHOCTHU U OPraHU30BAaHHOCTHU, TBOPUECKOTO IOAX0/1a K PEIIECHUIO TPo0IeM yueOHOro U MpodecCHOHAILHOTO YPOBHEH.
3anpaun CPC: cuctemMaTu3anys ¥ 3aKperieHUE MOy4YeHHbBIX TEOPETHUECKUX 3HAHUI U NPAaKTHYECKUX YMEHUH CTYJICHTOB;
yriryOJieHre U paclIipeHne TeOPETHYECKOH ITOATOTOBKH; ()OPMHUPOBAHNE YMEHHH HCIIOJIB30BaTh HOPMATHBHYIO, IPAaBOBYIO,
CNPaBOYHYIO JOKYMEHTAIUIO U CIICIUABHYIO JIUTEPATypy; pa3BUTHE MO3HABATEIBHBIX CIOCOOHOCTEH U aKTUBHOCTH CTYIEHTOB:
TBOPUYECKOH MHUIIMATHUBEI, CAMOCTOATENILHOCTH, OTBETCTBEHHOCTH ¥ OPTaHW30BaHHOCTH; (HOPMUPOBAHIE CAMOCTOSTEIILHOCTH
MBIIUIEHUS, CIOCOOHOCTEH K CaMOPa3BUTHIO, CAMOCOBEPILCHCTBOBAHUIO U CaMOPeaIu3allil; pa3BUTHE HCCIIEA0BATENbCKIX
YMEHHMH; UCII0JIb30BaHKUE MaTepHalla, COOPAHHOIO U MOITYyYSHHOIO B X0/1€ CAMOCTOSATEIbHBIX 3aHATHH Ha IPAKTUUECKUX 3aHATHUIX,
IPU HallMCAHUU KYPCOBBIX U BBIITYCKHON KBaIH(UKAaIMOHHOM padoT, i 3¢ (eKTUBHON IOATOTOBKH K HTOTOBBIM 3a4eTaM U
sk3ameHaM. @yHkiuu CPC: pa3zBuBaromias (IOBBIIEHUE KYJIbTYPbl yMCTBEHHOIO TPYAa, ipuobiieHue kK 10 TBopueckuM BUAaM
JeATeNTbHOCTH, 000TaIlleHNe HHTEIUIEKTYaIbHBIX CIIOCOOHOCTEH CTYAEHTOB); HHPOPMANMOHHO-00yJaronias (yuyeOHas esTeIbHOCTh
CTYZIEHTOB Ha ayJUTOPHBIX 3aHATHUAX, HEMOIKPETUIEHHAS CAMOCTOATEIILHONU PabOTOM, CTAHOBUTCS MAJIO PE3yIbTaTUBHOMN);
OPHEHTHUPYIOLIAsl U CTUMYJIpYIOIas (Iporieccy 00yUeHHs IPUAASTCsl YCKOPEHNe U MOTUBAIINS ); BOCIIUTATENbHAS ((DOPMUPYIOTCS U
Pa3BHUBAIOTCS MPOQeCcCHOHANBHBIE KauecTBa CIEeHAINCTa H TPaXKIaHWHA); HCCIeI0BaTeIbcKast (HOBBIH YPOBEHb MPOQeCCHOHAIBHO-
TBOPUYECKOT'O MBILIUICHUS).

CamocrosrenbHasi paboTa CTyIEHTOB SIBIsIETCS 00s13aTeIbHBIM KOMIIOHEHTOM Y4eOHOT0 Ipoliecca I KaKA0ro CTyIeHTa U
oIpezenseTcs yueOHbIM IUIaHOM. BBl caMOCTOATENIbHOM pabOThI CTYJEHTOB ONpPEAEISIIOTCS IPU pa3paboTke paboduxX MporpaMM U
y4eOHBIX METOANIECKHX KOMIUIEKCOB TUCHHILUIMH COJepKaHueM y4eOHO! nucuuIuInHbL. [Ipu onpeneneHnn coaepKaHus
CaMOCTOSITETbHON PabOTHI CTYACHTOB CIIEyeT YUUTHIBATh UX YPOBEHb CAMOCTOSTEIEHOCTH B TPEOOBaHHUS K YPOBHIO
CaMOCTOSITETEHOCTH BBITYCKHUKOB JIUISI TOTO, YTOOBI 32 MEPUOA 00YUIEHHsI HCKOMBIH yPOBEHb ObLI JOCTUTHYT. Tak, y/ebHbIH Bec
CaMOCTOSITEIbHON PaboTHI MpH 00ydeHUH B 09HOH (opme coctasiser 10 50% OT KONMUYECTBA ayJUTOPHBIX YaCOB, OTBEIEHHBIX Ha
W3yUYeHHE IUCIMIUIMHBI, B 32049HOH (JOpME - KOJMYECTBO YacOB, OTBEJCHHBIX HAa OCBOCHHE AUCUUILIMHEI, yBeauurBaercs 10 90%.
CamocrosrenbHas paboTa oIpeeseTcsl Kak HHAUBUAyanbHas WIN KOJUIEKTUBHAs ydeOHas NeaTe/IbHOCTh, OCYILIeCTBIsIeMas 0e3
HEMOCPEACTBEHHOT0 PYKOBOJCTBA MEJarora, HO M0 €ro 3aJaHusM U oA ero KoHTposieM. CaMmocTosiTensHas paboTta — 3T0
IIO3HaBaTCJIbHAA y‘le6Haﬂ ACATCIBHOCTD, KOr'la MOCJICA0BATCIbHOCTh MBIIIJICHUSA CTYICHTA, €0 YMCTBCHHBLIX U IIPAKTHUICCKUX
orepanuii U JeWCTBUN 3aBUCHT U ONPENEISIETCS CAMUM CTYISHTOM.

CamocrosrenbHas padoTa CTyIEHTOB CIIOCOOCTBYET Pa3BUTHIO CAMOCTOSITEIIEHOCTH, OTBETCTBEHHOCTH U OPTaHH30BaHHOCTH,
TBOPYECKOTO TO/IX0/1a K PELICHHIO TPoOiIeM yueOHOTO U MPOoPeCCHOHABHOTO YPOBHS, YTO B UTOTe IPUBOAUT K PA3BUTHIO HABBIKA
CaMOCTOSTEILHOTO INIAHUPOBAHUS U Pealn3alluy JeITeIbHOCTH. 1lenblo caMOCTOSITeNIbHOM PabOThl CTYAEHTOB SIBJISIETCS OBJIAJICHUE
HCOGXOI{I/IM])IMI/I KOMIICTCHIUSAMHU 110 CBOEMY HAIlpaBJICHUIO MTOATOTOBKHU, OIIBITOM TBOp‘{CCKOf/‘I u MCCHC,Z[OBaTCHbCKOﬁ JACATCIBbHOCTH.
Ha ocHOBaHMY KOMIIETEHTHOCTHOTO MOJX0/Ia K Pealn3aliuy Npo(hecCHOHATIBHBIX 00pa30BaTeNbHbIX IPOrpaMM, BUIAMH 3aJaH Ui
JUISL CAaMOCTOSATENIbHON pabOTHI SIBISIIOTCSL:

- ISl OBIIAJICHUS] 3HAHUSIMHE: YTeHUE TeKcTa (YaeOHUKa, IEPBONCTOYHHKA, JOIOIHUTENFHOM JINTEPaTyphl), COCTaBICHHE IJIaHa
TeKcTa, rpaduueckoe H300paKeHne CTPYKTYPhI TEKCTa, KOHCIIEKTHPOBAHUE TEKCTA, BHITUCKH U3 TEKCTa, pad0Ta CO CIIOBAPSMH
CNPaBOYHHKAMH, 03HAKOMJICHHE C HOPMaTHBHBIMH JIOKYMEHTaMH, Y4eOHO-HCCIIeI0BaTeNbckast paboTa, UCIIOIb30BaHUEe ayAu0- H
BHUJIC03ATHCEH, KOMITBIOTEPHON TEXHUKH 1 HH)OPMAIIHOHHO-TeJIeKOMMYHHKAIMOHHOW ceTn IHTepHeT 1 1Ip.

- JUIs 3aKPEIUICHUS M CHCTeMaTH3alluy 3HaHUH: paboTa ¢ KOHCIIEKTOM JIEKIUH, 00padoTka TekcTa (yueOHUKa, TePBOUCTOUHHKA,
JOTIOJIHUTENILHOM TNTEpaTyphl, ayAU0 U BHEO3anucell), MOBTOpHas paboTa HaJl yueOHBIM MaTepuaioM, COCTABICHUE IUIaHa,
COCTaBJIEHHE TAOIHUI] VISl CUCTEMATH3aLMK Y4eOHOr0 MaTepyalla, OTBET Ha KOHTPOJIbHBIE BOIIPOCHI, 3all0JIHEHUE paboueil TeTpany,
aHanuTHYecKas 00paboTKa TekcTa (AaHHOTUPOBAHHKE, PELCH3UpOBaHKe, pedepupOBaHHe, KOHCIIEKT-aHAIU3 U JIp.), 3aBePIICHUE
ayJAUTOPHBIX MPAKTUIECKHX PA0OT U 0pOpMIICHUE OTUETOB 110 HUM, MOATOTOBKA MYJIbTUMEANA COOOIICHN/ TOKITaI0B K
BBICTYIUICHUIO Ha ceMUHape (KOH(EepeHINH), MaTepraioB-Ipe3eHTalHi, MOATOTOBKa pedepaTa, coctapienue Oudanorpaduu,
TEMaTU4eCKUX KPOCCBOPJIOB, TECTUPOBAHUE U JIP.

- Ui OPMHUPOBAHKS YMEHHIL: PeLICHUE 3a/1au ¥ YIPaKHEHUH 110 00pas3ily, pellieHHe BAPUATUBHBIX 33]1a4, BEITIOJHEHUE YEPTEIKE,
CXEM, BBIIOJIHEHHE pacueToB (rpaduueckux paboT), pelieHre CUTyalnoOHHBIX (podeccHoHabHBIX) 3a/1a4, MTOATOTOBKA K ICJI0BBIM
Urpam, IPOEKTUPOBAHUE U MOJICTMPOBAHUE PA3HBIX BUOB M KOMIIOHEHTOB MIPO(ECCHOHAIBHOM AeATEIbHOCTH, pe(IeKCUBHBIN
aHaM3 PO eCCHOHATIBHBIX YMEHHUH C HCIIOJIb30BAaHUEM ayIHO- ¥ BUICOTEXHUKH U .

CamocrodrenpHast paboTa MOXKET OCYIIECTBIIATHCS HHIUBULyaJIbHO MM IPYIIIIAMU CTYAEHTOB B 3aBUCHMOCTH OT LieJIH, 00beMa,
KOHKPETHOH TeMaTHKU CAMOCTOSITEIbHON pabOThl, yPOBHS CIIO)KHOCTH, YPOBHS YMEHUH CTYICHTOB.

6. OHEHOYHBIE U METOJNMYECKHUE MATEPHAJIBI

6.1. IlepeyeHp KOMIETEHLMIT ¢ yKa3aHHeM 3TanoB (POPMUPOBAHNS HHAMKATOPOB HX A0CTHKEHHUS B IIPOLIECCE OCBOCHUS
onoI

OIIK-14:Cnoco0en pa3padaTpIBaTh aJITOPUTMBI 1 KOMIIbIOTEPHbIE IPOIPAMMBI, IPUTOAHBIE JJI5l NIPAKTHYECKOI0
NpHMeHeHu .




Heoocmamounulii yposens:

He 3Haer nporiecchbl, METO/IbI TOKCKA, COOpa, XpaHeHHs, 00paO0TKH, MPEAOCTABIICHUS, PACIIPOCTPAHEHHSI HHPOPMAITUH U CTIOCOOBI
OCYIIECTBICHHS TAKHX IIPOIIECCOB M METOIO0B (MH(POPMAIIMOHHBIC TEXHOJIOTHH); JIOTUKY [TOCTPOCHHMS U IPUHIHIIBI
(YHKIHOHHUPOBAHKSI COBPEMEHHBIX S3BIKOB IPOrPAMMHUPOBAHUS U S36IKOB PabOTHI ¢ 0a3aMu JaHHBIX, CPel pa3paboTKu
HHGOPMAILMOHHBIX CHCTEM U TEXHOJIOTHH, IIPUHIIUIIBI pa3pabOTKH AITOPUTMOB M KOMITBIOTEPHBIX IIPOrPAMM; COBPEMEHHBIE SI3BIKH
MPOrPaMMHUPOBAHHUS U SI3BIKK PabOTHI ¢ 0a3aMHU JAHHBIX, CPEbl Pa3pabOTKH HHGOPMAIIMOHHBIX CHCTEM U TEXHOJIOTHIA

He ymeet BbIOHpaTh S3bIKH IPOTPAMMHUPOBAHUS | S3bIKK paboThI ¢ 6a3aMH JaHHBIX, Cpebl pa3pabOTKU HH(OPMALIMOHHBIX CUCTEM
Y TEXHOJIOTHH, HCXOJSI U3 UMEIOLIHNXCS 3a1a4; IPUMEHSITh COBPEMEHHBIE SI3BIKU [TPOTPAaMMHUPOBAHUS I Pa3pabOTKN OPUTHHATIBHBIX
ITOPUTMOB M KOMIBIOTEPHBIX MPOTPAMM, IIPUTOAHBIX IS IPAKTUIECKOTO IPUMEHEHHSI, BECTU 0a3bl JaHHBIX 1 HH()OPMAIIMOHHBIE
XPpaHWIUIIA, TPAMEHATH COBPEMEHHBIE POrpaMMHBIE CpeIbl pa3paboTKu HHPOPMAIMOHHBIX CUCTEM M TEXHOJIOTHH; YATATh KOJBI
HpPOrpaMMHEIX IPOAYKTOB, HAMCAHHBIX HA OCBOSHHBIX SA3BIKaX MPOrPAMMHPOBAHUS, U BHOCHTh TpeOyeMble H3MEHEHHUST;
aHaJIM3UPOBATH PO eccHoHaNIBbHbIE 3aJa4H, pa3padaThIBaTh MOIXOAAIINE HHOOPMAIIMOHHbIE PELICHHUS; CAMOCTOSATEILHO OCBAaUBATh
HOBBIE J1s1 ce0s1 COBPEMEHHBIE S3bIKH IPOrPaMMHUPOBAHUS U SI3bIKH Pa0OTHI ¢ 6a3aMu IaHHBIX, CPebl, pa3paboTKu
UH(OPMAIIIOHHBIX CHCTEM U TEXHOJIOTHI

He BJIaZICCT HaBBIKaMU pa3pa60T1<H OPUI'MHAJIbHBIX aJITOPUTMOB U KOMITBIOTCPHBIX MIPOTpaMM, MPUTOJAHBIX JJIA IPAKTUYECKOTO
MPpUMCHCHNS; HaBbIKaMU OTJIaAKHU U TECTUPOBAHUS IIPOTOTUIIOB IPOIPAMMHO-TEXHUYCCKUX KOMIUICKCOB 3a/1a4

Ilopozoeviii yposens:

3HaeT MpoIecChl, METOIBI TIOUCKA, cOOpa, XpaHeHHUs1, 00pabOTKHU, MPEIOCTABICHHS, PACTIPOCTPAHCHUS HH)OPMAIIUH B CIIOCOOBI
OCYILIECTBIICHUS TAKUX MPOLECCOB U METOJ10B (MH()OPMAIIMOHHBIE TEXHOIOTHH)

YMeeT BRIOUPATh S3BIKM IIPOTPAMMHPOBAHUS U SI3BIKH PAOOTHI ¢ 0a3aMH JaHHBIX, CpeNIbl pa3padoTKi HHPOPMAMOHHEIX CUCTEM U
TEXHOJIOTHH, HCXOAsI U3 UMEIOLINXCS 3aa4

Brnaseer HaBbIKaMu pa3paOOTKH aJrOPUTMOB, IPUTOIHBIX Ul TPAKTHYECKOTO IIPUMEHEHHS
Ilpoosunymeutii ypoeens:

3HaeT Mmpolecchl, METO bl TIOUCKa, cOopa, XpaHeHus1, 00pabOTKH, TPEJOCTABICHHUS, PACIPOCTPAHEHHUS HH(GOPMALIUH U CIIOCOOBI
OCYIIECTBICHUSI TAKHX MPOLIECCOB U METOI0B (MH(OOPMAIIHOHHBIE TEXHOIOTHHN); JIOTUKY TOCTPOCHHS M IPUHITUIIBI
(YHKIIMOHUPOBaHHS COBPEMEHHBIX S3bIKOB MPOTPAMMHUPOBAHHUS U S3BIKOB PA0OTHI ¢ 0a3aMu JaHHBIX, Cpel pa3paboTKu
HH()OPMALMOHHBIX CHCTEM U TEXHOJOTHI, IPHHIIUITEL Pa3paboTKU alrOPUTMOB U KOMIIBIOTEPHBIX [IPOrPaMM

Ymeer BBIOHpATh S3bIKH POTPAMMHUPOBAHUS U S3bIKK PabOThI ¢ 0a3aMH JaHHBIX, CPeAbl pa3paOdO0TKH HH(GOPMALMOHHBIX CUCTEM H
TEXHOJIOTHHA, HCXO/S U3 UMCIOLINXCS 33/]a4; IPUMEHSITh COBPEMEHHBIE SI3BIKH IIPOTPaMMHUPOBAHUS U1 pa3pabOTKU OPUTHHAIBHBIX
ITOPUTMOB U KOMIIBIOTEPHBIX MPOrPaMM, IPUTOIHBIX ISl IPAKTHYECKOTO IPUMEHEHHUs1, BECTH 0a3bl JaHHBIX U HH(OPMAIMOHHBIC
XPaHWIIUINA, TPAMEHATH COBPEMEHHBIE IPOTPaMMHBIE CpeIbl pa3paboTKu HHPOPMAMOHHBIX CHCTEM U TEXHOJIOTHI

Brnaneet nHaBbIkaMu pa3pabOTKH OPUTHHAIBHBIX aITOPUTMOB U KOMIIBIOTEPHBIX IPOIPaMM, IPUTOJHBIX IS IPAKTHIECKOTO
MIPUMEHEHUS

Buvicokuii yposenn:

3HaeT MPOIIeCChl, METOMBI IIONCKA, COOpa, XpaHEeHHs, 00PaOOTKH, IIPETOCTABICHNUS, PACIPOCTPAaHSHUS HHPOPMAIIIN U COCOOBI
OCYIIECTBICHHS TaKUX IIPOIIECCOB M METOOB (MH(GOPMAIIMOHHbIE TEXHOJIOTHHN); JIOTHKY IIOCTPOCHHS W TIPUHIIUITBI
(YHKIIMOHUPOBAHUS COBPEMEHHBIX S3bIKOB IIPOrPaMMHUPOBAHUS U S3bIKOB PaOOTHI ¢ 0a3aMu JaHHBIX, CPel Pa3paboTKu
MH()OPMAIIMOHHBIX CUCTEM M TEXHOJIOTUH, IPUHIMIIBI pa3pabOTKU aITOPUTMOB ¥ KOMIIBIOTEPHBIX IIPOIPAMM; COBPEMEHHBIE SI3bIKH
HIPOrpaMMHUPOBAHHUS U SI3BIKU PAOOTHI ¢ 0a3aMu JaHHBIX, CPEAbl Pa3paboTKH HH(GOPMALIMOHHBIX CUCTEM U TEXHOIOTHH

YMeeT BEIOHpATh S3BIKM MIPOTPAMMHUPOBAHUS U A3BIKH PAaOOTHI ¢ 6a3aMHU JaHHBIX, CPEIBI Pa3padOTKH HHPOPMAIOHHBIX CHCTEM U
TEXHOJIOTHH, UCXOSI M3 UMEIONIUXCS 3a/1a4; IPIMECHATH COBPEMEHHBIE S3BIKH MPOTPAMMHUPOBAHUS TS Pa3pabOTKH OPUTHHAIBHBIX
aITOPUTMOB M KOMITIBIOTEPHBIX IIPOTPaMM, TIPATOIHBIX JUIS MIPAKTHYECKOTO IPAMEHEHUS, BECTH 0a3bl JAHHBIX U HH(OPMAI[OHHEIE
XPaHWIHIIA, IPUMEHATh COBPEMEHHbIE IIPOrPAMMHBIE CPeJIbl Pa3pab0TKU HHPOPMALMOHHBIX CUCTEM U TEXHOJIOTHH; YUTATh KOJbI
IPOrpaMMHBIX IPOAYKTOB, HAMCAHHBIX HA OCBOSHHBIX SA3bIKAX IPOrPAMMHPOBAHUS, U BHOCUTh TpeOyeMble U3MEHEHMUS,;
aHaIN3UPOBaATh NpodhecCHOHAIbHBIE 3aJaUl, pa3padaThIBaTh HOAXOSIINE HHPOPMALUOHHbIE PEIICHUS; CAMOCTOSATENILHO OCBAaUBATh
HOBBIE JUIs ce0sl COBPEMEHHBIE SI3BIKM IPOrpaMMUPOBAHHUS U SI3BIKU PabOTHI ¢ 0a3aMu JaHHBIX, CPEbl, Pa3paboTKu
“H(QOPMALUOHHBIX CUCTEM M TEXHOJIOTUI

Bnaz[eeT HaBbIKaMH pa3p360TKI/I OPUTMHAJIBHBIX aJITOPUTMOB U KOMIIBIOTCPHBIX IIPOTpaMM, IPUTOJHBIX IJIA IIPAKTUYECKOI0O
MNPUMCHCHUS; HABbIKAMH OTJIaAIK1 U TCCTUPOBAHUSA IIPOTOTUIIOB IPOrPaAMMHO-TEXHUYCCKUX KOMIIJICKCOB 3aJ1a4

OIIK-2:Cnoco6eH NpuMeHATh OCHOBHbIE METO/IbI, CIOCOOLI U CPeICTBA NMOJTYYeHHs], XPAHEHHs1, epepadoTKku MHpopMauu
NPH pelIeHnH 32124 NPodecCHoHAILHOM NeATeIbHOCTH;

Heoocmamounwtit yposens:
He 3HaeT ocHOBHBIE METO/IBI, CITOCOOBI U CPENICTBA MOTYUEHUs, XpaHEHUs, IepepaboTKH HHPOpMaLUK

He ymeer npumeHsTh B IpodecCHOHANBHON AATENTbHOCTH OCHOBHBIE METO/IbI, CIIOCOOBI U CPE/ICTBA MOJYyUYEHUS, XPaHEHUS,
niepepaboTKu HH(pOpMaLUU

He BnageeT HaBbIKaMU IIPUMEHEHUS! OCHOBHBIX METOJIOB, CIIOCOOO0B U CPEACTB MOTYyUCHUS, XPaHEHUS, IepepadoTKu HHPOPMAIUU
Ilopozoewiit yposens:

3HaeT OCHOBHBIE METO/IBI TIEpepadoTKH HH(POPMAIUU

YMmeeT NpuMeHsTh B IPOGECCHOHANBHON IeATEIbHOCTH OCHOBHBIE METO/IbI IIEpepadoTKU MH(OpMAIUU

Brnaseer HaBbIKaMu IPUMEHEHHSI OCHOBHBIX METOJIOB IIepepaboTKi MHPOpMAIIH

Ilpoosunymeutii ypoeens:

3HaeT OCHOBHBIE METO/Ibl, CIOCOOBI IIEpepaboTKU NH(OPMALUU




YMmeer NpuMeHsTh B PO ECCHOHANBHON ICATEILHOCTH OCHOBHBIC METO/IbI, CIIOCOOBI IepepadoTKH HH(POpMALIUT
Biraseer HaBbIKaMK IPUMEHEHHSI OCHOBHBIX METO/IOB, CIIOCO00B epepaboTku HH(pOopMaum

Buicoxuii yposens:

3HaeT OCHOBHBIC METO/IBI, CIIOCOOBI M CPECTBA MOy UYCHHS, XPAaHEHHs, TepepaboTKH HHBOPMALIH

YMeeT NpUMeHSITh B IPo(eCCUOHAIbHON esTeIbHOCTU OCHOBHBIE METO/IbI, CIOCOOBI U CPEACTBA IOIYyYEHUs], XPaHEHUS,
nepepaboTku HHpopMau

Brnaneer HaBbIKaMu MPUMEHEHHUS! OCHOBHBIX METOJIOB, CIIOCOOOB M CPE/ICTB MOIYyUYECHHS, XpaHEHUs], TepepaboTKu HHPOPMaLlIH

OIIK-4:Cnoco6eH NOHUMATh MPUHIMIBI PAa00THI COBPEeMEHHbIX HH()OPMAIMOHHBIX TEXHOJIOTHI 1 HCIOJb30BATH X VIS
peuieHus 3axa4 NpogeccCHOHAIbLHON NeATeJbHOCTH;

Heoocmamounulii yposens:

He 3Haet nporecchbl, METO/IbI TOKUCKa, cOOpa, XpaHeHHs, 00pabOTKH, MPEACTABICHHS, PACHPOCTPAHCHHS HH(POPMAIMU U CIIOCOOBI
OCYILECTBICHHS TAKHX IIPOIIECCOB M METOIOB (MH()OPMAIIMOHHBIC TEXHOJIOTHH); COBPEMEHHBIC HHCTPYMEHTAJIBHBIEC CPE/IBI,
MPOrpaMMHO-TEXHHYECKUE MIATHOPMBI U TPOrPaMMHBIE CPEICTBA, B TOM YHCIIE OTEYECTBEHHOTO IPOU3BOCTBA, UCIIOIb3YEMbIC IS
pelieHus 3a1a4 MpoheCCHOHANBHOMN IeATeIbHOCTH, W IPHHIIUITBL KX PabOThI

He yMmeet BbIOMpaTh U HCIOJIB30BaTh COBPEMEHHBIC HH()OPMAIIMOHHO-KOMMYHHKAIIMOHHBIC ¥ HHTEIUICKTYalbHbIC TEXHOJIOTHH,
WHCTPYMEHTAJIbHBIC CPEJIbI, POTPAMMHO-TEXHUYECKHUE MIaT(HOPMBI H TPOTPAMMHbBIE CPEJICTBA, B TOM YHCJIe OTEYECTBEHHOTO
MIPOM3BO/ICTBA, JUIsl PELICHUS 3a/1a4 TPo(eCcCHOHATIBHOM NesITeIbHOCTH; aHAIN3UPOBATh NPOQEeCCHOHANIBHBIE 3a/1a4H, BEIOUPATh U
UCIIOJIB30BATh MOAXOISAIINE HH(POPMALIMOHHBIE TEXHOJIOTHH

He Bmageer HaBbIKaMu pa6OTLI C JaHHBIMH C ITOMOINBIO PIHCbOpMaL[I/IOHHLIX TeXHOHOI‘Hﬁ; HaBbIKaMH IPUMEHCHHUS COBPEMEHHBIX
I/IH(I)OpMaL[I/IOHHO-KOMMyHI/IKaL[I/IOHHLIX 1 HHTCIUICKTYaJIbHBIX TeXHOJ’IOI‘HfI, HUHCTPYMEHTAJIBHBIX CPE, IPOTPAMMHO-TEXHUYCCKUX
HJ'[aT(I)OpM U IPpOTrpaMMHBIX CPEJICTB, B TOM YHCJIC OTCYECTBCHHOT'O NPONU3BOJICTBA, JJId PCUICHUA 3a1a4 HpOCbeCCPIOHaJ'IBHOﬁ
JACATCIBbHOCTH

Ilopozoeviii yposens:

3HaeT MpoIeCcChl, METOIbI TIOUCKA, cOOpa, XpaHeHHs, 00pabOTKH, TPEACTABICHUS, PACIPOCTPAHCHHS HHPOPMAITHH U CITOCOOBI
OCYLIECTBIICHUS TAKHX MPOLECCOB M METOJOB (MHOOPMAMOHHEIE TEXHOIOTHH)

Ymeer BBIOHpATh U UCHOJIB30BAaTh COBPEMEHHBIE HH()OPMAIIMOHHO-KOMMYHHKAIIMOHHBIC 1 HHTEIUIEKTYalIbHbIE TEXHOJIOTHH,
HMHCTPYMEHTAJIBHBIE CPeJIbl, IPOTPAMMHO-TEXHUUECKHE IUTaTGOPMBI UL pelIeH s 3a1a9 TPO(PeCCHOHATBHON NeITeTbHOCTH

Bnaseer HaBbIkaMu pabOThI ¢ IaHHBIMH C TIOMOIIBI0 HH()OPMAIIMOHHBIX TEXHOJIOTHIA
Ilpoosunymeutii ypoeens:

3HaeT NpoIecChl, METOIbI IOUCKa, cOopa, XpaHeHus!, 00pabOTKY, IPEICTaBICHNUS, PACIIPOCTPAHEHUS HH(OPMALIUU U CIIOCOOBI
OCYLIECTBIICHUS TAKUX MPOLECCOB U METOJOB (MH()OPMAIIMOHHBIC TEXHOJIOTUH); COBPEMEHHBIC HHCTPYMEHTAJIbHbIE CPEIbI,
IpOrpaMMHO-TEXHUYECKHUE IIIAaT(HOPMBI U IPOrpaMMHBIE UCTIONb3YEMbIe JUIsl PEIeHUs 3a1a4 IpodeccuoHaIbHON AesTeNbHOCTH

VYmeer BI)I6I/IpaTL 1 HUCIIO0JIB30BATH COBPEMCHHBIC I/IH(I)OpMaL[I/IOHHO-KOMMyHI/IKaL[I/IOHHBIC W UHTCIUICKTYAJIbHBIC TEXHOJIOTHUH,
HUHCTPYMCHTAJIBHBIC CPCAbI, IPOTPAMMHO-TEXHUYCCKUC HHaT(bOpMLI " IporpaMMHbI€ CPEACTBA, B TOM YUCJIC OTCUCCTBCHHOT'O
HPOU3BOACTBA, AJIA pCUICHUSA 3a1a4 HpO(l)CCCI/IOHaHLHOP'I JACATCIbHOCTH

Brageer HaBBIKaMH pabOTHI C JAHHBIMU C TIOMOIIBIO HMH(POPMAIIMOHHBIX TEXHOJIOTHIT; HABBIKAMH NPHMEHEHHS COBPEMEHHBIX
MH()OPMAIIIOHHO-KOMMYHHKAIIMOHHBIX Y UHTEIUIEKTYaJIbHBIX TEXHOJIOTHH, HHCTPYMEHTAJIbHBIX Cpell, IPOrPaMMHO-TEXHHYECKUX
wiaThopM U MPOrpaMMHBIX CPECTB JUISl PEIIeHUs 3a1a4 NPo(hecCHOHATbHON IESITeIbHOCTH

Buicokuii yposens:

3HaeT NPOoIECcChl, METOIbI IOUCKA, cO0pa, XpaHeHHUs1, 00pabOTKH, NPEICTABICHUS, PACTIPOCTPAHEHUS HHPOPMALIUH U CIIOCOOBI
OCYLIECTBIICHUS TAKUX HMPOLECCOB ¥ METOOB (MH()OPMAIIMOHHBIC TEXHOJIOTHH); COBPEMEHHbIE HHCTPYMEHTAJIbHBIE CPEMBL,
IpOrpaMMHO-TEXHUYECKHUE IIIAaT(HOPMBI U IPOrpaMMHBIE CPEACTBA, B TOM UHCJIE OTEYECTBEHHOTO IPOU3BO/ICTBA, HCIONb3yEMBbIe IS
pelIeHus 3aa4 IpoheCCHOHANEHOH ASSTeNbHOCTH, ¥ IIPHHIIUITEI HX PAOOTHI

YMeeT BBIOUPATh U UCIIOIL30BaTh COBPEMEHHbIE HH(POPMAIIMOHHO-KOMMYHHKAIIMOHHBIE U HHTEIEKTyalbHbIe TEXHOJIOTUY,
MHCTPYMEHTAJIbHBIE CPEIbl, IPOrPAaMMHO-TEXHHYECKHUE IIaTHOPMBI U TPOrPaMMHBIE CPEACTBA, B TOM YHCIIE OTEYECTBEHHOTO
MPOU3BOJCTBA, AN PEIICHHUS 3a4a4 POo(heCCHOHATBLHON AESTEIbHOCTH; aHATM3UPOBATh NPOdEeCCHOHANBHBIE 331a4H1, BRIOUPATh U
HCIIOJIb30BATh MOAXOAAIINE HHOOPMALOHHBIE TEXHOJIOTUU

Bnaseet HaBbIkaMu pabOTHI C JAHHBIMH C TIOMOIIBI0 HHPOPMAIIMOHHBIX TEXHOJIOTHIT; HAaBBIKAMHU NPUMEHEHHSI COBPEMEHHBIX
UH(POPMAIIOHHO-KOMMYHHUKAIIMOHHBIX 1 WHTEJUIEKTYAIBHBIX TEXHOJIOTHIA, HHCTPYMEHTAIBHBIX CPEJI, MPOrPAMMHO-TEXHUYECKUX
IAaT(GOPM U MPOTPAMMHBIX CPEJICTB, B TOM YHCJIE OTEUECTBEHHOTO MMPOU3BOJICTBA, JIJIsl PELICHHUS 3a/1a4 POEeCCHOHAILHON
JIeSITEIIbHOCTH

OIIK-6:CrnocodeH pemaTh CTaHIAPTHBIE 32/1a4M NMPO(ecCHOHAIbHOI 1esITeIbHOCTH Ha 0OCHOBe HH(OPMALIMOHHOI 1
oudauorpadguyeckoii KyJabTypbl ¢ HPpUMEHEHHeM HH(POPMAIMOHHO-KOMMYHUKAMOHHBIX T€XHOJIOTHii;

Heoocmamounwtii yposens:

He 3naet npuHIuns! vHGOPManUOHHOH 1 OuOIHorpadMueckoi KyJabTyphl, METOIBI U CPEACTBA PEIICHUS CTAHAAPTHBIX 3a1a4
1po¢heCCHOHANBHON AEATEIFHOCTH ¢ IPUMEHEHHEM HH()OPMAIIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHH U ¢ y4ETOM OCHOBHBIX
TpeboBaHui HH(POPMAIIMOHHOH 6€30I1aCHOCTH

He ymeet pemath cTaHIapTHbIC 331241 MPOGECCHOHATBHOMN JeITEIbHOCTH Ha OCHOBE HHYOPMALMOHHON 1 OHOIHOrpaduIecKoi
KYJIBTYPBI C IPUMEHEHHEM HH(POPMAIMOHHO-KOMMYHUKAIMOHHBIX TEXHOJIOTHH U C y4ETOM OCHOBHBIX TPeOOBaHH
UHPOPMAIOHHOH 0€30MacHOCTH




He Brageer MeToaMu MOKMCKa U aHaK3a HHPOPMALMH ISt [IOArOTOBKH JIOKyMEHTOB, 0030pOB, pedeparos, JOKIA0B,
nmyOJIMKaIuii, Ha 0OCHOBE HH(OPMAIIMOHHOM 1 OMOIHOTpadUUECKON KYJIBTYPhI C Y4ETOM COOJIIOCHHUS aBTOPCKOIO TIpaBa u

TpeGoBaHMi HHPOPMAIIMOHHOM 6e3011acCHOCTH
Ilopozoeviit yposens:

3HaeT NPUHIMIIBE HHPOPMAIMOHHOH KYJIbTYPBI, METObI PELIEHHs] CTAaHAAPTHBIX 33/1a4 NPO(GEeCCHOHANBHON NeITeNbHOCTH C
IpUMEHEeHHeM HH(POPMaIMOHHO-KOMMYHHKAIMOHHBIX TEXHOJIOTHH

Vmeer peuiaTtb CTaHAAPTHBIC 3a/la4n HpO(i)eCCHOHaJ'ILHOfI JACATCIIBHOCTH Ha OCHOBEC HH(?])OpMaIIPIOHHOfI KYJBTYPBbI C IPUMEHCHUEM
I/IH(l)OpMaIII/IOHHO-KOMMyHI/IKaI_II/IOHHI)IX TEXHOJIOTUH

Brageer MeTogamu moncka M aHanu3a HHGOPMALUH JUIS HOATOTOBKU JJOKYMEHTOB, 0030poB, pedepaToB, HOKIAA0B, TyOINKALIUH,
Ha OCHOBE UH(OPMAIOHHON U OubIMorpapuIecKoi KyJIbTyphl

IIpoosunymutit ypoeens:

3HaeT NPUHIUIBI UHOPMALMOHHON 1 6MOIHorpaduueckoil KyIbTypbl, METOJBI U CPEJCTBA PEIICHUS CTaHJAPTHBIX 3a/1a4
npodecCHoHANHON AeITeIBHOCTH C MPUMEHEHNEM HH(POPMAITMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHH

YMeer periats craHIapTHBIE 3a/1a49u PO()ECCHOHATIBHOM JIesITeIbHOCTH Ha OCHOBE MH(OPMAMOHHON U Onbinorpaduieckoit

KYJbTYpPbI C IPUMCHCHUEM I/IH(i)OpMaIH/IOHHO-KOMMyHI/IKaI_II/IOHHLIX TEXHOJIOTUH

Birageer MeTogamMu MOMCKa M aHaan3a HHGOOPMALUHK [T TOATOTOBKU JOKYMEHTOB, 0030pOB, pe(epaToB, TOKIAI0B, Iy OIHKAIHI,
Ha 0CHOBE MH(OPMAIIMOHHOW U OHOIHOTrpaduueckoit KyJIbTYphl C yUEeTOM COOJIOICHHS aBTOPCKOTO MpaBa

Buwicoxuii yposens:

3HaeT NPUHIMIB HHPOPMAMOHHOH U OHOIHOTpadMuecKoi KyJIbTyphI, METOBI M CPECTBA PEIICHHS CTAaHAAPTHBIX 3a/1a4
podeCCHOHATBHON AESTETEHOCTH C MPUMEHEHHEM HH(OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHI 1 C YY€TOM OCHOBHBIX

TpeOoBaHHi HHPOPMAIIHOHHO 6€30MaCHOCTH

YMeer perath cTaHAapTHBIC 3a1a44 PO(ECCHOHAIBHOM NesTEIBHOCTH Ha OCHOBE HH(QOPMAIIMOHHOW U Oubarorpaduyeckoit
KyJbTYPHI C IPHMEHEHHEM HH)OPMAITHOHHO-KOMMYHHKAIIHOHHBIX TEXHOJIOTHI U C Y4ETOM OCHOBHBIX TPeOOBaHM

UH()OPMAIIMOHHON 0€30IaCHOCTH

Brnageer MeToaMu IoMCKa U aHaIM3a HHGOPMALMHU JUI TIOATOTOBKH JOKYMEHTOB, 0030p0B, pedeparos, TOKIAI0B, IyOIUKaIui,
Ha OCHOBE MH(POPMAMOHHON 1 OHOInorpaduuecKor KyJabTyphl ¢ Y4ETOM COOJIIOACHUS aBTOPCKOTO TpaBa U TpeOoBaHUit

MHPOPMALMOHHON 0€30MaCHOCTH

6.2. Illxana oueHNBAHMS B 3aBHCHUMOCTH OT YPOBHS ¢()OPMHPOBAHHOCTH KOMIIeTeH U

YpoBeHb ¢(hOpMHPOBAHHOCTH KOMIIETEeHIM I

Xapaxrepuctikn 1. HenocraTo4Hblii: 2. Iloporossiii: 3. lIponBUHYTBII: 4. Boicokwii:
I;ii?ﬁ?;:}?;: KOMIIETCHIINH He KOMIEeTeHINH KOMIIeTeHIIUH KOMIIETeHII U
KOMITETEHIIHA c(hopMHUpPOBaHBI. c¢()opMHUPOBaHBI. copMHpOBaHBI. chopMupoOBaHBbI.

3HaHUS OTCYTCTBYIOT. CdopmupoBans! 6a30Bble | 3HaHUS OOIIUPHEIE, 3HaHus TBEpAbIE,
3HaHus: CTPYKTYpBI 3HAaHHI. CUCTEMHBIE. apryMeHTHPOBaHHBIE,
BCECTOPOHHHUE.
YMenus He YMmenust pparMeHTapHbl U | YMEHHUS HOCST YMeHus ycnemHo
c(OpMHUPOBaHEI. HOCAT PenpOoyKTUBHBIN PEenpOgYKTUBHBII MIPUMEHSIOTCS K PEIICHHIO
Ymenns: XapakxTep. XapakTep IPUMEHSIOTCS K | KaK THIIOBBIX, TaK U
PEILIEHHIO THIIOBBIX HECTaHIapTHBIX
3a/laHUi. TBOPYECKUX 3aJaHU.
Hagbiku He HemoucTpupyercs Hu3kuil | JleMoHCTpupyeTcs JlemoHCcTpHpyeTCst
c(hOopMUPOBaHBIL. YPOBEHb JIOCTAaTOYHBIH YPOBEHb BBICOKUH ypOBEHb
Hasbikn: CaMOCTOSITEIbHOCTH CaMOCTOSTENIbHOCTH CaMOCTOSITENIbHOCTH,
IIPaKTUYECKOIO HaBBIKA. yCTOHYHBOIO BBICOKAs! aJJalTUBHOCTb
IPaKTUIECKOrO HaBBIKA. IPaKTUIECKOrO HaBBIKA.

Onucanue KpUTEpHEB OICHUBAHUA

OO6yuaromuiicst JeMOHCTPUPYET:

- CyILIECTBEHHbIE TPOOEIbI B
3HAHMAX YIeOHOTO MaTepHaa,
- JOIyCKalOTCS
HPUHIUNHAIBHBIE OIIHOKY TPpU
OTBETE Ha OCHOBHBIE BOTIPOCHI
Ousera, OTCYTCTBYET 3HaHUE U
TTOHMMaHHUE OCHOBHBIX MOHATHH
U KaTeropHii;

- HENIOHMMaHHUE CYITHOCTH
JOIIOJIHUTEJIIBHBIX BOIIPOCOB B
pamKax 3aJaHuit ounera;

- OTCYTCTBUE YMEHUS
BBINOJIHATH PAKTHYECKUE
3a7jaHus, IPeyCMOTPEHHbIE

OO0yyaromuiics: IeMOHCTPHUPYET:
- 3HaHUsI TEOPETUYECKOTO
MaTepuana,

- HETOJIHbIE OTBETHI HA
OCHOBHBIE BOIIPOCEHI, OIINOKY B
OTBETE, HEZIOCTATOYHOE
[TOHUMAaHHUE CYIIHOCTH
M3JIaraeMbIX BOIPOCOB,;

- HEYBEpEHHbIE 1 HETOYHBIE
OTBETHI Ha JIOTIOJHUTEIILHBIE
BOIIPOCHI;

- HE/IOCTaTOYHOE BIIaJICHHUE
JIUTEPaTypoH,
PEKOMEHI0BaHHOU IIPOrpaMMOn
JUCLUILTUHBI,

OO6yuaromuiicst JeMOHCTPUPYET:

- 3HAHWE U MIOHUMaHHe
OCHOBHBIX BOHpOCOB
KOHTPOJIMPYEMOTo 00beMa
MPOTPaMMHOTO MaTepuana;

- TBep}IbIe 3HAaHUA
TEOPETHYECKOTO MaTepHara;
-CIIOCOOHOCTh YCTAHABJINBATH U
OOBSICHATH CBSA3b MPAKTHKH U
TEOPHH, BBIABIIATD
IIPOTUBOPEUHS, IPOOIEMBI U
TEHJICHIINH Pa3BHUTHS;

- paBUJIBHBIE U KOHKPETHBIE,
0e3 rpyOBIX OMHOOK OTBETHI HA
MOCTABJICHHBIC BOIPOCHI;

OO0yuaromuiicst JTeMOHCTPHUPYET:
- rITy0OKHe, BCECTOPOHHUE U
apryMEHTHPOBAHHbIC 3HAHHS
MPOTPaMMHOT0 MaTepraa;

- TOJIHOE TIOHUMaHHUE CYLTHOCTH
U B3aHMOCBSI3H
paccMaTpUBaeMbIX MPOIECCOB U
SIBJICHHI, TOYHOE 3HAHWE
OCHOBHBIX IOHATHI B paMKax
00CyXIaeMbIX 3aJaHHii;

- CII0COOHOCTh YCTaHABIIUBATh U
OOBSCHATH CBA3b MPAKTHUKH U
TEopuH;

- JIOTUYECKH

nocje 0BaTeNbHbIE,




MPOrPaMMOH TUCITUIIIAHEI,
- OTCYTCTBHE TOTOBHOCTH
(ciocoOHOCTH) K TUCKYCCHU U

HHU3Kas CTCIICHb KOHTAKTHOCTH.

- yMeHue 0e3 rpyObIx ommnboK
pelaTh NPaKTHIECKUE 3aaHus,
KOTOPBIC CIICAYET BBIMOIHUTD.

- YMEHHE penIaTh MPAKTHIECKUE
3a7aHus, KOTOPbIE CIeayeT
BBITIOJIHUTB;

- BJIaJICHUE OCHOBHOM
JIUTEPATypoi,
PEKOMEHI0BAaHHOW IIPOrpaMMOi
JVCIHIUINHEL,

- HaJTM4Yue cOOCTBEHHOU
000CHOBAaHHOM TO3UIINH 1O
00CyX/1aeMBIM BOIIPOCAM.
Bo03MOXHBI HE3HAUNUTEIILHBIE
OTOBOPKU M HETOYHOCTH B
PaCKpBITUH OTIIENIBHBIX
MOJIOXKEHUH BONPOCOB OniieTa,
IIPUCYTCTBYET HEYBEPEHHOCTD B
OTBETaX Ha JIOTIOJHUTEIbHBIE
BOIIPOCEL.

CoJlepKaTeNbHbIe, KOHKPETHBIE
W UCUEPIBIBAIOIINE OTBETHI HA
BCC 3aJaHus OMIIETa, a TAKXKe
JTOTIOJTHUTEIBHBIC BOITPOCHI
JK3aMEHATOPA;

- YMEHHUE pelaTh
TIPaKTUYECKUe 3aJaHus;

- CBOOOIHOE HCIIOIH30BaHNE B
OTBETax Ha BOIPOCHI
MaTepHajJoB PEKOMEHI0BAHHOMN
OCHOBHOM U JIOIIOJIHUTEIIbHOM
JUTEPATYPHI.

0-59 6ana0B 60 - 69 6a/L10B 70 - 89 6a/10B 90 - 100 6a10B
Onenka Ouenka Ounenka Onenka
«He32YeT», «324TEeHO/y10BJIETBOPUTEILHOY, «324TEHO/XOPOLIO0», «32YTEHO/OTJIAUIHO»,
«HeY/10BJIETBOPHTEIbHO» «Y/10BJIETBOPUTEIbHO» «XOpOLIO0» «OTJIHYHO»

O[leHO‘{Hl)Ie cpeacrea, oﬁecneqm;alomne AUArHOCTHUKY Cd)OpMHpOBaHHOCTP[ KOMHeTeHHHﬁ, 3asABJICHHbLIX B paﬁoqeﬁ
nporpamMme 1o JMCuuIlJinHe (MOJ'IyJIlO) JJIdA IPOBEICHUA l'[pOMe)KyTO‘{HOi/i aTrrecranuu

OLIEHUBAHME YPOBHSI 3HAHMM: Teopernueckuii 6,10k BONPOCcoB. YPOBeHb 0CBOCHHsI IPOIPAMMHOI0 MaTepHaa,
JIOTHKA U TPAMOTHOCTH M3JI0KEHHS, yMEHHE CAMOCTOSATEILHO 00001IaTh M H3J1araTh MaTepual.

1. HegoctaTo4HsIit ypOBEHb

He 3HaeT OCHOBHBIE METO/IBI, CIIOCOOBI U CPECTBA MOTYUSHHUS, XPAaHSHNS, IepepadoTKH HHHOPMAITN

He BiaseeT HaBbIkaMu paboTHI ¢ JaHHBIMU C TIOMOIIBI0 HHPOPMAIIMOHHBIX TEXHOJIOTHI1; HABBIKAMHU IIPUMEHEHHSI COBPEMEHHBIX
UH()OPMAIIOHHO-KOMMYHHUKAIIMOHHBIX 1 MHTEJIEKTYAIBHBIX TEXHOJIOTHI, HHCTPYMEHTAIBHBIX CPEJl, IPOrPAaMMHO-TEXHUYECKUX
mw1aT(opM U MPOrpaMMHBIX CPENICTB, B TOM YHCIIE OTEYECTBEHHOTO IIPOU3BOICTBRA, JUTS PEIIeHHU 3a1a4 podhecCHOHaTbHON

JCATCIBHOCTH

He 3naet nporiecchbl, MeTObI TOUCKA, cOOpa, XpaHeHUs1, 00pabOTKH, MIPEACTAaBICHUs, PACIPOCTPAHEHUS HHPOPMALIUH U CLIOCOOBI
OCYILIECTBIICHUS TAKUX MPOLECCOB ¥ METOOB (MH(DOPMAIIMOHHBIC TEXHOJIOTHH ); COBPEMEHHbIE HHCTPYMEHTAJIbHBIE CPEMBL,
IIPOrPaMMHO-TEXHHYECKHE TUTAT(GOPMBI M IIPOTPaMMHBIC CPECTBA, B TOM YHCIIC OTEUYECTBEHHOTO IIPOM3BO/ICTBA, HCIIONB3yEMbIe JIIS
perIeHus 3aa4 IpoheCcCHOHANBHOM NS TEIbHOCTH, M IPHHINIIEI MX PabOTHI

He 3nHaet npuHIMNBI HHPOPMAIUOHHOH U OHOIHOTrpadUYecKoi KyIbTYPhI, METOIBI U CPEACTBA PEIICHNS CTAHAAPTHBIX 3a1a4
podeCCHOHATBHOM AESTETEHOCTH C MPUMEHEHUEM HH(MOPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHIA 1 C Y9€TOM OCHOBHBIX
TpeboBaHUi HH(HOPMAIIMOHHOH 6€30I1acHOCTH

He 3Haet npomueccsl, METO/IBI MOUCKa, cOOpa, XpaHEeHHs, 00pabOTKH, IPEAOCTABIEHHU, pACTIPOCTPaHEHUsI HHPOPMAIIUU U CIIOCOOBI
OCYIIECTBIICHHS TaKUX IPOIIECCOB M METO0B (MH(GOPMAIIMOHHBIC TEXHOIOTHH); JIOTUKY TOCTPOCHHS U IIPUHITAITHI
(YHKIIMOHUPOBAHMS COBPEMEHHBIX A3BIKOB IIPOTPAMMHUPOBAHUS U A3BIKOB PabOTHI ¢ 0a3aMU JaHHBIX, Cpe]] pa3paboTKH
MH()OPMALOHHBIX CHCTEM U TEXHOJIOTHH, IPHHIUITEI Pa3padOTKU aTOPUTMOB M KOMITBIOTEPHBIX IIPOTPAaMM; COBPEMEHHBIE SI3BIKH
IPOrpaMMHUPOBAHHUS U SI3BIKU PAOOTHI ¢ 0a3aMu JaHHBIX, CPEAbl pa3pabOTKH MH(POPMAIIOHHBIX CUCTEM U TEXHOJIOT Uil

He Bnangeer HaBbIkamMu pa3pa60TKH OPUTMHAJIBHBIX AJITOPUTMOB U KOMIIBIOTCPHBIX IPOTPaMM, NPUTOAHBIX JJIA IPAKTHICCKOI'O
TMPUMCHCHMS, HaBbIKaMU OTJIAAKU U TCCTUPOBAHUS IMPOTOTUIIOB IPOIPAMMHO-TCXHUYCCKUX KOMIUICKCOB 3a/1a4

He Bnangeer HaBbIkamMu INPUMCHEHUS OCHOBHBIX METOI0B, croco00B U CpPCACTB IOJIYUYCHUSA, XPAHCHUA, Hepepa6OTKI/I I/IH(I)OpMaI_II/II/I

He ymeer pemats crangapTHbIE 3a1a41 NPOGECCHOHANBHON AeITeIbHOCTH Ha OCHOBE HH(OPMALMOHHON 1 Onbanorpadudeckon
KyJIBbTYpHI ¢ IPIMEHEHHEM HH()OPMAMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHH U C y4ETOM OCHOBHBIX TpeOOBaHMI

“HGOPMALMOHHON 0€30MacHOCTH

He YMECT NPUMCHATH B HpO(beCCHOHaJ'H:HOfI JACATCIbHOCTH OCHOBHBIC METO/IBI, CITIOCOOBI B CpEACTBa MOJIYUYCHHW A, XpaHCHU,

nepepadoTKH HHGOPMAIUN

He Brageer meToamMu MoKCKa 1 aHanu3a MHGOPMAIMHU YIS IOATOTOBKH TOKYMEHTOB, 0030p0B, pedeparos, TOKIAI0B, MyOIUKaIH,
Ha OCHOBE MHPOPMAIMOHHON 1 OHOInOrpaduuecKoil KyJbTyphl C Y4ETOM COOIIIOACHUS aBTOPCKOTO TIpaBa U TpeOOBaHUit
“HGOPMALMOHHON 0€30MacHOCTH

He ymeet BBIOMpATH A3BIKK MPOTPaMMHUPOBAHUSI U S3BIKH paOOTHI ¢ 6a3aMu JaHHBIX, CPEIbl pa3paboTKu HHPOPMAMOHHBIX CUCTEM
Y TEXHOJIOTHH, HCXOS U3 IMEIOIMXCS 3a/1a4; IPUMEHSATh COBPEMEHHBIE A3BIKU MPOrPaMMHUPOBAHUS IS Pa3padOTKHA OPUTHHAIBHBIX
AITOPUTMOB ¥ KOMIBIOTEPHBIX MPOTPaMM, IIPUTOAHBIX TS IPAKTUIECKOTO TPUMEHEHNS, BECTH 0a3bl JaHHBIX H HH()OPMAIIHOHHBIE
XpaHuiuiga, IPpUMEHATbL COBPEMCHHBIC ITPOTrPaMMHBIE CPEIbI pa3pa6OTKI/I I/IHq)OpMaI_H/IOHHBIX CHCTEM U TCXHOHOFI/Iﬁ; YUTATh KOAbI
MpOrpaMMHBIX IIPOAYKTOB, HAITMCAHHBIX Ha OCBOCHHBIX SA3bIKaX NPOrpaMMHPOBaHNsA, U BHOCUTH Tpe6yeMbIe HU3MCHCHU A,
aHaIM3UPOBATh NPO(ECCHOHATIBHBIE 38a4H, pa3pabaThIBaTh MOIXOISIINE HHPOPMAITHOHHBIE PEIICHHUS, CAMOCTOSATEILHO OCBAUBATh
HOBBIC JIJ1s1 c€0sl COBPEMEHHBIE SI3bIKH IPOTPaMMHUPOBAHUS U SI3bIKH Pa0OTHI ¢ 0a3aMu IaHHBIX, CPE/Ibl, pa3paboTKu
MH(GOPMALMOHHBIX CHCTEM M TEXHOJIOTUI

He ymeer BbIOMpaTh U HCHOJIH30BaTh COBPEMEHHBIE HH()OPMAIIMOHHO-KOMMYHHKALIMOHHBIE 1 HHTEJUIEKTYalbHbIE TEXHOJIOTHH,
MHCTPYMEHTAJIbHBIE CPEIbl, IPOrPAaMMHO-TEXHHYECKHE IIaTGOPMBI U TPOrPaMMHBIE CPEACTBA, B TOM YHCIIE OTEYECTBEHHOTO
MPOU3BOJCTBA, A PEIICHHUS 3a4a4 MPOohecCHOHATBHOM NeATeIbHOCTH; aHAIN3UPOBATh NPOHECCHOHATBHBIE 3a]a4H, BEIOMPATh U




HCII0JIB30BaTh NMOAXOAAIINEC HH(bOpMaLIPIOHHI:Ie TCXHOJIOTUHN

2. [loporoBslii ypoBEeHb

3HaeT NPUHIUIBI UHPOPMALMOHHON! KYIbTYpPbI, METOJbI PELLIEHHUs CTaHIAPTHBIX 3324 NIPO(ECCUOHAIbHON NESTeIbHOCTH C
HIpHMEHEHNEeM HH()OPMaIOHHO-KOMMYHUKAIIHOHHBIX TEXHOIOTHH

Vmeer peuiaTtb CTaHAAPTHBIC 3a/la4n HpO(i)eCCHOHaJ'ILHOfI JACATCIIBHOCTH Ha OCHOBEC I/IHCl)OpM&IIPIOHHOﬁ KYJBTYPBbI C IPUMEHCHUEM
I/IH(i)OpMaIII/IOHHO-KOMMyHI/IKaLII/IOHHI)IX TEXHOJIOTUH

Brnaneer HaBbIkaMu paboOTHI ¢ JAHHBIMH € TIOMOIIBI0 MHPOPMAIIMOHHBIX TEXHOJIOTHIHA

Birageer MeToqamMu OMCKA M aHAIKM3a HHGOPMALUHK ISl MOATOTOBKU JOKYMEHTOB, 0030p0OB, pehepaToB, HOKIAI0B, IyOInKauii, Ha
OCHOBE HH(POPMAIIMOHHOHN 1 OMOIHOrpadUUECKO KyIbTyphI

Vmeer BI)I6I/IpaTI> SI3BIKU MTPOTPAMMUPOBAHUS U SI3bIKA pa60TLI ¢ Oa3zaMu JaHHBIX, CPEAbL pa3pa60TI<H I/IH(I)OpMaLII/IOHHLIX CHUCTEM U
TeXHOHOFHﬁ, HUCXO0O U3 UMCHOIIMXCA 3a1a4

3HaeT mpoueccol, METOABI ITIOUCKA, c60pa, XpaHE€HUA, 06pa6OTKI/I, MpeaoCTaBJICHUSA, paCIPOCTPaHCHU A I/IHq)OpMaHI/II/I H CIIOCOOBI
OCYIICCTBJICHUS TaKUX IIPOLICCCOB U METONOB (I/IH(i)OpMaI_[I/IOHHLIe TCXHOJ'IOI‘I/II/I)

3HaeT MpoIecChl, METO/IbI TIOUCKA, cOOpa, XpaHeHHs, 00pabOTKH, TPEICTABICHUS, PACPOCTPAHCHHSI HHPOPMAITUH U CITOCOOBI
OCYIIECTBICHHS TAKHX IPOIECCOB M METOIOB (HH(POPMAIMOHHBIC TEXHOJIOTHH)

3HaeT OCHOBHBIC METO/IBI ITepepadOTKH HHPOPMALIUU

BrnaneeTr HaBBIKAMU MPUMEHEHUST OCHOBHBIX METOJIOB ITepepaboTKH HHPOpMaLUH

Brnaneer HaBbIKaMu pa3pabOTKH AITOPUTMOB, IPUTOTHBIX JUIS IIPAKTUUECKOTO TPHUMEHEHHS

Vmeer BI)I6I/IpaTI> " UCII0JIB30BaTh COBPEMECHHBIC I/IH(bOpMaLII/IOHHO-KOMMyHI/IKaI_II/IOHHLIC 1 MHTCJUICKTYaJIbHBIC TCXHOJIOTUH,
HHCTPYMEHTAJIbHBIC CPEAbI, IPOTPAMMHO-TEXHUYICCKUEC l'[J'IaT(bOpMI)I JUISL pCIICHUS 3a1a4 HpO(i)eCCHOHaHLHOIZ JCATCIIbHOCTHU

Vmeer MPUMCHATH B npod)eccnox—[anbl{oﬁ JACATCIIbHOCTH OCHOBHBIC METOAbI nepepa60TKI/I I/IH(l)OpMaI_[I/II/I

3. IIpoABUHYTHIH YPOBEHb

Ymeer BBIOHpATh S3bIKH MPOTPAMMHUPOBAHUS U S3bIKK PabOThI ¢ 0a3aMH JaHHBIX, CpeAbl pa3paOd0TKH HHPOPMALMOHHBIX CUCTEM H
TEXHOJIOTHH, NCXO/s U3 UMEIOLINXCS 3a/]a4; IPUMEHATh COBPEMEHHBIE SI3bIKH IIPOTPaMMHUPOBAHU Ui pa3pabOTKN OPUTHHAIBHBIX
ITOPUTMOB M KOMIBIOTEPHBIX IPOTPAMM, IIPATOAHBIX I IPAKTHIECKOTO MPUMEHEHH, BECTH 0a3bl JaHHBIX W HH(MOPMAIMOHHEIE
XPaHWIUINA, TIPAMEHATH COBPEMEHHBIE IPOTPaMMHBIE CpeIbl pa3paboTKu HHPOPMAMOHHBIX CUHCTEM U TEXHOJIOTHI

3HaeT NpoIecChl, METOIbI IOUCKa, cO0pa, XpaHeHus!, 00pabOTKHU, IPEAOCTABICHNS, paclpoCTpaHeHUs HH(OPMALIUU U CIIOCOObI
OCYILIECTBJICHHUS TAKHX IIPOLECCOB U METO/0B (MH()OPMALIMOHHBIE TEXHOJIOTHH); JIOTHKY MTOCTPOCHHS U IIPHHIIUIIBI
(YHKINOHUPOBAHNUS COBPEMEHHBIX SI3bIKOB IIPOrPaMMUPOBAHHMS U S3bIKOB PabOTHI ¢ 6a3aMM JaHHBIX, CPEZL pa3paboTKH
nHGOPMALOHHBIX CHCTEM M TEXHOJIOT Ui, NPHHIHUIIBI Pa3padOTKN AITOPUTMOB U KOMIIBIOTEPHBIX POrpaMm

Brnaneer MeToaMu rmovcka u aHanu3a HHGOOPMAIMH JUIS TIOATOTOBKH JTIOKYMEHTOB, 0030pOB, pedepaToB, JOKIAIO0B, ITyOInKalnii, Ha
OCHOBe WH(POPMALMOHHON 1 ONOIHOrpadUIecKOr KYIbTYPHI C YI€TOM COOJIOICHHUS aBTOPCKOTO IpaBa

3HaeT OCHOBHBIE METO/IBI, CIIOCOOBI IepepadoTKH HH(HOPMAIHU

YMeeT periaTh cCTaHIapTHHIE 3aJa4u PO(HEeCCHOHATBHON IESTEIbHOCTH Ha OCHOBE HH(MOPMAMOHHON 1 OHOIHOTpadmIecKon
KYJIBTYPBI C IPUMEHEHHEM HH(pOPMAIIMOHHO-KOMMYHHUKAIMOHHBIX TeXHOJIOTHIA

YMeeT npuMeHsITh B IPpodecCHOHaNbHON NSSITENFHOCTH OCHOBHBIE METO/IBI, CIOCOOBI TIEpepadoTKH MH(POPMAIIUU

Brnaneer HaBbikamu MNPUMCHEHUS OCHOBHBIX METOI0B, crroco6oB Hepepa6OTKI/I I/IH(I)OpMaL[I/II/I

BJ'IaﬂCCT HaBbBIKaAMU pa3pa60T1<1/1 OPUTHMHAJIBHBIX aJITOPUTMOB U KOMIIBIOTEPHBIX IMPOrpaMM, MPUTroOAHBIX IJIA MPAKTUICCKOTO
TIPUMCHCHUA

Brageer HaBBIKaMH pabOTHI C JAaHHBIMU C TTIOMOIIBIO HH(OPMAIIMOHHBIX TEXHOJIOTHI; HaBBIKAMHI MPHMEHEHHUS COBPEMEHHBIX
MH()OPMAIIIOHHO-KOMMYHHKAIIMOHHBIX Y HHTEJUIEKTYAJIbHBIX TEXHOIOTHH, HHCTPYMEHTAIBHBIX CPEJ], IPOrPaMMHO-TEXHHYECKUX
wiaThopM U IPOrpaMMHBIX CPECTB JUISl PEIIeHUs 3a1a4 NPo(hecCUOHaTbHON eSITeIbHOCTH

3HaeT NpoIECcChl, METObI IOUCKa, cO0pa, XpaHeHUs1, 00pabOTKH, IPEIICTABICHHUS, PACTIPOCTPAHCHUS HHPOPMALIUH U CTIOCOOBI
OCYLIECTBIICHUS TAKUX MPOLIECCOB ¥ METOOB (MH()OPMAIIMOHHBIC TEXHOJIOTHH ); COBPEMEHHbIE HHCTPYMEHTAJIBHBIC CPEMBL,
IIPOrPaMMHO-TEXHHUECKIE IUTAT(GOPMBI M IIPOrpaMMHBIC HCIONIB3YEeMBIE IS PeIIeHHs 3a1a4 IPO(eCCHOHATBHON NeATeNbHOCTH

3HaeT MpUHIMIEI HHOPMALMOHHON 1 6uOIMorpadMuecKol KyJIbTypbl, METO/IBI M CPEJICTBA PELICHUS CTAaHIAPTHBIX 33134
1po¢eCCHOHANBHON AEATEIFHOCTH ¢ IPUMEHEHHEM HH()OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHIHA

YMeeT BBIOUPATh U UCTIOIL30BAaTh COBPEMEHHbIE HHPOPMAIIMOHHO-KOMMYHHKAIIMOHHBIE U HHTEIJIEKTyalbHbIe TEXHOJIOTHHY,
MHCTPYMEHTAJIbHBIE CPEIbl, IPOrPaMMHO-TEXHHYECKHUE IIaTGOPMBI U TPOrpaMMHBIE CPEACTBA, B TOM YHCIIE OTEYECTBEHHOTO
MIPOMU3BOJCTBA, JJIs peLIeHHs 3a/1a4 IPOGECCHOHANBHOM JeATeIbHOCTH

4. Boicokuil ypoBeHb

3HaeT NpoILecChl, METObI IOUCKa, cOopa, XpaHeHHs1, 00pabOTKH, MPEAOCTABICHNS, paclIpOCTpaHEHH HH(POPMALIMHU U CIIOCOOBI
OCYLIECTBIICHUSI TAKUX MPOLECCOB M METOJOB (MH()OPMAIIOHHBIE TEXHOIOTHH); JIOTUKY MOCTPOSHHS 1 IPUHIUIIBI
(YHKIIMOHUPOBAHHS COBPEMEHHBIX S3bIKOB IIPOrPaMMUPOBAHUS U S3BIKOB PabOTHI ¢ 0a3aMu JaHHBIX, cpell pa3paboTKu
MHGOPMALMOHHBIX CUCTEM M TEXHOJIOTUH, PUHIMITEI Pa3paboTKH aIFTOPUTMOB U KOMIIBIOTEPHBIX IIPOIPaMM; COBPEMEHHBIE SI3BIKU
MIPOrpaMMHUPOBAHHUS U A3bIKM paboThI ¢ 6a3aMy JaHHBIX, CPebl pa3pabOTKU HH(POPMALMOHHBIX CUCTEM M TEXHOJIOTUH

YMeeT BIOUPATh A3BIKK IPOTPAMMHUPOBAHUS U SI3BIKH PAOOTHI ¢ 0a3aMH JaHHBIX, CPebl pa3padoTKy HHGOPMAIMOHHBIX CUCTEM U
TEXHOJOTHH, UCXOS 3 UMCIOIIMXCS 3a/1ad; IPHMEHSITH COBPEMEHHBIE SI3BIKH IPOTPaMMHUPOBAHHS JUIS Pa3paOOTKH OPUTHHAIBHBIX
AJITOPUTMOB M KOMITBIOTEPHBIX IIPOTPaMM, IIPATOIHBIX JUIS IPAKTHYIECKOT0 IPUMEHEHNUS, BECTH 0a3bl JaHHBIX U HH()OPMaIMOHHBIE
XpaHWINIIA, IPUMEHATh COBPEMECHHEIE IPOrPAMMHBIE CPEJIbI Pa3pabOTKH HH(POPMAIIMOHHBIX CUCTEM M TEXHOJIOTHI; YUTAaTh KOJIBI
IIPOrPaMMHBIX IIPOIYKTOB, HAIMMCAHHBIX HA OCBOCHHEIX SA3BIKaX MPOrPAMMUPOBAHNS, X BHOCHTH TPEOyEeMbIe H3MEHEHHS;
aHAIIM3UPOBATh MPodecCHOHATBHBIC 3a/1a9H, pa3pabaThIBaTh MOAXOAAIINE HHPOPMAIIMOHHBIE PEIICHHS; CAMOCTOSTEIBHO OCBaNBaTh
HOBBIC JIJ1s1 c€0sl COBPEMEHHBIE SI3bIKH IPOTPaMMHUPOBAHUS U SI3bIKH Pa0OTHI ¢ 0a3aMu IaHHBIX, CPE/Ibl, pa3paboTKu




MH()OPMAIMOHHBIX CHCTEM M TEXHOJIOTHI

Bnaz[eeT HaBbIKaMH pa60TI>I C IJaHHBIMH C IIOMOIIBLIO HHd)OpMaI_IHOHHLIX TeXHOJ’IOI‘HfI; HaBbIKaMU NIPUMEHCHUA COBPEMEHHBIX
I/IH(l)OpMaHI/IOHHO-KOMMyHI/IKaI_II/IOHHI)IX 1 MHTCJUICKTYaJIbHBIX TeXHOJ’IOFHfI, HUHCTPYMCHTAJIBHBIX CPE/], IPOTPAMMHO-TCXHUYCCKUX
HJ'IaT(bOpM U IporpaMMHBIX CPEACTB, B TOM YUCJIE OTECUYCCTBCHHOT'O IIPOU3BOJICTBA, JJId PCUICHUA 3a1a4 HpO(beCCHOHaHBHOﬁ
JACATCIIbHOCTH

YMeeT peliaTh CTaHIApTHBIC 3324k TPO(HECCHOHATBHOMN JIESITEIbHOCTH HAa OCHOBE MH(MOPMAIIMOHHO 1 6ubirorpadudeckoit
KyJIbTYpHI C IPUMEHEHHEM NH()OPMAIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHI U C YY4ETOM OCHOBHBIX TPeOOBaHH
UHPOPMAIOHHO 6€30MacHOCTH

3HaeT NPUHLUHUITEI HHPOPMALIMOHHON U OHOIHOrpadyecKoil KyIbTYPbl, METOIBI H CPEACTBA PEIICHHUS CTAHAAPTHBIX 33/1a4
npoGheCCHOHANTBHOM AeITSABHOCTH C MPUMEHEHHEM HH()OPMAIIHOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHIA M C YIETOM OCHOBHBIX
TpeOoBaHHMi HHPOPMAIIMOHHOM 6€30MaCHOCTH

YMeeT BBIOMPATh U UCIIOIB30BAaTh COBPEMEHHbIE HHPOPMAIIMOHHO-KOMMYHHKAIIMOHHBIE U HHTEIIEKTyalbHbIe TEXHOJIOTUH,
MHCTPYMEHTAJIbHBIE CPEIbl, IPOrPaMMHO-TEXHHYECKHE TIaTHOPMBI U TPOTPaMMHBIE CPEACTBA, B TOM YHCIIE OTEYECTBEHHOTO
MPOU3BOJCTBA, IS PEIICHNMS 3a1a4 IPOoPeCcCHOHATBHON AESTEIbHOCTH; aHATM3UPOBATh PO ECCHOHANBHBIE 33/1a41, BEIOUPATh U
UCIIOJIB30BATh NOAXOAAIINE HH(POPMALIMOHHBIE TEXHOJIOTHH

3HaeT MpoIecChl, METO/IbI TIOUCKA, cOOpa, XpaHEeHHs, 00pabOTKH, TPEICTABICHUS, PACIPOCTPAHCHHSI HHPOPMAITUH U CITOCOOBI
OCYILECTBICHHS TAKHX IPOIIECCOB M METOIO0B (MH(GOPMAIIMOHHBIC TEXHOJIOTHH); COBPEMEHHBIC HHCTPYMEHTAJIbHBIEC CPE/IBI,
[IPOrPaMMHO-TEXHUYECKHE IUIaTGOPMBI H IIPOTPAMMHBIC CPEICTBA, B TOM YHCIIE OTCYSCTBEHHOTO POM3BO/ICTBA, NCIIOIb3yEMbIE IS
penieHus 3a1a4 npoheCcCHOHANBHOMN IeATeIbHOCTH, U TPHHIIUITBI KX PabOThI

BJ'IaI[CCT HaBbIKaMH1 NPUMCHCHHS OCHOBHBIX METOJ0B, Croco0oB U CpE€ACTB NNOJY4YCHUSA, XpaHCHU, nepepa60TI<H I/IH(l)OpMaI_II/II/I

YMeeT NpUMEHATH B IPO(ECCHOHATIBHOM IS TEIBHOCTH OCHOBHBIC METOMBI, CIIOCOOBI M CPENICTBA IOy YCHNUS, XPaHCHUS,
nepepaboTKu HHGOpMaIUU

3HaeT OCHOBHBIE METO/IbI, CIOCOOBI U CPEACTBA IOJIyUEeHUs], XpaHEHUs], IepepaboTKu UHGOpMaUH

Birageer MeTojamu MOKCKa U aHAIM3a HHGOPMALUH TS MOATOTOBKA JOKYMEHTOB, 0030pOB, pedepaToB, AOKIaA0B, TyOIuKaLuii, Ha
OCHOBE HH(POPMAIIMOHHOHN 1 ONOIHOrpadUecKOil KyIbTyphI C YIETOM COOJFOICHHS aBTOPCKOTO MpaBa U TpeOOBaHUA
MHPOPMALMOHHON 0€30MaCHOCTH

Bﬂa;[eeT HaBBIKaAMU paspa60TI<1/1 OPHUTI'MHAJIBHBIX aJITOPUTMOB U KOMIIBIOTCPHBIX IIPOTrpaMM, NPUTOAHBIX JJIA HIPAKTHYCCKOI O
IMPUMCHCHUS, HaBbIKaMU OTJIAAKHU U TECTUPOBAHUS IIPOTOTUIIOB IPOIPAMMHO-TEXHUYCCKUX KOMIUICKCOB 3a/1a1

B cnyuae, eciu cymMmma peHTHHIOBBIX 0aJIJIOB, TIOJYYEHHBIX ITPH MPOXOXKICHUHU MPOMEKYTOYHOH aTTecTaruu coctapiseT ot 0 10 9
OasutoB, To 3aueT/ 3aueT ¢ oueHkoi/ sxk3ameH HE CJIAH, He3aBHCHMO OT UTOTOBOTO PEHTHHTA 1O TUCHUTUINHE.

B ciydae, eciin cyMma pedTHHIOBBIX 0AJIIOB, ITOJYYCHHBIX MTPH MPOXOXKACHHUH MPOMEKYTOUYHOH aTTeCTallud HAXOJAUTCS B TIpeIenax
ot 10 mo 30 6aywioB, To 3a4yet/ 3aueT ¢ oneHkon/ 3k3amen CJIAH, u pe3ynpTar ciauu onpeaessieTcsi B 3aBUCUMOCTH OT HTOTOBOTO
peiiTHHra 1Mo JUCHHUILUIMHE B COOTBETCTBHH C YTBEPKIACHHOM 1Kot nepesoja u3 100-0ayibHOM MIKAJIBI OICHUBAHHS B 5-
OauTBHYO.

Jns mpuBeieHns: peHTUHIOBOM OLICHKHU 1o AuciuIuinHe o 100-0aibHoH miKaje K aTTeCTalMoOHHON 10 5-0aIbHOM 1IKase B
cootBeTcTBHH C [TosokeHneM o OaIbHO-PEHTHHIOBOM CUCTEME OLICHKH yCIIEBAEMOCTH CTYICHTOB ()eIepaIbHOTO
rOCYZIapCTBEHHOTO OIOPKETHOTO 00pa30BaTEIbHOTO YUPEkKACHHS BhICIIET0 00pa3oBaHus «MOCKOBCKHII FOCYJapCTBEHHBIN
YHHBEPCUTET TeXHOJOTUi 1 ynpasienus umenu K.I'. PazymoBckoro (IlepBblii ka3aunii YyHUBEPCUTET) UCTIONB3YETCS CIIEAYHOIIAsL
IIKaJa;

ATTeCTAIMOHHAS OLEHKA MO THCIUTINHE PeliTHHTOBAs OLEHKA MO TUCIIATLIAHE
"OTJIMYHO" 90 - 100 6annoB
"XOPOILIO" 70 - 89 GayuoB
"YAOBJIETBOPUTEJILHO" 60 - 69 GayuoB
"HEYJIOBJIETBOPUTEJILHO" meHee 60 6amioB
"3AUYTEHO" 6oee 60 6amioB
"HE 3AUTEHO" meHee 60 OammoB

6.3. OneHo4yHbIe CpeACTBA TEKYyLIero KOHTPOJIsi (IpUMepHbIe TeMbI I0KJIa10B, pedepaTos, 3cce)
Bompocs! 1uist yeTHOTO ompoca

Tema 1. OcHOBHBIE BUIBI M UICTOYHUKH aTaK Ha UHHOPMAIHIO

1. AprymeHTHpyiiTe Iporpecc HHHOPMAIMOHHBIX TEXHOJIOTUI U HEOOXOAUMOCTh OOecreueH s HH(DOPMAIIMOHHOM
Oe3omacHoCTH.

2. PackpoiiTe OCHOBHbBIC MOHATHS HH(POPMALIMOHHON 0€3011aCHOCTH.

3. Cucrema 3amuThl ”HPOPMAIIUH U €€ CTPYKTYpa.

4. PaccMOTpUTE 3KOHOMHUYECKYHO HHPOPMAIMIO, KaK TOBAp U 00BEKT 0€30MacCHOCTH.

5. IlpuBeauTe podecCHOHANbHBIE TAHBI, UX BHIBL.

6. Pacckaxxute po MepCOHANbHbIC JaHHBIC H MX 3alIUTY.

7. Packpoiite nHGOPMAHOHHBIE YTPO3BI, UX BHIBI M IPHYHHBI BOSHUKHOBEHHSI.

8. IIpuBemuTe HHPOPMAMOHHBIE YTPO3BI JJIS TOCY 1apCTBA.

9. [IpuBeuTe HHPOPMALTMOHHBIE YIPO3bI 11 KOMITAHHH.

10. [IpuBeaure nHPOPMALMOHHBIC YTPO3bI U IUYHOCTH ((PU3NIECKOTO JIHIIA).

Tema 2. CereBasi 6€30MaCHOCTb
1. Onumnte 3ammry nHpopmaiuu B IHTEpHETE.
2. OnuinyTe 3anuTa YEKTPOHHON MTOYTHI.
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5. PaccMoTpuTe HOMyIsipHBIC AaHTUBUPYCHBIE IPOTPAMMBI U HX KiaccH(uKanuio.

6. IIpuBeanTe MPUMEPH! OPraHU3aUH CUCTEMBI 3aLIUTHI HHPOPMAIUH YKOHOMIYECKUX OOBEKTOB
7. PaccMoTpuTe arakyemble CETEBbIE KOMIIOHEHTHI

8. [IpuBenuTe ypoBHH CETEBBIX aTak coryiacHo mozaeiu OSI

9. PackpoiiTe 0COOEHHOCTH 3alIUTHI HH(OpMAIMU B cepBepax

10. PackpotiTe 0coOeHHOCTH 3aIInThl HH(DOPMALUU B pab0YNX CTAHIMSAX

Tema 3. Kpunrorpadus

1. TIpuBeauTe KiIACCUPHUKAUIO KPUITOAITOPUTMOB

2. TlpuBeauTte mpUHIKI PabOTHl CHMMETPHYHBIX KPHUIITOAITOPHTMOB

3. IlpuBeauTe mpUHLKI PabOTH CAMMETPHYHBIX KPHIITOCHCTEM

4. TlpuBeauTe MPUHLKI PabOTHl ACHMMETPHYHBIX KPHIITOAITOPHTMOB

5. TlpuBeiuTE MPHUHIIMI PAbOTHl ACKMMETPUYHBIX KPUIITOCUCTEM

6. OmummMTe METOIBI M CpeCcTBa 3amuThl nHdopmaruu B Microsoft Office
7. OnumMTe NpUHIUN padoThl Kpuntoatropurma 1EA

8. OnmumTe npuHUKMI paboTsl KpunroanropurMa Rijndael

9. Packpoiite 0cOGEHHOCTH MEpeiauu 3aln(ppOBaHHOTO TEKCTa KpurrroanroputMoM Rijndael
10. HazoBuTe OTIINYMS TAHHONMCH OT KPUNTOTpaduu C KIFOUOM,

Tema 4. T1O u unpopmaimonHast 6e3omacHocTb. KoMIuiekcHas ciucremMa 6e30macHOCTH

. Onummre moauTHKa 6€30IIaCHOCTH U €€ TIPHHIIMITHL.

. Packpoiite ¢parMeHTapHbIi U CUCTEMHBIN MOAXO0/ K 3alIMTe HH(OPMALIUH.

. OnummTe MeTo Il 3alUThHl HH)OpMAIIKH.

. OnummTe cpeicTBa 3alUThl HHPOPMAIHH.

. Packpoiite opranuzanuonHoe obecrieuenue 1b.

. PaccmoTpure opranmzanuio KOHGHISHIIHATEHOTO JeTIOIPON3BOJICTBA.

. HazoBuTe KOMIUTEKC OpraHU3aOHHO-TEXHUUECKHX MEPONPHUSTHI TI0 00ECTICUSHHIO 3alIUTH HHPOPMALIUH.
. B yeM 3akirouaeTcs HHKCHEPHO-TEXHUUECKOE 00eCIieueHHEe KOMITBIOTEPHOM 0€301acHOCTH?

. [IpuBenuTe TU1aH oOecnieYeHUs HepePBIBHON pabOTHl M BOCCTaHOBIICHHS (PYHKIMOHHPOBAHMUS aBTOMATH3HPOBAHHON
UH()OPMAIIIOHHOH CUCTEMBI.

10. B uem 3akmodaeTcs ynpasieHue HHOOPMAIIMOHHON 0€30I1aCHOCTH Ha FOCYAapCTBEHHOM ypOBHE?

O 001N N A W —

Bomnpocs! 1 caMOIOATOTOBKHU:

Tema 1. OcHOBHBIE BU/IbI 1 HICTOYHHUKH aTaK HA HH(OPMALIUIO

1. IlpuBeanTe 0OBEKTH KOMMEPYECKOH TAaHBI HA MPEINPHATHH.

2. PackpoiiTe cOBpeMEHHYIO CHTYalHuIo B 00acTi HHGOPMAOHHON 6€30I1acHOCTH;
3. HazoBuTe kareropun MHGOPMAIMOHHOM 0€30IMaCHOCTH B OTHOLICHUH HH(MOPMAIHN
4. HazoBure kareropuu HHHOPMALMOHHON 0€30MaCHOCTH B OTHOIICHUH WH(OPMALIMOHHBIX CUCTEM
5. IlpuBenuTte abCTpaKTHBIE MOJEINH 3aIUTHI HH(OpMAIK

6. [TpuBeuTe 0030p HanboIIEE PACIPOCTPAHEHHBIX METOOB "B3yIOMa"

7. Packpoiite criocoObl Mogy4eHre naposisi Ha OCHOBE OMIMOOK aJIMUHHCTPATOPa

8. PackpoiiTe crioco0sl moy4eHre mapoist Ha OCHOBE OIIMOOK TOJIb30BaTe el

9. OmumMTe TepMHUHAIBI 3aIUIIEHHON HH(POPMAIIMOHHOH CHCTEMBI

10. OnumuTe CONMATBHYO ICHXOJIOTHIO ¥ UHBIE CITOCOOBI MOTYYEHHS apoiiei

Tema 2. CereBas 6€301acHOCTE

1. Onummre ocHoBHbIe atakk Ha DNS-cepsepa

2. Onummte 0COOCHHOCTH aTakK Ha MIMPOKOBELATEIbHbIC JINHIH C HEOTPaHHUYEHHBIM JOCTYIIOM

3. OnuuuTe 0COOCHHOCTH aTaK Ha IIUPOKOBEHIATENILHBIC IMHUK C OTPAHUYECHHBIM JJOCTYIIOM

4. OnumuTe 0COOCHHOCTH aTak Ha KaHaibl "ToYKa-To4ka"

5. B 1eM 3akmo4aroTcs 0COOCHHOCTH MPOCITYIIHBAHUS CETEBOr0 Tpaduka B He BUTOH mape?

6. B uem 3axirovaroTcss 0COOCHHOCTH MPOCTYIIMBAHAS CETEBOTO TpaduKa B BUTOH mape?

7. B uem 3aKiIr04ar0TCsS 0COOCHHOCTH MPOCTYIIMBAHUS CETEBOTO TpaduKa B KOAKCHAITLHOM MTPoBoe?
8. B gem 3axrouaroTcsi 0cOOEHHOCTH MPOCITYIINBAHUS CETEBOTO TpauKa B ONITUIECKOM BOJIOKHE?
9. Omummre 0cOOCHHOCTH 00KMMa BUTOH Hapbl.

10. Onumute ocoOeHHOCTH coenuHeHus padouunx cranuii B JIBC

Tema 3. Kpunrorpadus

1. HazoBuTe 0COGEHHOCTH IIEPECTAHOBOYHBIX KPUNITOAITOPUTMOB
2. Ha3oBure 0COOEHHOCTHU MOJICTAHOBOYHBIX KPUITOAITOPUTMOB
3. Ha3zoBuTe 0COOCHHOCTH OTOKOBEIX MIH(POB

4. HazoBute 0coOeHHOCTH OJIOUHBIX MIH(POB

5. B ueM 3axitouaercst pUHIUI paboThl cetn Deimrensa?

6. B ueM 3axiouaeTcst IPUHIUI PaOOTHI CKpeMOIepoB?

7. Onmummte DpUHIUN paboThl KpunroaaroputMa RSA

8. HazoBuTe 0COOCHHOCTH XEHIMPOBaHHS NApOJICH
9. HazoBuTe hyHKINU KPUITOCHCTEM
10. B yem 3akirouaeTcs TpaHCIIOPTHOE KOJAUPOBaHHE?

Tema 4. 110 u undopmanronHas 6e3onacHocTb. KoMmiekcHas cucteMa 6€301acHOCTH.



1. B uem 3akmrodaercs 3ammTa 3JIEKTPOHHON KOMMepInn?

2. MeHeKMEHT | ayJUuT HH()OPMAIIMOHHOM 0€30MacHOCTH Ha YPOBHE MPEIIPUITHS.
3. NudopmarroHHas 0€30MacHOCTh MPEIIPUHUMATEILCKON fesTenbHOCTH. AyanT b aBTOMaTH3MpOBaHHBIX OaHKOBCKHX
CHCTEM.

4. PaccmoTpute 0030p coBpemerHoro [10

5. Onumure omUOKH, TPUBOJSAIINE K BOZMOXKHOCTH aTaK Ha HH(OPMALIUIO

6. HazoBuTe 0CHOBHBIE IOJIOXKEHUS 110 pa3padotke 1O

7. IlpuBeuTe KiaccupuKauo HHPOPMAITHOHHBIX 00BEKTOB

8. B yem 3axmrodaeTcs monuTruKa posei?

9. OnuuMTe MPOoIEece CO3IaHUs IOJTUTUKH HHPOPMALTMOHHON 0€3011aCHOCTH

10. HazoBute MeTo 161 0OecrieueHns: 0e30TKa3HOCTH

3amanust 1y IPakKTUIECKUX paboT

Ipaktryeckas padota 1. llludposanue u nemudpoBanue HaiaoB mpu MOMOIIH TPOCTSHIINX MPOTPAMM

1. Bammdpyiire u pacumdpyiite TekcToBbIi (haiin nporpammoii Codefile

2. 3ammdpyiite u pacumdpyiite TeKCTOBEI (haiin nporpammoit CryptoFan 2

3. 3ammdpyiite u pacmudpyiite TeKCTOBBIH (aiin nporpammoii DX Secure 4.0

4. 3ammdpyiite u pacumdpyiite TeKCTOBBIN (aitr mporpammoit Visual AES 1.1

5. Bamudpyiire u pacmmppyite TEKCTOBBIN (haiia mpu moMorm anroputma mudposanus CFB 1 OFB nporpammsr Visual
AES 1.1.

IIpaktuyeckas padora 2. O0xum BuTOi napel. Coequnenue padounx cranuuii B JIBC.

1 TIpousBeauTe 00XKKUM JBYX MTPOBOJOB BUTOM mapbl ¢ KOHHEKTOpoM RG4S miist moakimodeHus: komnbiotepoB B JIBC uepes
KOHLIEHTPATOP WJIK KOMMYTaTOP

2 CoeaMHUTE KOMITBIOTEPHI Yepe3 KOHLIEHTPATOP WIK KOMMYTATOP

3 IIpoBephbTe MPOMYCKHYIO CIIOCOOHOCTD Toydento JIBC yrumuToit ping

4 TIpousBeauTe 0OKMM OJTHOTO MPOBOJIA BUTO# Mapbl ¢ KOHHEKTOpOoM RG45 niist moaKiIFoueHHs ABYX KOMITBIOTEPOB IPYT K
apyry

5 IIpoBephbTe MPOIMYCKHYIO CIIOCOOHOCTD Toydentoi JIBC yruauToit ping

IpakTudeckas padbota 3. Metopl U cpezicTBa 3amuThl uadopmarmu B Microsoft Office
1 YcranoBute maposb Ha OTKpbITHE daiina B MS Word.

2 YcraHoBuTe orpaHuueHus Ha popmaruposanue B MS Word.

3 YcraHoBHTE OrpaHUUCHUS Ha pegakTupoBanne B MS Word.

4 YcraHoBuTE Tapoiib Ha OTKpeITHE (aitna B MS Excel.

5 VcranosuTe 3amuty jucra B MS Excel.

6 YcranosuTe 3amuty kauru B MS Excel.

Ipaxruueckas pabota 4. I'enepamnus xmroueit. llIndposanue n pacmmdposka coodbmenunit B mporpamme PGP.
1 Crenepupyiite ximtoun B nporpamme PGP.

2 Co3pnaiite maposibHy0 (pasy K 3aKphITOMY KITHOUY

3 CoxpaHuTe KII0YU U IPOU3BEIUTE OOMEH OTKPBITHIX KITIOYEH

4 3amm¢pyiiTe TEKCTOBBIH (aif Ty>KUM OTKPBHITHIM KJIFOUOM U OTIPABLTE BIAACIBILY

5 Pacmmgpy#ite 3aKphITHIM KJIFOUOM, TOTYUCHHBIH 3ar(poBaHHbIiA (ait.

TIpakTudeckas padota 5. I3meneHue napoibHoit hpas3el. PGP auck
1 U3menuTe naponbHyIo dpa3sy

2 Cosnaiitre PGP guck

3 Ycranosure napouss Ha PGP nuck

4 Tlepemectute daiinel Ha PGP auck u ckpoiite ero

5 Boccranosure noctyn k PGP aucky

IIpakTudeckas padota 6. 3ammppoBka 1 pacindpoBKa JaHHBIX aIropuTMoM RSA.
1. BeiGepere mpocThie yncia P u g

2. Beramciure B MS Excel n=p * q

3. Berunciure B MS Excel f(n) = (p-1) * (g - 1)

4. Beibepere uncio d Bzaumuo mpoctoe ¢ f(n), r.e. HOJ (d, f(n))=1, 1<d<= f(n).

5. Beibepete uncio e Tak, yrodsr e*d  mod f(n) =1, e<n.

3agaHus U1 1a00PaTOPHBIX paboT

JlaGoparophas pabora 1. Kpunroanroputm TEA

1. Hamucats mporpammy mudpoBaHusi, HCIOIb3yst KpUnToaaroput™ TEA Ha si3bike porpammupoBasus Pascal

2. Hammcats npouenypy aemmdposku DeCryptRouting ua si3pike mporpammuposanust Pascal.

3. Hanmcatp nporpammy mudpoBaHus ¥ JemHOPOBKH OJHOBPEMEHHO.

4. HammcaTh OCHOBHYIO IIPOrpaMMYy: BBOJI CTPOKOBO# IIepeMEHHOI; BBI30B mpoueaypsl ENCryptRouting, B kauectse
rapameTpa KOTOpOi CTPOKOBast IIepeMeHHast; BBIBOJ CTPOKOBOM MepeMEeHHOM; BbI30B mporteaypsl DeCryptRouting, B kadectse
rmapaMeTrpa KOTOpOi CTpOKOBasi IepeMeHHasi; BBIBOJ CTPOKOBOM ITEPEMEHHOM.

5. Peanm3zoBartp kpumnroanroput™ TEA B cpene nporpammuposanus Visual Basic.

JlabopatopHast pabora 2. Kpunroanropurm Rijndael
1. Pa3paboTats anroputm Kioda mudposanust kpunroaaropurmom Rijndael



JlaGoparopuast pa6ota 3. Ilepenaua 3anmdpoBaHHOro Tekcra kpunroanropurMom Rijndael

1. Pa3paboTath aqropuT™ 3amicH TEKCTa B TEKCTOBBIN (haii.

2. Hanmcars nporpammy mu)poBaHust, HCIIONIB3ys kKpunroanroputM Rijndael u ocymecTBuTh 3anuch 3amudpoBaHHOTO
TEKCTa B TEKCTOBBIH (paiii.

3. Ilepenats cpencreamu JIBC 3ammbpoBanHblid Gaiin Ha cCOCeTHIH KOMITBIOTED.

4. Peanu30BaTh repeavy Ha Jpyroil komisiorep kpunroanrropurMa Rijndael B cpene nporpammuposanus Visual Basic.

JlaGoparopHas padora 4. [Ipuem 3amudpoBasHoro Tekcra kpunroairopurmoM Rijndael

1. Pazpaborarh aJlrOPUTM YTEHHUS TEKCTA U3 TEKCTOBOTO (haiiia.

2. Hanmcats nporpammy aenmmpoBKH, HCIIONIB3ys KpunroanroputM Rijndael #a si3pike mporpammuposanus Pascal u
OCYIIECTBHUTH YTCHHE 3aIIU(POBAHHOTO TEKCTa U3 TEKCTOBOTO (hailiia B OTHOMEPHBIN MacCHB, KOTOPBIN 3aTeM HEOOXO0UMO
pacudpoBath.

3. Peanm3oBath mepeaady Ha Ipyroi komisiorep kpunroanroputMa Rijndael B cpeme mporpammuposanus Visual Basic.

TecTsl IUIs TEKYLIEro KOHTPOJISL:

Tema 1. OcHOBHBIC BUIIBI M UICTOYHUKH aTaK Ha HH(MOPMAIIHIO

1. TapaHTHst TOTO, YTO KOHKpeTHAsE HH(OPMAIHS TOCTYITHA TOIBKO TOMY KPYTY JIUIL, U KOTO OHA MpeJHa3HAYCHA,
HapyIICHHE STOI KaTErOpUH Ha3bIBACTCS XUIICHUEM JIHO0 pacKpbhITHEM HH(OpMAIHK

KOHHICHIIHATEHOCTh

LEJIOCTHOCTb

AyTEHTHYHOCTD

areIuIMPyeMOCTh

2. I'apanTus Toro, uto uH(GOpMaIKs celdac CyIeCTBYET B €€ HCXOJHOM BHUJIE, TO €CTh IIPU €€ XPaHSHUH WIIU Tepeiaue He

OBUIO ITPOU3BEIEHO HECAHKIIMOHMPOBAHHBIX U3MEHEHUIT; HapyIlIEHHE 3TOI KaTeropru Ha3biBaeTcs (abcuduKanueit cooomeHus
KOH(HIEHINAIBEHOCTh

LIEJIOCTHOCTD

ayTEeHTUYHOCTh

aneuIMpyeMocCThb

3. T'apaHTHs TOTrO, YTO HCTOYHMKOM HH()OPMALUH SIBISIETCS KMEHHO TO JIUILIO, KOTOPOE 3asIBJICHO KaK €¢ aBTOp; HapyIICHUE
3TOW KaTerOpUH TaKXKe Ha3bIBacTCs (halbCUPUKALIUCH, HO yKe aBTOpa COOOIICHUS

KOH(MHUICHIIHATEHOCTD

LIeJIOCTHOCTD

AYyTCHTUYHOCTb

aneJUTUPYeMOCTb

4. l'apaHTHs TOTO, YTO NPU HEOOXOAUMOCTH MOXKHO OyJIEeT JOKa3aTh, YTO AaBTOPOM COOOILEHHUS SBJISIETCS UMEHHO

3asIBJICHHBIN YEJIOBEK, U HE MOXKET SABJIATHCS HUKTO APYTOM; OTIIHYNE STON KATErOPHUHU OT MPEIBIAYIICH B TOM, YTO NP MOJAMEHE
aBTOpPA, KTO-TO JIPYTO# MBITACTCS 3asiBUTh, YTO OH aBTOP COOOILCHHUS, a IPU HAPYIICHHH alleJUINPYEMOCTH — CaM aBTOp IIBITACTCS
"OTKpEeCTUTHCS" OT CBOMX CJIOB, TIOJNMCAHHBIX UM OTHAXKIBI.

KOH(HICHINATEHOCTh

LIEJIOCTHOCTD

ayTEHTUYHOCTh

aneyumpyeMocCThb

5. T'apanTns TOTO, 9TO CHCTEMa BeAeT ceOs B HOPMAJIFHOM M BHEIITATHOM PEXMMAaxX TaK, KaK 3aIIaHUPOBAHO
HaJEKHOCTh

TOYHOCTh

KOHTPOJIb JJOCTyNa

KOHTPOJINPYEMOCTD

6. 'apaHTHsi TOYHOTO U TIOJIHOTO BBITTOJHEHHUS BCEX KOMaH]T
HaJIe)KHOCTh

TOYHOCTh

KOHTPOJIb JOCTyIa

KOHTPOJINPYEMOCTh

7. TapaHTHs TOTO, YTO Pa3IHMYHbIE TPYIIIBI UL IMEIOT PA3IMIHbBII JOCTYI K HHGOPMAMOHHBIM 00BEKTaM, H 3TH
OrpaHUYEHHS JOCTYIA MOCTOSHHO BBIMOJIHSIOTCS

HaJIeKHOCTD

TOYHOCTh

KOHTPOJIb JOCTYIIa

KOHTPOJIHPYEMOCTD

8. 'apanTHs TOTO, YTO B JII0OOI MOMEHT MOXKET OBITH IPOM3BECHA OTHOLEHHAS TPOBEPKA TI0OOT0 KOMIOHEHTA
MIPOrpaMMHOTO KOMILIEKCa

YCTOHUMBOCTH K YMBIIUIEHHBIM COOSIM

KOHTPOJIb UICHTU(PHUKALIUT

KOHTDOJIb OCTYIA



YCTOWYNBOCTBD K YMBIIUICHHBIM COOSIM
KOHTPOJIb UACHTU(DUKALINT

KOHTPOJIb JJOCTyIa
KOHTPOJIUPYEMOCTb

Tema 2. CereBast 6€301aCHOCTD

1. TposiHCKast mporpamMma, TPOSIHEI] -

1) SBISIOTCS BPEIOHOCHBIMU TIPOTpaMMaMHU, KOTOPBIE MOTYT "pa3MHOXKATHCA" U CKPBITHO BHEJPSITh CBOU KOTIMU B (haillibl,
3arpy304HbIe CEKTOPHI TUCKOB U JIOKYMEHTBI. AKTHBU3AIUsI KOMIIBIOTEPHOTO BUPYCa MOKET BbI3BIBATh YHUUTOKEHHE IIPOTPaMM U
JTaHHBIX.

2) SBJIAIOTCS BPEIOHOCHBIMHU TIPOTPaMMaMH, KOTOPBIE IPOHUKAKOT HA KOMITBIOTEP, UCIIONB3YsI CEPBUCH KOMITBIOTEPHBIX ceTeil. X
AKTHUBH3AIIMS MOXKET BBI3bIBATH YHUUTOXKECHUE MPOTPAMM U JIAHHBIX, 4 TAK)KE MOXUIICHUE EPCOHAIBHBIX JAHHBIX MTOJH30BATEIIS.
3) BpemoHOCHAs IIporpamMma, KOTopasi BBITOJHSAST HECAHKIIMOHUPOBAHHYIO TI0JIH30BATENIEM MIEpelavy YIPaBICHUST KOMITBIOTEPOM
yAaIE€HHOMY IT0JIB30BATENIO, a TAKXKE IEHCTBUS 110 YIAICHUIO, MOU(PUKAIIUHU, COOPY U MIEPeChUTKe NHPOPMAITUHN TPETHUM JIHIIAM.
4) 3T0 MPOrpaMMHOE WJIH anmapaTHoe 00ecleueHre, KOTOpoe MPoBepseT HH(POPMAIIHIO, BXOSIIYIO B KOMIIBIOTEP U3 JIOKATLHOMN
cetu Wi MHTEepHeTa, a 3aTeM JIM00 OTKIOHSET €€, INOO MPOMYyCKaeT B KOMITBIOTEP, B 3aBUCUMOCTH OT I1apaMeTpOB.

5) mporpaMma WM HabOp MPOTrpaMM JJIsl CKPBITOTO B3SITHS MOJ] KOHTPOJIb B3IOMaHHOM CUCTEMBI. DTO YTHUIIUTHI, UCTIOJIB3YyEMBbIC IS
COKPBITHSI BPEIOHOCHOM akTUBHOCTH. OHU MacKUPYIOT BPEIOHOCHBIE IPOTPAMMBI, YTOOBI H30€XKaTh HX OOHAPYKEHHS
AHTUBUPYCHBIMHU MPOTPaMMaMH.

2. Pytkur -

1) ABNIAIOTCS BPEJOHOCHBIMH IPOrPaMMaMH, KOTOPBIE MOTYT ""Pa3MHOKATHCA" U CKPBITHO BHEIPSTH CBOU KOMIUU B (hailiibl,
3arpy304HbIe CEKTOPBI TUCKOB U JIOKYMEHTBI. AKTHBH3ALIUSI KOMITBIOTEPHOT'O BUPYCa MOKET BBI3bIBATh YHUUYTOXKEHHE IPOTPAMM H
JTAaHHBIX.

2) SBJIAIOTCS BPEJAOHOCHBIMH MPOTpaMMaMHt, KOTOPBIE IIPOHUKAIOT Ha KOMIBIOTEP, UCTIOJNB3YsI CEPBUCHI KOMITBIOTEPHBIX ceTeil. 1x
AKTHBHU3ALHS MOXET BBI3BIBATH YHHUTOKEHUE IIPOTPAMM H JIAaHHBIX, & TAKKE MOXHUIIEHHE IEPCOHANBHBIX JaHHBIX MTOJIH30BATEIS.
3) BpeIOHOCHAs IMporpaMMa, KOTOpast BBIONHAET HECAHKIIMOHUPOBAHHYIO MOJIb30BaTENeM TIepeaady ynpaBieHHs KOMIBIOTEPOM
yIaN€HHOMY TI0JIB30BATEINIO, a TAKXKe ACHCTBHA 10 YAAUICHUIO, MOJU(UKALUK, COOPY U IepechuIke NHGOPMALH TPETHUM JHIAM.
4) 3T0 IpOrpaMMHOE WJIH alapaTHoe oOecreueHne, KOTOpoe MpoBepsieT HHGOOPMAIHIO, BXOAAIIYIO B KOMITBIOTEP U3 JIOKAIEHON
cetu unu MHTepHeTa, a 3aTeM 1100 OTKIOHSET e€, IM0O0 NPOIyCKaeT B KOMIIbIOTED, B 3aBUCUMOCTH OT IIapaMETPOB.

5) mporpamma WM HabOp MPOrpaMM JJIsl CKPBITOTO B3STHS 0] KOHTPOJIb B3IIOMaHHOH CUCTEMBI. DTO YTHUIIUTBI, UCTIOJIb3YEMBbIE IS
COKPBITHS BPEIOHOCHOM aKTUBHOCTH. OHU MacKUPYIOT BPEIOHOCHBIE TIPOTPaMMBbl, YTOOBI U30€KaTh UX 0OHAPYKEHHUS
AQHTUBHPYCHBIMH MPOTPaMMaMHU.

3. Yposens mozpemu OSI, koTopsIif 0TBedaeT 3a MpeoOdpa3oBaHNe HMEKTPOHHBIX CHTHATIOB B CHTHAIBI CPEIBI TIepeiady HHPOPMAIINH
(MMITYJTECHI HANPSDKEHNS, PAINOBONIHEL, HH(PaKpacHbIC CUTHAINBI). Ha 3TOM ypoBHE OCHOBHBIM KJIACCOM aTaK SBIIACTCS "OTKa3 B
cepsuce". ITocTaHOBKa LIyMOB 110 BCEl 110JI0CE NPOITYyCKAHUS KaHalla MOXKET IIPUBECTU K "Ha/Ie’KHOMY" Pa3phbIBy CBSI3U.
dusznueckuil ypoBeHb

KananbHslit ypoBeHb

CeteBoii ypoBeHb

TpaHcriopTHBIHI ypoBEHb

CeaHcOBBIIl ypOBEHb

4. Yposens Monemu OSI, KOTOpBIi yIIpaBiIseT CHHXPOHH3ANNEH IBYX U OOJBIIETO KOIMIECTBA CETEBHIX aJaNTePOB, MOIKIIOUCHHBIX
K €MHO# cpezie mepenayn aaHHbIX. [IpuMepoM ero sBisiercst mpotokosn EtherNet.

PusznuecKkuil ypoBeHb

KananbHslit ypoBeHb

CeteBoii ypoBeHb

TpaHcriopTHBIH ypoBEHb

CeaHCOBBI ypOBEHb

5. Yposens Mogenu OSI, KOTOpEIil 0TBEUAET 3a CUCTEMY YHUKAJIbHBIX UMEH U IOCTaBKy ITaKeTOB [0 3TOMY UMEHH, TO €CTh 3a
MapIIpyTU3alUI0 NakeToB. IIpuMepoM Takoro nNpoTokona sipisiercs nporokon Murepuera IP.

DU3N4ECKUl ypOBEHBb

KananbHblil ypoBeHb

CereBoil ypoBEeHb

TpaHcriopTHBIHN ypoBeHb

CeaHCOBBII YPOBEHb

6 Yposenb mogenu OSI, KOTOpBIi 0OTBEYaET 3a JOCTABKY OOJIBIINX COOOILICHHUH MO JMHUSAM C KOMMYTaIlUel akeToB. Tak Kak B
MOJJOOHBIX JIMHUAX pa3Mep MaKeTa MpeACTaBiIsIeT co0oit 00pHO HebobInoe gucio (o1 500 OaiiT 1o 5 KunobaiT), To I nepeaadn
OoubIINX 00HEMOB HH(MOPMAIIMU X HEOOXOIUMO pa30MBaTh Ha Mepealolieil CTOpOHe 1 COOMPaTh Ha TPUEMHOI.

DU3N4ECKUl ypOBEHBb

KaHanbHBIH ypOBEHD

CereBoll ypoBEHb

TpaHcnopTHBIN YPOBEHb

CeaHCOBBIN YPOBEHb

7. Yposenb mozenu OSI, koTopsiii OTBEUaeT 3a MpOLEAYPY YCTAHOBJICHHUS Havyajla ceaHca M OTBEePKICHUE (KBUTHPOBAHUE)
MPUXO0Jia KaXI0T0 MaKeTa OT OTHPABUTENS OTYYaTeNIo.
Du3n4ecKuil ypoBEeHb



tracert
Whois

Tema 3. Kpunrorpadus

1. Inst 3ammdpoBky U pacuindpoBKH COOOIICHUS UCTIONB3YETCS OJIUH U TOT ke OJIOK nHPOpMAIUH (KITH0Y )
CHUMMETPHYHBIEC KPUIITOAITOPUTMBI

ACHMMETPUYHBIE KPUITTOAITOPUTMBI

TaitHonuCh

Her BepHOTO OTBETa

M

2. AJITOpPUTM TaKOB, 4TO IS 3ATH(PPOBKH COOOIICHUS UCIOIB3yeTCs OUH (" OTKPBITHIN
JKENAIOIIUM, a JUTsl paciiupoBKku — Apyroi ("'3aKpbIThIi"
CuMMeTpHYHbIE KPUTITOAIT OPUTMBI

ACHMMETpUYHBIE KPUIITOAITOPHTMBI

TaitHonIUCH

Her BEPHOT'O OTBETA

) KJIFOY, U3BECTHBIIH BCEM
), CyLIECTBYIOIIHI TOIBKO Y MOTyYaTeIs.

3. OTnpaBuTeINb ¥ MOJyYaTeNb IPOU3BOAAT HAJl COOOIIEHNEM NPeoOpa30BaHs, H3BECTHBIE TOJIBKO UM JIBOMM
CHUMMeTpUYHbIE KPUIITOAJITOPUTMbI

ACHMMETPUYHBIE KPHIITOAITOPHTMBI

TaiiHonuch

Her Bepnoro otBera

4. B 3aBUCHMOCTH OT XapaKkTepa BO3AeHCTBUMN, IPOU3BOJUMBIX HaJl JAHHBIMHU, aITOPUTMBI IIOAPA3AEIIIOTCS Ha
IlepecTaHOBOYHBIE U NTOICTAHOBOYHBIE

CuMMeTpHYHbIE KPUNITOAITOPUTMBL U aCUMMETPUYHbIE KPUITOAITOPUTMBI

ITorokoBble U 65104HBIE

Her Bepnoro otsera

5. Meton o6paTUMBIX IpeoOpa3oBaHUM TEKCTa, IPU KOTOPOM 3HaYEHUE, BHIUUCIEHHOE OT OJHON U3 4acTel TeKcTa,
HaKJIaJbpIBAaeTCA Ha APYTHE YaCTH.

Certp Deitmrens

CkpemoOepsl

CuMMeTpHYHbIE KPUNITOAITOPUTMBL U aCUMMETPUYHbIE KPUITOAITOPUTMBI

IToToKOBBIE KPUNITOATITOPUTMBI

Her BepHoro orsera

6. B 3aBucumocTu oT pa3Mepa 610ka HHGOPMALUKN KPUOTOAITOPUTMBI JETIATCS Ha:
HepCCTaHOBO‘IHbIe 1 IOJACTAaHOBOYHBIC

CHMMeTpHYIHBIC KPUNITOANTOPUTMBI X aCHMMETPHUYHBIE KPHITTOAITOPHTMEI
INoTokoBBIe 1 OIOYHBIE

Her BepHOTO OTBETa

7. ANTOPHUTM CXKaTHsl OPUSHTHPOBAH HA HEOCMBICIICHHBIE TIOCIIEI0BATEIFHOCTH CHMBOJIOB KaKOT0-JIM00 an(aBuTa.
Anroputm Xaddmana

Anroput™ Jlemnens-3uBa

Auroput™ Rijndael

Anroputm TEA

8. ANropuTM CKaTHsl OCHOBaH HA000POT Ha KOPPEILIIUAX MEX/Y PacllOI0KESHHBIMH PSIOM CHMBOJIaMH ayiaBHTa
(cIoBaMu, ypaBISIOIIUMY TTOCIIEOBATEILHOCTSMH, 3aroJIOBKaMu (ailioB GUKCUPOBAHHON CTPYKTYPHI)
Asroputm Xaddmana

Aunropurm Jlemnens-3uBa

Auroput™ Rijndael

Anroputm TEA

9. B KakoM KpHUIITOAITOPUTME SIMHUIICH KOJUPOBAHUS SBJISETCS OJUH OUT?
IToroxoBsle mudps!

Brrounsie mmdper

IToncTaHOBOYHBIE KPUIITOAITOPUTMBI

IlepecTaHOBOYHBIE KPHUITTOAITOPUTMBI

10. B kakoM KpHUIITOAITOPUTME €IUHULIEH KOAUPOBAHUS SBIISETCS OJIOK M3 HECKOJIBKUX OalTOB?
IToroxoBsle mudps!

brnounsle mudpst

INoxcTaHOBOYHBIE KPHITOAITOPUTMBI

IepecTaHOBOYHBIE KPHITOAITOPHTMBI

Tema 4. I1O n undopmanmonHas 6e3onacHocTs. KoMruiekcHast cucrema 6e301acHOCTH
1. JIuno, HeOCPeICTBEHHO paboTaroliee ¢ JaHHOH nHpopMaluei. 3a4acTyto TOJIBKO OH B COCTOSIHUM PEaIbHO OLICHUTD
Kiacc oopadaThiBaeMoi HHGODMALIUK. a HHOTIIA U DACCKA3aTh O HECTAHIADTHBIX METONAX aTak Ha Hee (V3KOCTeNnbUIHBIX IS



INocTaBmuKk anmapaTHOTo U MIPOrPaMMHOT0 o0ecredeHust
Jluneitnsrit MeHeKEp

2. OOBIYHO CTOPOHHEE JIUIIO0, KOTOPOE HECET OTBETCTBEHHOCTH Mepes GUpMOi 3a MOAepIKaHNe JOIDKHOTO YPOBHS
MH()OPMAITMOHHON 0€30IaCHOCTH B OCTABIISIEMbIX UM IIPOIYKTOB.

Crieruanuct 1o HHGOPMALMOHHON 0€30I1aCHOCTH

Brnanenen undopmannu

TTocraBimyk anmnapaTtHoro ¥ MpOrpaMMHOTO 0OecIiedeHHst

JIuneiHbIl MEHEKED

3. JIuio, KOTOpOE SIBISETCS TIPOMEKYTOYHBIM 3BEHOM MEX/1y OINepaTopaMH U CIICIHaIMCTaMK 10 HH()OPMAIIMOHHOM
6e3omacHoctu. Ero 3a1aua — CBOGBPEMEHHO U KaUECTBEHHO HHCTPYKTHUPOBATH MOAYHHEHHBIH eMy NepcoHall 000 Bcex TpeOOBaHMSIX
CI1y>K0bI 0€30MAaCHOCTH U CIICTUThH 33 €€ UX BHIIOJHEHUEM Ha pabounX MecTax.

CrieranucT 1o HHGOPMALMOHHON 0€30TaCHOCTH

Brnazenern uahpopmanuu

TTocTaBIIKK anmapaTHOro ¥ MPOrpaMMHOTO 00ecIicueHHUs

JIvuHelHbIl MeHeKep

4. JIunia, OTBETCTBEHHBIE TOJILKO 3a CBOU MOCTYNKH. OHM HE NPUHUMAIOT HUKAaKUX PELICHUH U HU 32 KeM He HaOJ0/1aloT
Crieranuct 1o uHGOPMAMOHHON 0€30T1aCHOCTH

Bnanenen unpopmannu

Omneparop

Jluneitnsrit MeHeKep

5. BHemHue cienuanuctbl Wik GUpMbl, HAHUMaeMble TIPEIIPUATHEM JIJIS IEPUOTUUECKON (JIOBOJILHO PEIKON) MPOBEPKU
opraHu3zanuu 1 (yHKIMOHUPOBAHHUS BCEH CHCTEMbI 0€30M1aCHOCTH

Crnenuanuct o MHGOpPMalHOHHOH 6e301aCHOCTH

Bnanenen unpopmanuu

Omneparop

Aynutopst

6. JIuio, KOTOpOE MPOBOUT pacyeT U Mepepacyer PUCKOB, OTBETCTBEHEH 3a MOKMCK caMoil cBexel nHdopMaimu oo
O0OHapyKEHHBIX YS3BUMOCTSX B HCIIOJIB3yeMOM B (pHpMe IIPOTPaMMHOM O0ECIIEYeHUH H B LIEJIOM B CTAHAAPTHBIX aJropUTMax
Crierranuct 1o HHGOPMALMOHHON 0€30ITaCHOCTH

Bnanenen nnpopmanuu

Oneparop

JIuneinslit MeHeKEp

7. MakcumalibHO BO3MOXKHOE HENpepBhIBHOE BpeMsi oTKa3za [yt nHpopmanuu 0 kinacca 6€30TKa3HOCTH
1 menmens

1 cytkn

1 gac

20 MuHYT

8. MakcumanbHO BO3MOKHOE HEIPEephIBHOE BpeMsi 0TKa3a 11t HHdopmanuu 1 kinacca 6€30TKa3HOCTH
1 Henens

1 cyTtkn

1 gac

20 MuHYT

9. MakcrumanbHO BO3MOXKHOE HENpephIBHOE BpeMs OTKa3a Juid nHpopmMaruu 2 kiacca 6€30TKa3HOCTH
1 Hepens

1 cyTtkm

1 yac

20 MuHYT

10. MakcuManbHO BO3MOXHOE HEMPEPHIBHOE BPEeMs OTKa3a Jiisi HHPopMaIuu 3 kiiacca 0€30TKa3HOCTH

1 vramama

6.4. OnleHoYHbIE CPeICTBA MPOMEKYTOYHOH aTTeCTALUHU.

Bompocs! k 3auery:

(Komnerenuus OIIK-2)

Bomnpocs! 1 npoBepku ypoBHS 00y4eHHOCTH "3HaTh'":

1. YTo OTHOCSTCS K IPABOBBIM METOJIaM, 0OECIIEYNBAONIAM HHPOPMAIMOHHYIO 6€30MacHOCTh?
2. Ha3oBUTE OCHOBHBIC HCTOYHUKH YTIpo3 HHPOPMAIIMOHHO O€301acHOCTH

3. HazoBuTe Buabl HHPOPMALIMOHHON 0€30MacHOCTH

4. B yeMm 3akirouaroTcs 1eid nH(HOpMAIMOHHON 0€301acHOCTH?

5. HazoBuTe 0CHOBHBIC 00BEKTHI HHPOPMAIMOHHOHN 0€30MaCHOCTH

6. B ueMm 3aKimo4aroTCs OCHOBHBIE PUCKH HH(GOPMALMOHHOH Oe3omacHoCTH?

7. YTO OTHOCHUTCSI K OCHOBHBIM NPUHLUIIAM OoOecriedeHus] HHPOpMalnOHHON Oe30macHoCTH?



8. UTo SIBISIOTCS OCHOBHBIMU CYyObeKTaMU MH(QOPMAIIMOHHOH Oe30macHOCTH?

9. YTO OTHOCHUTCSI K OCHOBHBIM (DYHKIMSIM CHCTEMBI 0€30MacHOCTH?

10. Yro npeanonaract NpUHIMII HEAOMYIICHUs HHQOPMAIIMOHHOM 0€301acHOCTH?

11. Yo oTHOCHUTCS K OCHOBHBIM THIIAM CPEACTB BO3ACHCTBHS Ha KOMIIBIOTEPHYIO CETH?

12. Uro cremyeT cenarh, KOT/Ia MoIyyeH criam 1o e-mail ¢ mpuioxeHHbM daitiom?

13. B yem 3aximouaetcst npunnmn Kupxroda?

14. Kak pacmudpossiBaetcs D1I1?

15. B yeMm 3akirouaroTcs HanboJee pacpoCTpaHEHbI yTPo3bl HHPOPMAIIMOHHON 0€30MaCHOCTH KOPIIOPATHBHOW CHCTEMBI?

Bomnpocs! 11 poBepKH ypOBHS 00y4eHHOCTH "yMeTh'":

1. [ToueMy KONIMUECTBEHHBIN aHAN3 PUCKOB B YHCTOM BHJI€ HE TOCTHKUM?

2. Eciii ncmonb3yloTesl aBTOMaTH3UPOBAHHBIE HHCTPYMEHTHI JJIs aHAJIN3a PHCKOB, II0YEMY BCE PaBHO TPeOyeTcst TaK MHOTO
BpPEMEHH JIJIsl IPOBEICHUS aHann3a?

3. Kakoif u3 crenyromux 3aK0OH01aTeJIbHBIX TEPMHUHOB OTHOCHUTCS K KOMITAHUH WJIM Y€JIOBEKY, BHITOIHSIONIEMY
HEOOXO0IUMBbIE JEUCTBHS, U UCIIOJIB3YETCs ISl OIpe/IeIeHUs 00s13aTenbCTB?

4. Yro takoe CobiT u Kak OH OTHOCHTCS K pa3pabOTKe CUCTEM MH(POPMAIIMOHHON GE30MaCHOCTH U POrPaMM
6e3omacHocTH?

5. VI3 kakux 4geTsIpex gomenoB cocrout CobiT?

6. Uro npexcrasisiet coboii crangapt ISO/IEC 277997

7. Yto aBnseTcsa OCHOBHBIMU LieiiaMu U 3agadamu COSO?

8. Uro ObLI0 pa3paboTaHo, YTOOBI TOMOYB CTPAHAM M UX MPABUTEIBCTBAM IIOCTPOUTH 3aKOHOAATENILCTBO 110 3aIUTE
MEPCOHAIBHBIX JJAHHBIX ITOXO0XKHM 00pazom?

9. Kak Ha3bIBaeTcsl METOJI, B KOTOPOM CHMBOJIBI IIH(PYEMOT0 TEKCTa MEPEMEIAIOTCS MO ONPEeNICHHBIM PaBUIIaM BHYTPH
mdpyemoro 6J0Ka 3TOTo TeKcTa?

10. Uro mpencrasiser coboit 3amura nHbpopManuu?

11. UeM BBI3BaHBI €CTECTBEHHBIC YIPO3bl O€30MacHOCTH HHDOpMaIu?

12. Ha3oBuTe aHTHBUPYC, KOTOPHII 00eCIIeYNBaET TIOMCK BUPYCOB B OTIEPATHBHOM MaMsATH, HA BHEITHUX HOCUTEIIIX IIyTEM
MOJICUETA U CPABHEHUSI C 3TAJIOHOM KOHTPOJILHOI CyMMBI

13. HazoBute aHTUBUPYC, KOTOPBIN HE TOJIBKO HAXOAUT 3apakeHHbIE BUpycaMu (aiisibl, HO U "neyut" ux, T.e. yAalsieT U3
(haiina Teno nporpamMMbl BUpyca, Bo3Bpalas Gpaiisl B HCXOIHOE COCTOSHHE

14. HazoBuTe aHTUBUPYC, KOTOPBIH 3aIIOMHHAET UCXOTHOE COCTOSHHE IIPOTpaMM, KaTaJlorOB M CUCTEMHBIX 00JIacTel TUCKa,
KOT/Ia KOMITBIOTEP He 3apa)kKeH BUPYCOM, a 3aTe€M MEePHOANYECKH HIIH IO KOMaH/Ie TT0JIb30BaTeNs CPABHUBAET TEKYILEe COCTOSIHUE C
HUCXOTHBIM?

15. HazoBuTe aHTHBHPYC, KOTOPBIH MPEICTABISCT COO0H HEOONBIIYIO PE3UICHTHYIO IPOrpaMMYy, MIPEJHA3HAUCHHYO IS
00HapyKEHHUS TTOI03PUTENBHBIX JEHCTBHUN NPU pab0oTe KOMIIBIOTEPA, XapaKTEPHBIX JJIsl BUPYCOB

Bomnpocs! it TpoBepKH ypoBHS 00yYEHHOCTH "BIIaACTh":

. 3ammdpyiite anropurmom Jlemmnens-3usa Tekct "KOJIOKOJI_OKOJIO_KOJIOKOJIbHU".

. PaccunTaiiTe 3HaYeHHE 3aKpBITOTO KiItoua B kpunroanropurMe RSA, ecnu napametps! mudposanust p=7 u =17

. PaccunTaiiTe 3Ha4eHme 3aKpBITOTrO Kifo4ya B kpunroanropurMe RSA, ecim mapameTps! mudposanus p=3 u =11

. PaccunTaiiTe 3Ha4ueHNe 3aKpBITOTrO KiIfoya B kpunroanropurmMe RSA, ecim mapameTps! mudposanust p=11 u =13
. PaccunTaiiTe 3Ha4eHue 3aKpBITOTO KiIf04Ya B kpunroanropurMe RSA, ecim mapameTps! mudposanust p=3 u q=7

. PaccunTaiiTe 3Ha4eHme 3aKpBITOTO Kifoya B kKpunroanropurMe RSA, ecnm mapameTps! mudposanus p=5 u =13

. PaccunTaiiTe 3HaYeHHE 3aKpHITOTrO KiItoua B kpunroanropurMe RSA, ecnu napametps! mudposanust p=5 u =11

. PaccunTaiiTe 3HaUeHHe 3aKpHITOTO KiItoua B kpunroanropurMe RSA, ecnu napametps! mudposanust p=7 u =13

. PaccunTaiiTe 3HaUeHHe 3aKpBITOTO KiItoya B kpunroanropurMe RSA, ecnu napamerps! mudposanus p=5 u q=17
10. PaccuuTaiiTe 3HaUeHHE 3aKPBITOTO KiIto4ya B kpunroanropurMe RSA, ecnu napametps! mudposanust p=7 u =17
11. PaccuuraiiTe 3HaUCHHE 3aKPHITOTO KITFOUa B Kpunroanroputme RSA, ecnu napamerpsl mudposanus p=3 u q=17
12. PaccuunTaiiTe 3HaUCHHE 3aKPHITOTO KIF0Ua B kKpunroanroputme RSA, eciu napametpsl mudposanus p=11 u q=17
13. PaccunTaiiTe 3Ha4YeHUE 3aKPHITOTO KITfoya B KpunroanroputMe RSA, ecnm nmapametps! mudposanus p=7 u =13
14. PaccuunTaiiTe 3Ha4e€HHE 3aKPBITOTO KiIfoya B kpunroanropurMe RSA, ecnu nmapametps! mudposanust p=7 u =11
15. PaccuuTaiiTe 3Ha4eHUE 3aKPHITOrO Kiroua B Kpunroanropurme RSA, ecinu napamerpsl mudposanust p=7 u =5
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(Komnerenuus OIIK-4)

Bomnpocs! 1 npoBepku ypoBHS 00y4eHHOCTH "3HATH':

1. Packpoiite noHATHE «KOHDUACHINATBHOCTH»

. Packpoiite noHsTHE «IIETOCTHOCTHY»

. Packpoiite noHsTHE «ayTEHTUYHOCTH

. Packpoiite nonsTre «anemmpyeMocTb

. Packpoiite nonsTHe «HAEKHOCTDY

. Packpoiite nonsaTue «TO4HOCTHY

. Packpoiite nonsTHe «KOHTPOJIb AOCTYIA»

. PackpoiiTe moHATHE «KOHTPOIUPYEMOCTE)

. B "em 3akimovaeTcst KOHTPOIIb HACHTUDUKALIH?

10. Uro nmpencrasiser coboii TpostHCKas mporpamma?

11. Uro nomkeH 3arpanuBaTh 1000 ynaneHHbIi TepMuHan?

12. Kakoe npegynpexaeHue peKoMEHyeTcsl BBIBOJUTh Ha 9KpaH Ha BX0J€ B MH(YOPMAIMOHHYIO CUCTEMY?
13. Kak nosmkeH noa0upathCest mapoiib Ui BX0o1a B MH()OPMAIIMOHHYIO CUCTEMY?

14. YTto AOKHO MPOUCXOJUTH B MOMEHT OTIIPaBKY MAKeTa MOATBEPIKICHUS HIIM OTBEPXKEHUS aposis?
15. Yro HEOOXOIUMO CIeNIaTh ¢ MAPOJISIMU 110 YMOJTYaHHIO?
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8. HazoBute xareropuio cxeMsl epeaayn HHPOPMAIH, BO3MOKHOCTb CYUTHIBAHUS HHOOPMAIIMN ¢ KOTOPBIX HUYEM HE
KOHTPOJIMPYETCS

9. Onmummte 0cOOEHHOCTH MPOCTYIINBAHUS CETEBOTO TpadHKa IpH Nepeaade Mo KOaKCHaIbHOMY IIPOBOAY

10. Onmmmre 0COOEHHOCTH NPOCIYIINBAHUS CETEBOTO TpaduKa NpH Nepesade Mo ONTHIECKOMY BOJIOKHY

11. OnumunTe nocinen0BaTeIbHOCTD [IBETOB IIPOBOAOB BUTOM Maphl IPH MPSIMOM 00XKHMe, KOTOPBIH MIPUMEHSIETCS JIs
nepeiayy JaHHBIX KOMITBIOTEP — KOMMYTAaTOp — KOMITBIOTED

12. OnuiunTe nocien0BaTeIbHOCTD [[BETOB IIPOBOIOB BUTOW MAaphl MPH MEPEKPECTHOM 00KUME, KOTOPBIA NPUMEHSIETCS IS
nepesayn JaHHBIX KOMITBIOTEP — KOMIIBIOTEP

13. HazoBwure npeanasnaverue yruantst Ipconfig

14. HazoBute npegHa3zHaueHne yTUIHATHI tracert

15. HazoBwurte npeaHa3HaueHHEe YTHIATHI Ping

Bomnpocs! it npoBepKH ypoBHS 00yYEHHOCTH "BIIaeTh":

1. C nomomteio yrumutsl ipconfig onpenenuts IP anpec u Gpusnueckuii aapec 0CHOBHOTO CETEBOTO HHTEpdeiica
koMIbroTepa, IP aapec nutro3a, IP anpeca DNS-cepBepoB u ucnons3yetcs i DHCP.

2. YcraHoBuTe naposib Ha OTKpeITHE daiiia B MS Word

. YcraHoBuTe OrpaHnueHne Ha (OpMaTHPOBAHKE TEKCTa yCTaHOBKOM maposst B MS Word
. YcTaHOBHTE OTpaHHYEHHE Ha PeJaKTHPOBAaHKUE TEKCTA YCTAaHOBKOM maposs 8 MS Word
. YcranoBuTe maposis Ha OTKphITHE (aitma B MS Excel

. YcranoBuTh 3amury aucta 8 MS Excel.

. YcranoButh 3amuty kaura B MS Excel

. 3ammTuTe BCe SUEHKH JTMCTa KPOME OJTHOIA.

. 3aluTUTE OJJUH CTONOEL] JINCTA.

10. 3anmTHTe TOTBKO OIHY SUEHKY JIUCTA.

11. BeraBpTe n300paskeHUe Ha JIUCT U 3aIIUTUTE TOJIBKO €ro

12. 3ammdpyiite TEKCTOBBIH (aiiin mporpammoit Visual AES 1.1

13. 3ammdpyiiTe TekcToBBIN (aiin mporpammoii DX Secure 4.0

14. 3ammdpyiite TekcToBbli (aiin nporpammoii CryptoFan 2

15. 3ammdpyiite TekcToBbII (aiin nporpammoit Codefile
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(Kommetenmus OITK-6)

Bomnpocs! 11 IpoBepku ypOBHSA O0Y4E€HHOCTH "3HATh'":

1. Ko sBIsI€TCS OCHOBHBIM OTBETCTBEHHEIM 3 OTIpEIeNeHNe YPoBHS Kinaccudukanim nHGopmanmm?

2. Kakast kareropus sBIsleTcs HanOOJIee PICKOBAHHOM JUIl KOMITAHHHY C TOYKH 3PCHUS BEPOSITHOTO MOIICHHIYIECTBA U
HapyIleHHs 6e30mMacHOCTH?

3. Ecim pa3nuaHBIM rpyImaM IoNb30BaTeNell ¢ pa3InaHbIM yPOBHEM JOCTyIa TpedyeTcs JOCTYH K OXHOH U TOMH ke
UH(OPMAIMH, KAaKOE U3 YKa3aHHbBIX HIDKE JEUCTBUI CllefyeT NPEANPUHSTE PYKOBOACTBY?

4. Yto camoe IIaBHOE JOIDKHO MPOLYMaTh PYKOBOJCTBO MU KIacCU(DUKALUK JAHHbIX?

5. KT0 B KOHEUHOM CuUeTe HeCeT OTBETCTBEHHOCTD 3a TAPAHTHU TOTO, YTO JaHHBIC KIACCU(UIIMPOBAHBI U 3aIUIICHbI?
6. Uro Takoe npornemypa?

7. Kaxkoit axrop Hambonee BaxKeH IS TOTO, YTOOBI OBITH YBEPEHHBIM B yCIEITHOM 00ecTieYeHH! 0e30MacHOCTH B
KOMIIaHUU?

8. Kora nenecoobpa3Ho He MpeANPHHAMATh HUKAKHX AEHCTBHII B OTHOIICHUH BEISBICHHBIX PHCKOB?

9. Uro Takoe NONUTHKA O€30I1acHOCTU?

10. Yo myu1ue Bcero onuckiBaeT 1eib pacuera ALE?

11. B yem 3akirouaercsi TAKTHYECKOE TUIAHUPOBaHHE?

12. Yro siBnseTcs onpeneneHueM BO3/IeHCTBUs (XPOSUre) Ha 6e30macHOCThb?

13. Kak paccuuTaTh OCTaTOYHBINA PUCK?

14. Tlouemy TpH IPOBEICHAUH aHAIM3a HH(POPMAIIMOHHBIX PHCKOB CIIEAyeT IPHUBICKATh K 3TOMY CIIEIHAINCTOB H3 PA3IIMIHBIX
TIOAPA3AENICHAH KOMITaHUH?

15. Yro siBns€TCS HAWITYYIIUM OIMCAaHNEM KOJUUECTBEHHOI'O aHaIN3a PUCKOB?

Bomnpocs! 11 npoBepKH ypoBHS 00y4eHHOCTH "yMeTh'":

. Ha xakue mporpaMmsl IpUXOIUTCSI OCHOBHASI Macca yrpo3 HHQOPMAIIMOHHOH Oe30macHoCTH?

. Ilox xakue cUCTEMBI pacpoOCTpaHEHHE BUPYCOB IIPOUCXOJUT HanbosIee TMHAMUIHO?

. Kaxoif aTan sBnsieTcst 3aKII0YUTEIHHBIM B TIOCTPOEHUS] CUCTEMBI 3aLTUTHI?

. Kakue yrpo3s! 6e3onacHocTr HH(OpMAIUU ABISIOTCS NIPETHAMEPEHHBIMU?

. Kakue BUpychl akTHBH3MPYIOTCS B CAMOM Hadajie pabOoThI C ONEPAllMOHHONW CHCTEMOH?

. Yto takoe Stuxnet?

. Uto Takoe TapreTUpoBaHHas aTaka?

. Uto noHuMaercs noj nHGOpMaMOHHOH 0€301acHOCTHI0?

. Uto Ha3bpIBaeTCs KOHGHUICHIUATBHOCTHIO?

10. JInst uero co3maroTcss HHGOPMALMOHHbIE CUCTEMBI?

11. KTo siBisieTcst OCHOBHBIM OTBETCTBEHHBIM 32 OINPEACICHHE YPOBHS KilacCUpHKAIMU HHPOpMauu?

12. Kaxast kareropus siBjsieTcsi HanboJiee pUCKOBAaHHOM JUIsi KOMIIAHUM C TOYKHU 3PEHUs BEPOSATHOTO MOILICHHUYECTBA U
HapyleHus 6e301acHOCTH?

13. Kaxoe nelicTBue cienyeT npeIpuHsITh PyKOBOACTBY, €CIIH Pa3IMUHbIM TPYIIIaM I10JIb30BaTeNIel C pa3InyHbIM YPOBHEM
JocTyma TpedyeTcst JOCTYI K OIHOW M ToM ke nHdopmMarmn?

14. KT0 B KOHEUHOM cYeTe HECeT OTBETCTBEHHOCTH 3a TapaHTHH TOTO, YTO JaHHbBIE KIaCCH(UIMPOBAHbI U 3aINIICHEI?
15. Korna nenecoo0pa3Ho He MpeInpuHUMATh HUKAKUX JICHCTBHI B OTHOIICHUH BBISIBICHHBIX PUCKOB?
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8. PaccuwnraiiTe 3HaUCHHE OTKPHITOTO KIt04a B Kpunroanroputme RSA, ecnu mapametps! mudposanus p=3 u =11,
3aKpBITHIN K04 d=7

9. PaccumraiiTe 3Hau€HHE OTKPBITOTO KIIt04a B Kpuntoanropurme RSA, eciiu napametps mmdposanus p=13 u =11,
3aKphITHIH Kifod d=11

10. PaccuunTaiiTe 3Ha4YSHUE OTKPBITOTO KITfoua B KpunroatroputMe RSA, eciu mapamerpsl mudposanus p=13 u =11,
3aKpBITHINA Kiroy d=7

11. PaccunTaiiTe 3Ha4eHHE OTKPHITOTO KIII04Ya B kpunroanropurMe RSA, ecnn napamerps! mudposanus p=13 u q=11,
3aKpBITHIH KiTfou d=13

12. PaccuuTaiiTe 3Ha4eHUE OTKPHITOTO KJIoua B Kpunroanroputme RSA, ecnu napamerps! mudpoBanust p=3 u =7,
3aKpBITHIH KiTfou d=7

13. PaccuuTaiiTe 3Ha4eHUE OTKPHITOTO KJIoua B Kpunroanroputme RSA, ecnu napamerps! mudpoBanus p=3 u =7,
3aKphITHIA Kitoy =13

14. PaccunTaiiTe 3Ha4YCHUE OTKPBITOrO KITfoua B KpunroairoputMe RSA, eciu napamerpsl mudposanus p=3 u =7,
3aKphITHINA KiF0Y d=5

15. PaccuunTaiiTe 3Ha4eHUE OTKPHITOTO KJItoua B Kpunroanroputme RSA, eciu napamerps! mudposanust p=3 u =11,
3aKpBITHIH KiTf0od d=3

(Kommerenmus OITK-14)
Bomnpocs! [yt mpoBepKH ypoBHS 00y4EHHOCTH "3HATh":

. B kakux ciydasx MOTYT HCIIOJIb30BaTh TEPMHUHAIBI Oe3 mapoJist?

. B kakux ciydasix umeercsi 00s3aresibHOE TPEOOBaHNE HANWYKS Yy TEPMUHATIA UMS PETUCTPALIUU U TapoJIst?

. HazoBute ocHOBHOE TpeOOBaHUE K yIAIIEHHOMY TEPMHHAILY

. B yem 3akirouaercs cxema oOpaTHOTO 3BOHKA?

. HazoBwure TpeboBanus, npeapsasiseMbie k 10g-in 3ampocy TepMuHaia

. Uto pekomMeHIyeTCsI BRIBOIUTH Ha SKpaH Ha BXOJE B CHCTEMY?

. HazoBute nonsTHE, B KOTOPOM JAETCSI FAPAHTHUS TOTO, YTO KOHKPETHAS HH(OpMAIIHS JOCTYITHA TOJIBKO TOMY KPYTY JIHII,
VIS KOTO OHA TIpe/IHa3HAYCHA; HAPYIICHHUE 3TOW KaTEerOPUU HAa3bIBACTCS XHUIIIEHHEM JINOO paCKPhITHEM HHPOPMAIUU

8. HazoBute noHsTHE, B KOTOPOM JJACTCS TapaHTHUs TOTO, YTO HHPOPMAITUS ceiiuac CylIeCTBYeT B €€ HCXOHOM BH/E, TO €CTh
NIPY ee XpaHeHUH WY Tepesiadye He ObUIO MTPOU3BEICHO HECAHKIIMOHMPOBAHHBIX N3MEHEHUH; HapylIEHHE 3TOI KaTeropuu
Ha3bIBaeTCs (pambcudukaiueii cooomeHus

9. HazoBuTe MoHsATHE, B KOTOPOM JIa€TCS TapaHTHsI TOTO, YTO HCTOYHUKOM MH(GOPMALIUH SBJISETCS KIMEHHO TO JIUIO, KOTOPOE
3asBJICHO KaK €¢ aBTOp; HapyIICHHE 3TOM KaTErOpHH TaKKe Ha3bIiBaeTCs GpanbcuduKaIiieid, Ho yke aBTopa COOOIICHHS

10. HazoBuTe moHsTHE, B KOTOPOM AAETCS TAPAHTHS TOTO, YTO IIPH HEOOXOAMMOCTH MOXKHO OyIET 10Ka3aTh, 9TO aBTOPOM
COOOIICHUS SBIISCTCS HIMEHHO 3asBJIICHHBIN YEJIOBEK, M HE MOXKET SIBISTHCS HUKTO IPYTOi; OTIMYKE 3TOM KaTErOPHH OT MPEABLIYIICH
B TOM, YTO MPH MTOJIMEHE aBTOPa, KTO-TO JPYTOi MBITAETCS 3aBUTh, YTO OH aBTOP COOOIICHHUS, a TIPU HAPYIICHUH are/UTUPyEeMOCTH —
caM aBTOp MbITaeTCs "OTKPECTUTHCS" OT CBOMX CJIOB, TIOJMUCAHHBIX UM OJHAXKIBI.

11. Ha3zoBute TIOHATUE, B KOTOPOM HACTCs rapaHTHA TOI'0, YTO CUCTEMA BCACT CC6$I B HOPpMaAJIbHOM M BHCHITATHOM pEKHUMaxX
TaK, KaK 3alJIaHUPOBAHO

12. HazoBuTe moHsTHE, B KOTOPOM JAETCS TAPAHTHS TOYHOTO U TIOJTHOTO BBIMTOJTHEHHUS BCEX KOMaH/I

13. HazoBuTe moHsTHE, B KOTOPOM JAETCS TAPAHTHUS TOTO, YTO PA3IMYHBIE TPYTIITHI JIUI] IMEIOT Pa3IHIHBIA JOCTYI K
MHPOPMALMOHHBIM 00BEKTaM, U 3TH OTPAHUYCHHSI JJOCTYIIA MOCTOSIHHO BBIMTOJHSIFOTCS

14. Ha3zoBute NoHATHE, B KOTOPOM JA€TCS rapaHTUs TOTO, YTO B JTIFOO0H MOMEHT MOXET OBITh TIPOU3BE/ICHA ITOJTHOLICHHAS
MpOBEpKa JIF0OOro KOMIOHEHTa IIPOTPAMMHOTO KOMILIEKCa

15. Ha3oBute noHsaTHe, B KOTOPOM J1a€TCsl TapaHTHUs TOTO, YTO KJIMEHT, MOAKIIOYEHHBIH B JaHHBI MOMEHT K CUCTEME,
SIBJISICTCS IMEHHO TEM, 32 KOTO ce0sl BbIJIaeT
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Bomnpocs! 1t npoBepKu ypoBHS 00y4eHHOCTH "yMeTh'":

. B "em 3akimovaeTcst KOMIDIEKCHAS 3aI[iTa OT BO3MOYKHOCTH KPaXKH TapoJiei

. HazoBuTe OCHOBHYIO pEKOMEHAAIHIO TIPH POESKTHPOBAHUH TOIIOJIOTHH CETH

. OnummTe ONTUMAJIBHYIO SHHUILY CETMEHTHPOBAHUS CETH

. B yem 3akirouaercs o0s13aTenbHOE TpeOOBaHKE IS OTIEPATOPOB C Pa3HBIMHU YPOBHSIMH JIOCTYTIA
. YUro npezcrasnseT co0oii aTaka Ha cepBep, KOTOpas BbI3bIBaeT "0TKa3 B ceppuce?

. Onmmmre ocoberHocth arak Ha DNS-cepBepa

. OnummTe 0CHOBO# Kiacc artak Ha (huznveckoM ypoBHe mozaeiu OSI

. OnummTe 0CHOBOM KJIacc aTak Ha KaHAJILHOM ypoBHe Mojenu OSl

. OnummuTe 0COOEHHOCTH aTak Ha ceTeBoM ypoBHe monenu OSI

10. OnummmTe 0cOOEHHOCTH aTak Ha TPAHCIIOPTHOM ypoBHE Mojenu OS|

11. OnummTe 0COOEHHOCTH aTaK Ha ceaHcoBOM ypoBHe Monenu OSI

12. Onummre 0co6eHHOCTH Oe30macHoi paboThl ¢ QYHKIMAMH IPU HAMCAHUH IIPOTPaMM

13. Ha30BHUTE PEKOMEHIALUH IIPU PadoTe C BHEITHUMHU M CETEBBIMH YCTPOHCTBAMHU, BO BPeMsI HAMUCAHUS IPOTPaMM
14. OnumuTe NpoBEpKy alropuTMa Ha CUHApPOM "MepTBoi neriu"

15. B ueM 3aKir04aroTesi 0COOEHHOCTH PAOOTHI ¢ MApOJISIMU IIPU HAIMCAHUH IPOrpaMM?
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Bompocs! st ipoBepku ypoBHS 00Y4EHHOCTH ""BIIaeTh":

1. Bammdpyiire TeKCTOBBIH (aiin npu momory anropurma mudposanus CFB nporpammer Visual AES 1.1

2. Pacummbpyiire TekcToBblil daiin mporpammoit Visual AES 1.1, panee 3aimudpoBaHHbII IIPH IOMOIIH AITOPATMA
nmdposanus CFB

3. Bamudpyiire TEKCTOBBIN (aiiy mpu omoIny anropurMma mugposanust OFB mporpammer Visual AES 1.1

4. Pacimpyiite TekcToBBIN (aitn mporpammoii Visual AES 1.1, panee 3amudpoBaHHbIH PH MOMOIIH aJrOPUTMa
umpposanus OFB



5. HazoBuTe BCce KOMIOHEHTHI HH()OPMALIMOHHON CUCTEMBI IIPEANIPUSTHS, B KOTOPOM HAKAIUIMBAIOTCSA 1 00pabaThIBaloTCs
HepCOHANBHBIE TaHHEIE

6. UTO OTHOCHUTCS K CBEICHUSM KOH(UACHIIMAIBHOTO XapaKTepa, COrJIacHO yka3y npesuaeHnta PO ot 6 mapra 1997 r.?

7. KaknuM 3aKOHOM peryJIMpyrTCsS OTHOLICHUS, CBA3aHHbBIE C 00paOOTKON MEepPCOHAIBHBIX TaHHBIX ?

8. Ha uro moapaznenstorcs HHPOPMAaIIOHHBIE CUCTEMBI IO peXXUMY 00pabOTKH NePCOHAIBLHBIX JaHHBIX B

UH(OPMAIOHHOH cucreme?

9. HazoBuTe mporiecc cooOI1eHus CyObeKTOM CBOEr0 UMEHH HIJIM HOMEpa, C LIENbI0 MOJTYYEeHHUS ONpeAeIEHHBIX TOTHOMOYHUN
(paB ocTymna) Ha BHITOJHEHHE HEKOTOPHIX (Pa3pelIeHHBIX eMy) ACHCTBHI B CHCTEMaX C OTPAaHWYEHHBIM J1OCTYIIOM

10. HazoBure mnpolieiypy NpOBEpKH COOTBETCTBHUS CyOBEKTa M TOTO, 32 KOTO OH MBITACTCs ce0s BBIAATH, C TIOMOIIBIO HEKOH
YHHUKaJIbHOM HHPOpMALTUH

11. HazoBuTe mpouece, a Takxke pe3yibTaT Ipolecca NPOBEPKH HEKOTOPHIX 0053aTeNIbHBIX TapaMeTPOB MOIB30BaTENS U, IPH
YCIICIIHOCTH, MPEJOCTABICHUE €My OIpPeIeIEHHBIX TOJTHOMOYHH Ha BHIITOJHEHNE HEKOTOPBIX (pa3pelleHHbIX eMy) AeHCTBHUN B
CUCTEMax C OrPaHUYEHHBIM JJOCTYIIOM

12. HazoBure npocreiimmii criocod naeHTH(GHUKauN B KOMIIBIOTEPHOH CHCTEME B PE3yJIbTaTe KOTOPOTO SIBIISIETCS BBOJ
UIeHTU(HKATOPA TTOJIH30BATEIIS

13. HazoBuTe OCHOBHOE CpPE/ICTBO, oOecneurBaroiiee KOHPUICHINAILHOCTh HHPOPMALIUH, TIOCHIIIAEMON 10 OTKPBITHIM
KaHaJaM Iepeiadd JaHHBIX, B TOM YHCIIE — I10 CETH HHTEPHET

14. Kakast ”HTEpHET TEXHOJIOTHS UCIIOJIL3YETCs JIJIs Oe30MacHO nepeiayn JaHHBIX M0 KaHaiam?

15. HazoBuTe KOMIUIEKC anmapaTHbIX W/UIU IPOrPAMMHBIX CPEJICTB, OCYIIECTBISIOIINA KOHTPOJIb U QUIBTPALIUIO CETEBOTO
Tpaduka B COOTBETCTBUH C 33/IaHHBIMH MTPABUJIAMH U 3aIIUIIAIONIMNA KOMITBIOTEPHBIE CETH OT HECAHKIIHOHMPOBAHHOTO JIOCTYTIA

Bonpocs! 1 npoBepKH ypoBHA 00YYEHHOCTH "yMeTh'":

1. Ha 9rto menstcs yrpo3sl O pa3MepaM HaHOCHMOTO yiepba?

2. W3 kakux "eThIpex qoMeHoB coctout CobiT?

3. Uro npexcrasisiet coboii crangapt ISO/IEC 277997

4. Yto sgBusercs OCHOBHBIMH LiensaMu 1 3agadyamu COSO?

5. Ha3oBuTe OCHOBHBIC 00BEKTHI HHPOPMAITMOHHOH 0€301TaCHOCTH

6. B ueM 3aK0o4aroTCs OCHOBHBIE PUCKH HH(GOPMALMOHHOH Oe3omacHoCTH?

7. HazoBuTe npouenypy, NpOBEPSIOLIY0, UMEET JIH TI0JIh30BaTENb C MPEAbIBICHHBIM HICHTU(HUKATOPOM IIPABO HA JOCTYH K
pecypey

8. MOXHO JIH B CITYKEOHBIX IESX MCIIOJIb30BaTh JICKTPOHHBIHN ajpec (MOYTOBBI SAIIUK), 3apETHCTPUPOBAHHBIN Ha

00IIe TOCTYITHOM TIOYTOBOM CepBepe, Hampumep Ha mail.ru?

9. OmummTe ONTUMANBHYIO €ANHHILY CETMEHTUPOBAHHS CETH

10. B uem 3akirouaeTcs o0s3aTeIbHOE TPeOOBAHKE JJIS ONIEPATOPOB C Pa3HBIMHU YPOBHSIMH JIOCTYTIA

11. Uro npencrapisietT coboii aTaka Ha cepBep, KOTOpask BbI3bIBAaeT "0TKa3 B cepBuce"?

12. Onumure ocobeHnocts arak Ha DNS-cepBepa

13. HazoBure 11110, KOTOPOE ABJISIETCS IPOMEKYTOUHBIM 3BEHOM MEXKy OIIEpaTOpaMU U CHELUAINCTAMU 110
uH(pOpPMAIMOHHOM Oe3omacHocTH. Ero 3aaya — CBOGBPEMEHHO M Ka4eCTBEHHO HHCTPYKTHPOBATh NMOIYMHEHHBIN eMy HepcoHal 000
BCEX TPEOOBAHUSX CITy>KOBI O€30MACHOCTH ¥ CJISIUTD 32 €€ UX BBHIIIOJIHEHHEM Ha paboYrX MecTax.

14. Ha3oBure nuIia, OTBETCTBEHHBIE TOJIBKO 32 CBOM MOCTYNKH. OHM HE IPHHUMAIOT HUKAKHX PEIICHHH U HU 32 KeM He
HaOJIIOJAI0T

15. Ha3oBuTe BHENTHUX CNICIUAIUCTOB WM (DHPMbI, HAHUMaeMble NPENPUITHEM IS IEPHOANYECKOH (OBOJIBHO PEKOIN)
MPOBEPKU OPraHU3aINK 1 QYHKIIMOHUPOBAHHS BCEH CHCTEMbI O€30MaCHOCTH

Bomnpocs! it TpoBepKH ypoBHS 00yYEHHOCTH "BIIaACTh":
1. Bammdpyiire kpunroanroputMoM RSA OykBy A, KOTOPOI COOTBETCTBYET 3HaUEHUE 1, €Ciu mapaMeTpsl MHU(PoBaHUs p=5

;.%;Zun(bpyme kpunroanroputMoM RSA O6ykBy b, KoTopoii cOOTBETCTBYET 3HaUeHHUE 2, €CIU MapaMeTphl IUPPOBaHUS P=5
I;.%;Zun(bpyme kpunroanroputMoM RSA 6ykBy B, KOTOpoii cOOTBETCTBYET 3HaUeHHUE 3, €CIU MapamMeTpsl IUQpoBaHus p=5
2.q3_aZum1)pyﬁTe kpunroanroputMoM RSA OykBy I', KoTopoli cOOTBETCTBYeT 3HaueHue 4, eciu napamMeTps! IUGpPoBaHus p=5
I;.q3_aZm/1q)pyi/'ITe kpunroanroputMoM RSA OykBy I, KOTOpoii COOTBETCTBYET 3HAUCHHUE 5, €CIIM IapaMeTphl MupoBaHUsI p=>5
Ig.%_azlmbpyme kpunroanroputMoM RSA 6ykBy E, KOTOpOii COOTBETCTBYET 3HAUEHHE 6, €CIIH ITapaMeTphl MU(pPOBaHUSI p=5
I;.%—ailn(bpyﬁm kpunroanroputMoM RSA 6ykBy JK, KOTOpO# COOTBETCTBYET 3HAUEHHE 7, €CIIM apaMeTphl MIH(pPOBaHUI
g.i’os’al;?/;b;yﬁm kpunroanroputMmoM RSA OykBy 3, KOTOPOi COOTBETCTBYET 3HAUCHUE 8, €CITH MapaMeTphl IUPPOBAHUS p=5
g.%_azlmbpyme kpunroanroputMoM RSA 6ykBy U, KOTOpO# COOTBETCTBYET 3HAUEHHE 9, €CIIM TapaMeTphl MU(pPOBaHHS P=5
uQq=7

10. 3ammdpyiite kpunroanroputMoM RSA 6ykBy K, koTopoit coorBeTcTByeT 3HaueHue 10, eciu mapameTpsl MudpoBaHUs
?T.lgalfu?/;b]i)]&/ﬁm kpunToanroputMoM RSA OykBy A, KOTOPOH COOTBETCTBYET 3HaUeHUE 1, eciu mapaMeTps! H(poBaHUs
Il);.lgalgl?/;b]g/me kpunroanroputMom RSA OykBy B, KOTOpoit COOTBETCTBYET 3HAUCHHE 2, €CITU MapaMeTphl UG POBAHUS
Il)g.lgalfn?/;b]}.)]i/ﬁTe kpunroanroputMoM RSA 0ykBy B, KOTOpoii COOTBETCTBYET 3HAUCHHUE 3, €CIIHM MapaMeTphl uppoBaHus p=7
u Q=17
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4. B geM 3akiogaeTcs pojb JIMHEHHOTO MeHemKepa?

5. HazoBuTe poiib, KOTOPYIO BHIIOJNHSIOT JIMIA, OTBETCTBECHHBIE TOJIBKO 32 CBOM NOCTYNKU. OHM HE IPUHUMAIOT HUKAKUX
PELIeHU 1 HY 32 KeM He HaOJIoatoT

6. B ueM 3axiro4aercs pojib ayIUTOpa B OpraHU3aliy MOJUTUKH HH(OPMAIIMOHHON 0€30macHOCTH?

7. Hanmmmte hopmyy 3ammbpoBKe OyKBBI KOTUPYEMOro coo0IeHus B anroputMe RSA u o0bsicHUTE ee

8. Hammmure opmyity 3ammdpoBKy OYKBBI KOJUPYEMOTro coobmieHus B aroputMe RSA u o0bsicHuTE ee

9. Hanmmmte hopMyiy pacdera OTKPBITOrO KiTfoua B anroputMe RSA u 00BsCHUTE ee, a TaKKe KaKhe OrPaHudCHHUS
HaKJIaIbIBAOTCS] HA OTKPBITHIN KITIOY IIPH €T0 HaXOXKACHHU.

10. Hanmmmre GpopmMyity pacdera 3aKpbITOTO Kiroua B airoput™Me RSA 1 00bsICHUTE ee, a TaK)Ke KaKHe OTpaHHYCHHUS
HaKJIabIBAIOTCS] HA OTKPBITHIN KITIOU IIPH €T0 HaXOXKACHHU.

11. HazoBuTe 0cOOCHHOCTD 3al(PPOBKH B IEPECTAHOBOYHOM AJITOPUTME

12. OnummTe OCHOBHOW NMPUHIUT pabOThI CKpeMOiepa

13. OnumunTe XapakTepHy0 0COOEHHOCTh OJIOUHBIX KPHIITOAITOPUTMOB

14. Naiite onpeneneHue KpUITOCUCTEME

15. Tlepeuncnure OCHOBHBIE (DYHKIIMH KPUMITOCUCTEM

Bomnpocs! [yist IpoBepKH ypOBHS 00y4eHHOCTH "BIajeTs":

1. PaccunraiiTe 3HaueHME 3aKPHITOTO KIIF0Ya B Kpuntoanroputme RSA, eciiu napametps! mmdpoBanus p=3 u =11

2. PaccunraiiTe 3HaU€HHE OTKPBITOTO KiIto4a B KpunroainropurMe RSA, ecnu mapameTps mudposanus p=3 u =11,
3aKpBITHIA Kir04 (=3

3. 3ammudpyiite kpunroaaropurmoMm RSA OykBy b, koTopoli COOTBETCTBYET 3HaU€HHE 2, €CIM NapaMeTpbl H(GPOBaHUs p=3
ug=11

4. Pacummdpyiite kpunroaaroputMoM RSA 3amudpoBaHHyio OyKBY, 3HaUeHUE KOTOPOH 29, eciiu mapameTpbl MUGbpoBaHUs
p=3ug=11

5. Hanmrmmure mporiexypy 3ammppoBku KpunroanroputMa TEA Ha si3bike iporpaMMupoBanust Pascal

6. HanummuTe anroputM co3JaHusl OCHOBHOH MPOTPaMMBI TI0 BBI30BY IPOIEIYPhI 3aIIU(PPOBKU TEKCTA KPHIITOAITOPHTMOM
TEA, nepeauu npoleaype HCXOAHOTO TEKCTa U BBIBOIA 3l (POBAHHOTO.

7. HanmmuTe Ha s13bIKe IporpaMMupoBanus Pascal ocHOBHYIo mporpamMMy 110 BBI30BY IPOLEIYPhI 3alIH(POBKH TEKCTa
KkpunroanroputMom TEA, nepenaun mporeaype HCX0JHOTO TEKCTa M BBIBOJIA 3alIM(POBAHHOTO.

8. Peanmmsyiite Ha s13bIKe porpaMmupoBanus Pascal 3amudpoBky Tekcta kpuntoanrroputMom TEA

9. HanmmmmTe anroputM u3MeHeHus npoueayps! 3amudposku EnCryptRouting Ha npouenypy paciudpoBku
DeCryptRouting

10. Harmmmmire pparmenT nmporpammel Ha Pascal, B koropom st anroputMa Rijndael mponcxoaut npeobpasoBanme TeKcTa,
BEJICHHOTO TTOJIb30BaTEJIEM B YUCIIOBYIO MAaTPHILY.

11. Harmmmre ¢parmeHT nporpammsl Ha Pascal, B kotopom miist anropurma Rijndael mpoucxomur npeodpa3zoBaHue YHCIOBON
MAaTpHUIbI B 3aIIN(DPOBAHHBII TEKCT.

12. Hanmuure parmeHT nporpammsl Ha Pascal, B koropom st anroputMa Rijndael npoucxoaut 3anonHenne euHAIHON
MaTpHULbI.

13. Hanmmnre ¢parment mporpammer Ha Pascal, B koropowm miis anropurma Rijndael mpoucxomur o6MeH mectamu mepBoit u
MOCIIETHEH CTPOKH IBYMEPHOT'O MacCHBa.

14. Hanmmmre ¢parment nporpammsr Ha Pascal, B koropom mist anropurma Rijndael mpoucxomur o6MeH MecTaMu [epBoro u
HIOCJICTHETO CTOJI0NA IBYyMEPHOTO MacCHBa.

15. Hanmure parmenT nporpammsl Ha Pascal, 8 koropom st anroputMa Rijndael mpoucxoaut ysenudaeHue Beex
9JIEMEHTOB JByMEPHOI'O MacCHBa Ha 2

(KommeTtentus OITK-6)

Bomnpocs! 1uist mpoBepku ypoBHS 00Y4E€HHOCTH "3HATh":

1. Yro nmoapa3ymeBaeTcs oA TEPMUHOM «IIEPCOHAIIbHBIEC JAHHBIC)

2. B xakoMm city4ae COTpYAHHUK YUPEKIAECHHSI MOKET OBITh MMPUBJICUYEH K OTBETCTBEHHOCTH 32 HApyIIECHHUS IPABHIT
“HPOPMALMOHHOHN Oe30macHOCTH?

3. MoeT 1 COTPYJHUK OBITh NPUBJIEUECH K YTOJIOBHON OTBETCTBEHHOCTH 3a HAPYIICHHUS MPAaBUII HHGOPMALMOHHOM
0e30MacHOCTH NpeIIPUITHS?

4. HazoBure nmpouenypy, IpOBEPSIOILYI0, UMEET JIM I0JIb30BaTENb C MIPEABIBICHHBIM HACHTU(HHUKATOPOM IIPaBO Ha JOCTYI K
pecypey

5. MOXHO 711 B CITy>KeOHBIX LIEJIIX UCIOIb30BaTh 3IEKTPOHHBIH afpec (OYTOBBIH ALIMK), 3apEeTUCTPUPOBAHHBIN Ha
00IIE0CTYITHOM IOYTOBOM CepBepe, Hampumep Ha mail.ru?

6. Uto HE0OX0AMMO CAEaTh IS TOTO, YTOOBI CHU3UTH BEPOSATHOCTD YyTpaThl HH(GOpMamn?

7. UT0 OTHOCHTCS K OCHOBHBIM (DYHKLIMSIM CHCTEMBI O6€30I1acHOCTH?

8. Uro mpennoiaraet NPUHIKI HEAOMYIICHUS HHPOPMALIMOHHON 0e30macHOCTH?

9. YTo OTHOCHUTCS K OCHOBHBIM THUIIAM CPEJCTB BO3/IE€HCTBUSA HA KOMIIBIOTEPHYIO CETh?

10. Yto camoe Ii1aBHOE JOJKHO MPOLYMATh PYKOBOJCTBO MPH KIacCU(DUKALUK JAHHbIX?

11. KT0 B KOHEYUHOM cueTe HECeT OTBETCTBEHHOCTH 3a FapaHTHUH TOTO, YTO JaHHBIE KJIACCU()UIMPOBAHBI U 3aIUILICHBI?
12. Kakue CMMBOJIBI IOJDKEH COJIEPKATh MapoJb MOJIb30BaTENs?

13. B xaxkom roxy 6611 npusAT 3aKk0H P® «O rocynapcTBeHHOIl TaiiHe» ?

14. HazoBute neicTBUs, HaNIpaBJIEHHbIE HA TOJTy4YeHHE HHPOPMAIH HEONPEAEICHHBIM KPYTOM JIUII WK TIepeady
MH(OPMAIH HEOIIPEACICHHOMY KPYTY JIUL]

15. HazoBuTEe BO3MOKHOCTH MOMYYCHUS HH(POPMALIMHU U €€ UCTIONb30BaHUS

Bomnpocs! 1t npoBepKH ypoBHS 00y4eHHOCTH "yMeTh'":
1. KTo HEceT OKOHYATEIhHYIO0 OTBETCTBEHHOCTD 32 3alIUIIEHHOCTh JAHHBIX B KOMITBIOTEPHOH ceTn?
2. HazoBure nH(popMaImo, KOTOPYIO CIeAyeT 3aIlUaTh (110 HopMaTHBaM, MPABIJIaM CETH, CHCTEMBI)



4. Pacuindpyiire kpunroanroputMoM RSA 3ammudpoBanHyto OykBy, 3HaUCHHE KOTOPO# 9, eciu apameTpbl mudpoBaHus
I’S).ilgapcl:ﬂ;;pyme kpunroanroputMom RSA 3ammppoBanHyro OyKBY, 3HaYeHUe KOTOpo# 10, eciu mapamerpsl mudpoBaHus
giIS’aIZI?I;IpryﬁTe kpunToanroputMoM RSA 3ammppoBaHHy0 OYKBY, 3HaUECHHE KOTOPOW 6, €CIIi apaMeTphl (b POBaHHS
g.:IS’aPéI?I;I(pryﬁTe kpunToanroputMoM RSA 3ammppoBaHHy0 OYKBY, 3HaUECHHE KOTOPOH 7, €CITH MapaMeTphl IH(pOBaHHS
IS).ZIEaIZL?[;IpryﬁTe kpunroanroputMom RSA 3ammppoBanHyro OyKBY, 3HAYCHHUE KOTOPOH 8, €ClIi mapaMeTpbl MU(POBaAHUS
giléalzgl;zppyme kpunroanroputMom RSA 3ammppoBanHyto OyKBY, 3HAYCHHUE KOTOPOH 4, €CIIU MapaMeTphl MK (ppoBaHus
]1);5 PP;gI;IZId)pyﬁTe kpuntoanroputMoM RSA 3ammppoBaHHy0 OYKBY, 3HaUeHHE KOTOpoii 10, eciu mapameTpsl mudpoBaHuUs
?T.lgalzl?l;ulblpyme kpunroanroputMom RSA 3ammppoBanHyro OyKBY, 3HaYCHHUE KOTOPOH 1, eciii mapaMeTpsl upoOBaHUS
Il);.llzapé]?l;ulblpyme kpunroanroputMom RSA 3ammppoBaHHyro OyKBY, 3HaYCHHE KOTOPOH 63, eci mapameTpbl mudpoBaHus
Il)g.lf’aIZI?I;I(lbi)yﬁTe kpuntoanroputMoM RSA 3ammppoBaHHy0 OYKBY, 3HaU€HHE KOTOPO# 12, eciu mapameTps! mudpoBaHus
11)27 PP;gH_IJI:IZopyI‘/’ITe kpuntoanroputMoM RSA 3ammdpoBanHyio OykBYy, 3HaUeHHE KOTOPOU 72, €Ciy mapaMeTpsl Mu(poBaHUs
Il)§7 PI/;(?H_.I]I;IZI)pyﬁTe kpunroanroputMom RSA 3ammppoBaHHyto OyKBY, 3HAYCHHE KOTOPOH 3, €ClIK TTapaMeTphl udpoBaHus
p=7ug=17

(Kommerenmus OITK-14)
Bomnpocks! [yt IpoBepKH ypOBHS 00y4eHHOCTH "3HATh":

. Kakoit 00bem undopmarnmu mmppyroT CkpeMOIeps 3a OJUH mar

. Ha3oBuTE OCHOBHYIO JIOTHYECKYIO OIEPALHIO, UCIIONIb3yeMylo B CkpeMOiIepax

. YUro noapazymeBaeT co0OH KOJUPYIOLIHA TOTOK B CKpeMOiepax?

. HazoBure cyiecTBeHHbII HEIOCTATOK CKPEMOIMPYIOIINX aJITOPUTMOB

. HazoBute xapakTepHyI0 0COOEHHOCTD OJOYHBIX KPUIITOAITOPUTMOB

. Onumre NoHATHE «BETBU ceTH Delresnsy

. Kakue xapakrepuctrku cetn DeHInTens HCIONB3YIOTCS B KpUNToanropurme — TEA?

. OrmmmwuTe 0CHOBHOM HEAOCTATOK Kpunroanroputma TEA

9. B 1em 3axio4aercs TpaHCIOPTHOE KOUPOBaHUE?

10. B yem 3akirouaercs mepBbIi ATar JII000r0 aCUMMETPHYHOTO allropuT™Ma’?

11. Kakyto npoGuiemy nHGOpMaIMOHHOW O€30MaCHOCTH MO3BOJISIET PEeLIaTh aCHMMETPHYHOE IUPPOBAHUS?
12. MaiiTe onpeneneHne KPUITOCUCTEMBI

13. B uem 3akirouaetcs Meron mudposanns ECB?

14. Ha3oBuTe Tpy OCHOBHBIE CIIOCO0A BBEJCHUE KaKOH-TTHOO CIIy4aifHOW BETMYMHBI B ITPOLIECC IU(PPOBAHNUS
15. B 4em 3akmogaercst mpodiaeMa BCeX METOI0B PaHIOMHU3ALNH COOOICHMIA?

01NN W~

Bomnpock! 1 IPOBEPKH YPOBHS 00y4eHHOCTH "yMeTh'":

1. Kakoro OJHOI'0 U3 CaMbIX I'NTAaBHBIX HEAOCTATKOB JIMIICHBI ACUMMETPHUYHBIC KPUIITOCUCTEMBI 110 OTHOUICHHUIO K
CUMMCTPHUYHBIM aJITOPUTMaM

2. B kakoM citydae TpostHCKast mporpaMma ¢ BeposiTHOCTbI0 90% He Oyner oOHapy)KeHa CTaHAapTHBIM aHTUBUPYCHBIM [10?
3. Kakum 00pa3oM MOKHO OOHApYKHBATh TPOSHCKUE MPOrPAMMBI, KOTOPBIE MOCTOSHHO 00ECIIeYHNBAIOT JOCTYI K
3apakeHHOI OBM, ¢ mOMOIIbIO YTHIMT KOHTPOJIS 32 CETEBBIMH ITOPTaMU

4. Kakoil yTUIMTO# IS ONepalMoHHbIX cucteM kioHa Microsoft Windows MoxxHO 0GHapyKUTh TPOSIHCKHE TIPOTPaMMBI

5. B 4em 3aximo4aroTCs aTaky ¢ LHENbI0 U3MEHEHHs TaOIMIbl MapIIpyTH3Auu ?

6. Ha3oBuTe MakcHMMajbHO BO3MOYKHOE HEMPEPBIBHOE BpeMst 0TKa3a st uHpopmanuu 0 kiacca 6€30TKa3HOCTH

7. Ha3oBuTe MakCHMMajbHO BO3MOKHOE HEIIPEPBIBHOE BpeMst 0TKa3a Aiist uH(popManuu 1 kiiacca 6€30TKa3HOCTH

8. HazoBuTe MakcMMabHO BO3MOXHOE HENPEPHIBHOE BpeMs 0TKa3a Jjisl HHPOpMaLuH 2 Kilacca 0€30TKa3HOCTH

9. HazoBuTe MakCcHMMajbHO BO3MOYKHOE HEMPEPHIBHOE BpeMst 0TKa3a il MHpopMalnu 3 kiiacca 6€30TKa3HOCTH

10. HazoBuTte 00BIYHO CTOPOHHEE JIUIIO, KOTOPOE HECET OTBETCTBEHHOCTH Nepe GUPMOH 3a MoiepiKaHie JOJDKHOTO YPOBHS
“HGOPMALMOHHON 0€30MaCHOCTH B TIOCTABIISIEMbIX UM IIPOJIyKTOB.

11. HazoBure J1u110, KOTOpOE SIBISETCS IIPOMEXYTOUHBIM 3BEHOM MEX/y ONepaTOpaMH M CIIEUATCTaMH I10
nHpOpMaIOHHOM Oe3omacHocTH. Ero 3a1aya — CBOeBpeMEHHO M Ka4eCTBEHHO MHCTPYKTHPOBATh MOJYMHEHHBIN eMy MepcoHai 000
BCEX TPEOOBAHUAX CITy>KObI 0€30MaCHOCTH U CJICIUTD 3a €€ UX BBIIIOJIHEHHEM Ha pabo4ynx MecTax.

12. Ha3oBute n11a, OTBETCTBEHHBIE TOJIBKO 32 CBOM MOCTYNKHU. OHU HE MPUHUMAIOT HUKAKUX PEIICHUN U HU 32 KEM He
HaOJI0AaI0T

13. Ha3oBuTe BHEITHHX CIIELHATUCTOB WM GUPMBI, HAHUMaeMble TIPEIIPHUATHEM JUIS IEPUOIHMIESCKON (JOBOJBEHO PEIKON)
MIPOBEPKH OPraHU3aluy U QyHKIHOHUPOBAHUS BCEH CUCTEMBI 0€30I1aCHOCTH

14. HazoBure JIU110, KOTOPOE MPOBOJIUT PacyeT U NepepacyeT pUCKOB, OTBETCTBEHEH 3a IMOUCK caMO# cBexel nHpopMamu
00 00HapyKEHHBIX YSI3BUMOCTSX B UCIIOJIb3YEMOM B (PUpMeE ITPOrpaMMHOM OOECIIEYEeHUH U B LI€JIOM B CTAHIAPTHBIX aJlTOPUTMaX
15. B kakoM KpHNTOANTOPUTME €IMHUIICH KOAUPOBAHHUS SBISIETCS OJIOK M3 HECKOJIBbKUX 0aHTOB?

Bomnpocs! [yist IpoBepKH ypOBHS 00yYEHHOCTH "BIIAACTh":
1. PaccunraiiTe 3HaueHKE 3aKPHITOTrO KJIt0Ya B Kpunroanropurme RSA, eciiu napametpsl i poBanus p=5 u =7



6e30I1aCHOCTH, OTHOCSITCS:

Pa3paboTka anmapaTHbIX CPeCTB 00ECTIeYeH s IPABOBBIX TaHHBIX

Pa3paboTka 1 ycTaHOBKA BO BCEX KOMIIBIOTEPHBIX MPABOBBIX CETSIX KYPHAJIOB yUeTa ACHCTBHIMA
Pa3paboTka 1 KOHKPETH3AIHs IPABOBBIX HOPMATHBHBIX aKTOB 0OeCTIeueH s O€30MacHOCTH

2. OCHOBHBIMH HCTOYHUKAMH yrpos PIH(bO‘pMaHHOHHOIZ 0C30IaCHOCTH SBJISIOTCS BCE YKa3aHHO€ B CITUCKE:
XI/IHICHI/IC JKECTKUX TUCKOB, IIOJKIIIOYCHHUE K CETHU, HHcaﬁﬂepCTBO

HepeXBaT JaHHBIX, XUINCHUC JAHHBIX, U3BMCHECHUE apXUTCKTYPbl CUCTEMbI

XI/IHICHI/IC JAAaHHBIX, NOAKYII CHCTEMHBIX aAMUHUCTPATOPOB, HAPYIICHUC PETIIaMCHTA pa60TI)I

3. Buzbpl nHGOpMAIMOHHON 0€30MaCHOCTH:
IlepconasnpHasi, KOPIIOPATHBHAS, TOCYAaPCTBEHHAS
KimenTckasi, cepBepHasi, cereBast

JlokanpHasi, T100aIbHAs, CMEIIAHHAS

4. llenu nHpOpMaLIMOHHON 0E30TIACHOCTH — CBOEBPEMEHHOE 00HAPYKEHHUE, IPEAYPEKICHNUE:
HECaHKIIMOHHPOBAHHOT'O JHOCTYIIA, BO3ACHCTBUS B CETH

WHCalIepCcTBa B OPraHU3aIHN

YpEe3BbIYAHBIX CUTYalUH

5. OcHOBHbIE 00BEKTHI HHPOPMAIIMOHHON 0€30aCHOCTH:

KomnsroTepHsle ceTH, 6a3bl JaHHBIX

HubopManroHHbIe CHCTEMBI, ICUXOJIOTHIECKOE COCTOSTHHUE TT0Ib30BaTeNei
Bbusnec-oprueHTHPOBaHHBIE, KOMMEPUYECKHE CHCTEMBI

6. OCHOBHBIMH pUCKaMH HH(POPMAITMOHHOHN 0€30MaCHOCTH SBJISIOTCS:
Hckaxenue, yMeHblIeHHE 00beMa, EPEKOTUPOBKA HHHOPMALIUI
TexHHYECKOE BMEUIATENbCTBO, BHIBEICHHE U3 CTPOSI 000PYAOBaHUS CETH
ITorepst, uckaxeHue, yreuka nHpopMaluu

7. K OCHOBHBIM MPUHITUIIAM 00eCTieueHNsT HHPOPMAIIMOHHOW 0€30MaCHOCTH OTHOCHTCS:
DkoHOMHYECKOH 3 (PEKTHBHOCTH CUCTEMBI 0€30TIACHOCTH

MHoromiatgopMeHHO# peaan3aiuu CUCTEMBI

YcuneHus 3aIUIIeHHOCTH BCEX 3BEHBEB CHCTEMBI

8. OCHOBHBIMHU CYOBEKTaMU HH(POPMAIIMOHHOM OE30MACHOCTH SIBIISIOTCS:
PYKOBOJUTEINH, MEHEIDKEPBI, 8 IMIHUCTPATOPBI KOMITAaHHH

Oprassl IIpaBa, FOCYAapcTBa, OU3HECa

ceTeBbie 0a3bl TaHHBIX, (PaepBOILIBI

9. K 0CHOBHBIM (DYHKIIMSM CUCTEMbI O€30IIaCHOCTH MOXHO OTHECTH BCE IIEPEUUCICHHOE!
YcraHOBIICHHE PErTIaMEHTa, ayAUT CUCTEMBI, BHISIBIICHUE PUCKOB

VYcraHoBKa HOBBIX O(HCHBIX MPUIOKEHUH, CMEHA XOCTHHT-KOMITAaHUH

BHenpenue ayTeHTH(HUKAINH, TPOBEPKH KOHTAKTHBIX JAHHBIX MOIb30BaTeNeH

10. TIpununomM uHMOPMAMOHHON OE30MACHOCTH SBJISICTCS MPUHIIUAI HEAOY IIICHUSL:
HeomnpaBnaHHbIX OrpaHn4eHuil mpu paboTe B ceTH (CUCTEME)

PuckoB 6e30macHOCTH CETH, CUCTEMBI

IIpe3ymnumu cexpeTHOCTH

11. IIpHHIMIIOM MOJUTUKY HHGOPMALIOHHON 0€30IaCHOCTH SIBJSIETCS TPUHIIHIL
HeBo3M0OXKHOCTH MUHOBATB 3allIUTHBIE CPEICTBA CETH (CUCTEMBI)

Ycunenus OCHOBHOTO 3B€HA CETH, CUCTEMBI

ITonnoro G1oKMpOBaHUs AOCTYIA IIPU PUCK-CUTYaLHAX

12. ITpuHIUIOM HOJUTUKY UHGOPMALMOHHON 0€30I1aCHOCTH SIBIISIETCS IPUHIMIL
Ycunenus 3alUIIEHHOCTY CaMOI'0 HE3ALIUIIEHHOTO 3BEHA CETH (CUCTEMBI)
Ilepexona B Ge301acHOE COCTOSIHUE PAOOTHI CETU, CUCTEMBI

ITonmHOrO OCTYNA NONB30BaTENEH KO BCEM peECypcaM CeTH, CUCTEMBbI

13. IIpHHIMIIOM MOJUTUKY HHGOPMAIOHHON 0€30IaCHOCTH SIBISIETCS TPHHIIHIL
Paznenenus nocryna (00s3aHHOCTEH, TPUBUIIETHH) KIMEHTaM CETH (CHCTEMBI)
OnHOYPOBHEBOH 3aLUTHI CETH, CUCTEMBI

CoBMECTUMBIX, OJHOTUIIHBIX IPOrPAMMHO-TEXHHUYECKUX CPEJCTB CETH, CUCTEMBI

14. K OCHOBHBIM THUIIaM CPE/CTB BO3JEHCTBUS HA KOMIIBIOTEPHYIO CETh OTHOCHTCS:
KomnbrorepHslii cooit

Jlornyeckue 3aKIaKH («MUHBI»)

ABapuitHO€ OTKITIOYCHHE TUTaHU



15. Koraa mony4eH ciam 1o e-mail ¢ npunoxxeHHbIM Gaitiiom, cieayer:
IIpounraTs NpUIOKEHUE, €CIM OHO HE COAEPIKUT HUUET0 LIEHHOTO — YIaJIUTh
CoxpannTh npuinoxeHue B napke «Cramy», BEIICHUTB 3aTeM |P-anpec
TeHeparopa crnama

Y 1anuth NUCHMO C NIPUIOKEHUEM, HE PAcKpbIBas (HE YUTast) €ro

(Komnerenmus: OIIK-4)

1. TapaHTHst TOTO, YTO KOHKpEeTHAss HHGOPMAIHS TOCTYIIHA TOJIBKO TOMY KPYTY JIUIL, I KOTO OHA MpeHa3HAYCHA;
HapyIICHHE STOI KaTerOpUH Ha3bIBACTCS XUIICHUEM JIHO0 pacKpbITHEM HH(OpMAIHK

KOH(HICHIIUATLHOCTh

LEJIOCTHOCTD

AyTEHTHYHOCTD

areJuIMPyeMOCTh

2. TapaHTHs TOTO, YTO HHPOPMALS CeHYac CyIIeCTBYeT B €€ HCXOIHOM BHJE, TO €CTh IIPH €€ XPaHSHUH WM Iepeade He

OBUIO ITPOU3BEIEHO HECAHKIIMOHMPOBAHHBIX U3MEHEHUIT; HapyIlIeHHE 3TOH KaTeropiu Ha3biBaeTcs (daibcuduranneit coodoueHus
KOH(HIEHINATBEHOCTD

LEJIOCTHOCTD

ayTEeHTUYHOCTh

aneyuImpyeMocCThb

3. T'apaHTHs TOTrO, YTO HCTOYHMKOM HH()OPMALIMH SIBJISICTCSI IMEHHO TO JIUILIO, KOTOPOE 3asBJICHO KaK e¢ aBTOp; HApYyILICHHE
ATOW KaTerOpHH TaKXKe Ha3bIBacTCs (halbCUPUKALIUCH, HO yKe aBTOpa COOOIICHUS

KOH(MUICHIIHATEHOCTD

IeJIOCTHOCTD

AyTEeHTUYHOCTh

aneJUIUPYeMOCTb

4. I'apaHTHs TOrO, 4TO IPU HEOOXOAUMOCTH MOXKHO OyIeT JOKa3aTh, YTO ABTOPOM COOOIEHHS SBISETCS MIMEHHO

3asBJICHHBIN YEJIOBEK, U HE MOXKET SBJIATHCS HUKTO JAPYTOi; OTIUYHE STON KATETOPUH OT MPEIBIAYIICH B TOM, YTO TIPH MOJAMEHE
aBTOpPA, KTO-TO JIPYTO# MBITACTCS 3asIBUTh, YTO OH aBTOP COOOILCHHUS, & IPU HAPYIICHHH alleJUINPYEMOCTH — CaM aBTOp TIBITACTCS
"OTKpeCTUTHCSA" OT CBOMX CJIOB, TIOJIMCAHHBIX UM OTHAXKIBI.

KOH(HUICHINATBHOCTh

LIEJIOCTHOCTD

ayTCHTI/I‘{HOCTI)

aneyumpyeMocCThb

5. TapaHTHs TOrO, YTO CUCTEMa BEAET ceOsl B HOPMAJILHOM U BHEIITATHOM PEXUMaX TaK, KaK 3alNIaHUPOBAHO
HaJIe)KHOCTh

TOYHOCTh

KOHTPOJIb JOCTYIIA

KOHTPOJHMPYEMOCTD

6 Yposenb mogenu OSI, koTopblii 0TBE4aeT 3a JOCTaBKY OOJBIINX COOOIICHUH MO JIMHUSIM C KOMMYTaIlel makeroB. Tak Kak B
HOAOOHBIX JIMHUSX pa3Mep IaKeTa NpecTaBisieT coboii 00b1uHo Hebomboe ynciio (0T 500 GaifT no 5 xkuno0bair), To It nepenadu
6oubIINX 00BEMOB MH(POPMAIMU UX HEOOXOIUMO pa3dUBaTh Ha Iepealoiieil CTOpoHe U coOUpaTh Ha IPUEMHOM.

PusznuecKkuil ypoBeHb

KaHnanbHBIH ypoBEHD

CeteBoil ypoBEeHb

TpaHcHOpTHBIN YpOBEHB

CeaHCOBBII YPOBEHb

7. Yposenb mozenu OSI, koTopelii OTBEUAET 3a MPOLIEAYPY YCTAHOBICHHUS Havyalla ceaHca M MOATBEpkKIeHHE (KBUTUPOBAHHUE)
HPUX0Ja KOKAOTO MAKeTa OT OTIIPABUTEIIS MTOIyqaTeIIo.

dusznueckuil ypoBeHb

KananpHsbiii ypoBeHb

CereBoil ypOBEHb

TpaHcnOpTHBIN ypOBEHb

CeaHCOBBII YPOBCHb

8. HempenycMoTpeHHOE B3aMMOJEHCTBUE JAHHBIX MEXIY COOOH U JaHHBIX C KOLOM
Hnrepdepenius

Hapymienne HessBHBIX orpaHuYeHUMA

Her Bepnoro orsera

9. Kakas yTHiIMTa TI03BOJISIET ONPEICIUTh HACTPOHKH KOMITBIOTEpA ISl TIOAKIIIOUCHHS K JIOKaJIbHOM ceTh U K ceTu Internet
Ipconfig

ping

tracert

Whois



CuMMeTpHYHBIE KPUIITOANTOPUTMBI
ACHMMETpUYHBIE KPHIITOAITOPHTMBI
TaiiHonuch

Her Bepnoro oteera

12. Anroput™m TaxkoB, 4TO JJIs 3aIH(DPOBKU COOOIIEHHSI UCTIONB3YyeTCs OuH ("OTKPBITHII'") KIII0Y, U3BECTHBIA BCEM
JKENAIoIUM, a JUTs paciu(pOBKU — APYroH ("'3aKphITHINA"), CYIIECTBYIOMINI TOJIBKO Y MOIyYaTes.
CHUMMeTpHYHBIE KPUIITOAITOPUTMbI

AcCUMMETPUYHBIE KPUIITOAITOPHUTMBI

TaiiHonuch

Her Bepnoro oteera

13. OtnpaBuTeNp ¥ MOJy4aTeib MPOU3BOIAT Hall COOOIIEHHEM MPE0Opa30BaHUs, U3BECTHBIC TOJIBKO UM JBOUM
CuMMeTpHYHBIE KPUITOAITOPUTMBI

AcUMMETpUYHBIEC KPUITOAITOPUTMBI

TaitHonuch

Her BepHoro oreera

14. B 3aBHCHMOCTH OT XapakTepa BO3AeHCTBHIA, TPOU3BOTUMBIX HAJl JAHHBIMH, aJITOPUTMBI MOJPA3ISIIIOTCS Ha
TlepecTaHOBOYHBIC U MTOJICTAHOBOYHBIC

CHUMMETpHYHBIC KPUIITOAITOPUTMBI U ACHMMETPHYHBIE KPUIITOAITOPUTMBI

TIoTokoBEIE U OJIOYHEBIE

Her Bepnoro otBera

15. Metoz 06paTuMbIX peoOpa30BaHUil TEKCTa, MPU KOTOPOM 3HAUEHHE, BEIYHCICHHOE OT OJTHOM U3 YacTel TeKCTa,
HAKJIa[bIBACTCS Ha JAPYTUE YACTH.

Certp Deiimrens

CkpeM0Oiepbl

CuUMMeTpHYHbIE KPUIITOAITOPUTMBI 1 ACHMMETPHUYHBIE KPUITOAITOPUTMEI

IToToKOBBIE KPUITOATITOPUTMEI

Her Bepnoro otBera

(Kommetenmms OITK-6)

1. ITpunnun Kupxroda:

CeKkpeTHOCTh KITF04a OIpeieieHa CEKPETHOCTHIO OTKPBITOTO COOOIICHUSI
CekpeTHOCTh HH(OPMAITHH ONpe/ielieHa CKOPOCTHIO MepeIadr JaHHBIX
CeKpeTHOCTh 3aKPhITOTO COOOIICHHS ONPEIENACTCS CEKPETHOCTHIO KITI0Ua

2. OUII - aro:

DnekTpoHHO-1I(POBOH IIpeodpa3oBaTelb
DnekTpoHHO-1I(POBast OIIHCH
DnekTpoHHO-I(POBOH IIPOLIECCOP

3. Hamnbonee pacripocTpaHeHBI yTPO3bI HHPOPMAIIMOHHOH 0€301aCHOCTH KOPITOPATHBHOM CHCTEMBI:
INoxynka Henunenzuoxnuoro 110

OmnOKY KCIITyaTalluy ¥ HEYMBIIITIEHHOTO U3MEHEHUS PexUMa paboThI

CHCTEMBI

Co3HaTeIbHOTO BHEIPEHNUS CETEBBIX BHPYCOB

4. Haunbonee pacmpocTpaHeHbl yTpo3sl HHPOPMAMOHHOW 0€30MTaCHOCTH CETH:
PacnpeneneHHblil 10CTYT KIMEHT, 0TKa3 000pyI0BaHHS

MopanbHbIil H3HOC CETH, HHCANIEPCTBO

CoOoii (oTKa3) 000pyAOBaHMS, HEJIETaIbHOE KOMUPOBAHUE JJAHHBIX

5. Haubosee pacnpocTpaHeHbl CpeCcTBa BO3/ICHCTBUS Ha ceTh oduca:
Cnabsrit Tpaduk, nHGOPMALMOHHEIH 00MaH, BUPYCHl B MUHTEPHET

Bupycsl B ceTH, TorH4ecKie MUHBI (3aKIaKk1), HHHOPMAIIOHHBIH IlepexBar
KommnerotepHsie cOou, U3MEHEHHE aJMUHCTPUPOBAHMS, TOTIOJIOTUH

6. YTeukoii HHGOpMaLUK B CUCTEME Ha3bIBACTCS CUTYalUs, XapaKTepu3yemasi:
IloTepeit naHHBIX B cHcTEME

V3meneHneM (GpopMbI HHPOPMAITHH

H3menenueM coaepxkanus uHGopManuu

7. CpoticTBamMu HHpOpMaNUK, HanOoJIee aKTyalbHBIMU IPH 00eCIeYeHIH HH(OPMAIIMOHHOM 0€30IIaCHOCTH SIBIISIOTCS:
IlemocTHOCTH

HoctynHocTh

AKTyabpbHOCTH

8. Yrpo3a nHpOpMaIMOHHOH cucTeMe (KOMITBIOTEPHOM CETH) — 3TO:
RenosTHOe cobriTHe



JlerepMuHrpoBaHHOE (BCEra ONpeICIieHHOE) COOBITHE
CoObbiTHE, NPOUCXOISIIIEe TEPUOANICCKI

9. ndopmanus, KOTOPYIO CIeAyeT 3alIMIIaTh (II0 HOpMaTHBaM, IPaBUJIaM CETH, CHCTEMBI) Ha3bIBAETCS:
PermamentupoBanHOi

IIpaBoBoit

3amumiaeMoit

10. Pa3zHoBUIHOCTSIMH yIpo3 0€30MaCHOCTH (CETH, CHCTEMBI) SIBJISIOTCS BCE EPEUNCIIEHHOE B CIIHCKE:
IIporpamMMHBbIe, TEXHUYECKUE, OPTaHH3aIMOHHBIC, TEXHOJIOTHUECKHIE

CepBepHble, KJIMEHTCKHE, CITyTHUKOBbIE, HA3eMHbIE

JInuHble, KOpHOpaTUBHBIE, COLMANIbHBIE, HAIIUOHAIbHBIE

11. OxoHuaTeNFHO, OTBETCTBEHHOCTH 32 3alIUIIEHHOCTh JaHHBIX B KOMIIBIOTEPHOU CETH HECET:
Brnanenen cetn

AIIMUHHUCTpATOp CEeTH

TTonp30oBarens ceTu

12. TTonuTrka 6€30aCHOCTH B CUCTEME (CETH) — 3TO KOMILIEKC:

PyxoBozcTB, TpeOoBaHUil oOecrieueHnst HEOOXOAUMOI0 YPOBHsI 6€3011aCHOCTU
WHcTpyKuuii, anropuTMOB MOBECHUS M10JIb30BATENS B CETH

Hopwms! nadopMaIimoHHOr0 NpaBa, coOI0JaeMbIe B CETH

13. Hanbosee BaKHBIM IPH peANU3aNNH 3aIUTHBIX Mep IMOJUTHKH O€30MaCHOCTH SBIISETCS:
Aynut, aHaiIM3 3aTpaT Ha MPOBEICHHUE 3AIUTHBIX Mep

Aynut, aHanu3 6€30MacHOCTH

Ayaut, aHanmu3 ysI3BUMOCTEH, pUCK-CUTYaLUi

14. Cpennee MakcuMalibHOE BpeMst 0TKa3a auist uHpopManuu 0 kinacca 6€30TKa3HOCTH
1 nens

2 yaca

12 MuHyT

20 MuHYT

15. B xakoM KpHIITOANTOPUTME eIUHUTIEH KOTUPOBAHUS SIBISIETCS OUH OUT?
TaitHommuch

IIepecranoBouHBIE

IToxpcranoBouHEIE

IToToxoBbIe

(Komnerenuust OTIK-14)
1. Kaxue 3akoHsI cymecTByIoT B Poccuiickoit @enepariy B 001acT KOMIBIOTEPHOTO NpaBa? (BEIOpATh HE MEHEE JBYX
BapHaHTOB)
a. O rocynapcTBeHHOI TaliHe
b. O6 aBTOpCKOM 1 CMEKHBIX TIpaBax
. O rpaxx1aHCcKOM J10JIre
. O mpaBoBoii oxpane mporpamm it OBM u BJ]
. O mpaBOBO# OTBETCTBEHHOCTH
006 undopmanyu, HHGOPMATU3AUH U 3AIUILEHHOCTH HHpOpMau

=D o O

2. K acniextaM nH(GOPMAIMOHHOM 0€30ITaCHOCTH OTHOCSTCS (BBIOPATh HE MEHEE JBYX BapHAHTOB)
a. JluckpeTHOCTh

b. emocTHOCTH

. KordunenmnmansHocTh

d. AkTyanbHOCTh

e. loctymHocTh

3. Coznanue 1 UCIIOIb30BAHUE CPEICTB OMIACHOTO BO3/ACHCTBHA Ha HHGOPMAIIMOHHBIE Cephl APYTHX CTPaH MUpPA U
Hapyn€eHue HOpMaJIbHOI'O (I)yHKHI/IOHI/IpOBaHI/IH I/IH(l)OpMaL[I/IOHHBIX 1 TCJICKOMMYHUKAIIUOHHBIX CUCTEM Ha3bIBACTCA
a. UnpopmanmonHas BoiiHa

b. Undopmarmornoe opyxue

C. MuopMaoHHOE IPEBOCXOJICTBO

4. Kaxo#t opran obecrieyrBaeT 0€30MacHOCTh yupexxaeHuid PO, Haxoasmuxcs 3a mpeeaaMu ee TEpPUTOPHH, U
KOMaH/IMPOBaHHBIX 33 TPaHHIy TpaxkaaH PD, NMEIOMHUX 110 pOay CBOCH AEATEIBHOCTH JIOMYCK K CBEICHHSIM, COCTABISTIOIIUM
TOCYAApCTBEHHYIO TaitHy?

a. ®enepanpHas ciayx0a 0e30macHOCTH

b. ®enepanpHas ciryxba KOHTppa3BeIKH

. Ciyx0a BHeUIHEH pa3BeaKu

d. ®enepanbhast ciry0a 10 TEXHHYECKOMY KOHTPOJIIIO M 3KCIIOPTHOMY KOHTPOJIIO



b. k oprannzanMOHHO-TEXHMIECKAM METO1aM obecrieueHus HH)OPMAIIMOHHON Oe30TTaCHOCTH
C. K 9KOHOMHYECKUM METOoJIaM obecrieueHrs HHGpOpMaIIMOHHOM 6e30MmacHOCTH
d. K moMMTHYECKUM MeTo1aM obecriedeH s HH)OPMAIIMOHHON 6€30MacHOCTH

6. Kakoe 13 nepeyncieHHbIX YCTPOUCTB CIIOJIB3YeTCs IS Iepejaul JAaHHBIX B BUIC MJICKTPUICCKUX CUTHAIIOB?
a) Kabenn

b) CriyrHuk

¢) Onrudeckuii kabenb

7. Kakue cyniecTBYIOT OCHOBHbIE YPOBHH 0OecriedeHus 3aiuThl nHpopmanun? (BEIOpaTh He MEHEE IBYX BApHAHTOB)
a. 3aKoHOJaTeNbHBIN

b. AaMunHCTpaTHBHBII

C. [IporpaMmmMHO-TeXHUYECKHIA

d. ®uznueckuii

e. BeposiTHOCTHBIN

f. Tlpouey pHbrii

0. PactipenenurensHeblit

8. dusnueckue cpeacTBa 3aUThH HHOOpMAUU

a. CpezcTBa, KOTOPBIE PEaM3yIOTCS B BHJIE aBTOHOMHBIX YCTPOHCTB H CHCTEM

b. YcrpoiicTsa, BcTpanBaeMble HETTOCPEACTBEHHO B anmapatypy AC WM ycTpOHWCTBa, KOTOPBIE COPSATAIOTCS C armaparypoit
AC 1o crangapTHOMY HHTEpQeiicy.

C. DTO IPOTpaMMEl, IpeTHa3HaYCHHBIE JJIs BBIOJIHEHNST (PYHKINHA, CBI3aHHBIX € 3alIUTON HHOOpMaUH

d. CpencTBa, KOTOpBIE PEATU3YIOTCS B BUIE dJEKTPUIECKHX, DICKTPOMEXaHHIECKUX U DJICKTPOHHBIX YCTPOMCTB.

9. B 1eM 3akioyaeTcsi OCHOBHAs MPUYKHA ITOTEPbh HHPOpMaIHy, cesi3anHoi ¢ [TK
a. C rimoGanpHbIM XUIlleHHEM HH()OpMaIu

b. C nosBnenne Nurepuera

. C HelocTaTOYHO# 00pa30BaHHOCTHIO B 00J1aCTH 0€30TIACHOCTH

10. TexHu4ecKue CpeaCcTBa 3aIUTHI HHYOpMALIUU

a. CpezcTBa, KOTOPBIE PEaM3yIOTCs B BHJIE aBTOHOMHBIX YCTPOHCTB H CHCTEM

b. YcrpoiicTsa, BcTpanBaeMble HETTOCPEACTBEHHO B anmapatypy AC WM ycTpOUCTBa, KOTOPBIE COPSATAIOTCS C armaparypoit
0 CTaHAAPTHOMY HHTepdeiicy

C. OTO nporpamMmsl, IpeJHa3HAYCHHbIE AJIS BBIIOIHEHUS (PyHKLUH, CBA3aHHBIX € 3alUTON HHYOpMaLUK

d. CpencTBa, KOTOpBIE PEATU3YIOTCS B BUJIE IJICKTPUUECKHX, DIIEKTPOMEXaHHICCKUX M dJIEKTPOHHBIX YCTPOHCTB

11. Ilox m3onsnueil u pazaenenueM (Tpedosanue k odbecneuenuto 11b) monumaior

a. Paznenenue nHpopmanuy Ha rpynnsl Tak, YTOObI HAPYIICHUE 3aIIUTHI OJHOM IPyIIbl HHGOPMAIUU HE BIUAJIO HA
0e30macHOCT APYTHX TPpyNH HHOpMALIH

b. PazneneHne 0GbEKTOB 3alUTHl HA [PYIIIBI Tak, YTOOB!I HAPYLICHHUE 3AIUTHI OAHOW MPYIIbBI HE BIMSIO HA 6E30MaCHOCTb
JPYTUX TPYHIT

12. Kaxoif TOKyMEHT yCTaHABIHBAET MOPSATOK 00PabOTKH NepCOHANBHEIX JaHHBIX B Poccun?

a) Koncrutynus Poccuiickoit denepanuu

b) ®enepanpHsblii 3akoH "O6 nHbOpMaIHK, HHHOPMALIMOHHBIX TEXHOJIOTHAX U 3amuTe nHGopmanuu"
) @enepanpublii 3akoH "O MepcOHANBHBIX JaHHBIX"

13. Kakoii opran B Poccun ocyuiecTBiseT rocy1apCTBEHHbIH KOHTPOJIb B 00JIACTH 3aIUTHI HH(pOpMaLuu?
a) ®Cb
b) MB/]

¢) Pockomuanzop

14. Kaxoii U3 IIepedrCICHHBIX METONOB ITH()POBAHUS CUUTAETCS CAMBIM CTapbIM?
a) udp Lezaps

b) HIndp Buxenepa

¢) HIudpp Sxurma

15. Kako# 13 mepedncieHHbIX alrOpUTMOB IIH(POBAHUS SBJISETCS CHUMMETPHIHBIM?
a) RSA
b) AES
c) DSA

HTOroBoe TecTUPOBAHUE K IK3AMEHY

(Komnerenuus OIIK-2)

1. Co3naHue ¥ HCIOIBb30BaHNE CPEICTB OMACHOTO BO3ACHCTBHUs Ha HH(GOPMAIMOHHBIE CQEphl IPYTHX CTPAH MUPA U HaPYIICHUE
HOPMAaJIBHOTO (PyHKIIMOHHPOBAHMS HH)OPMALMOHHBIX U TEICKOMMYHUKALHOHHBIX CHCTEM 3TO. ...

UHQOPMAIOHHAST BOWHA

HHGOPMALMOHHOE OPYKHUE

“HGOPMALMOHHOE TIPEBOCXOACTBO



0aHKOBCKasl TaliHa
KOH(HICHIIHAbHAST HHPOPMALUS

3. T'apaHTHSs TOTrO, YTO KOHKPETHAs! HH(OPMALHs JOCTYIIHA TOJIBKO TOMY KPYTY JIMII, Il KOTOPBIX OHA IpeIHa3HaYCHA
KOH(HICHIIUATLHOCTh

IEJIOCTHOCTD

JOCTYITHOCTb

AyTEeHTUYHOCTh

arnmenepyeMocThb

4. I'apanrus toro, uto AC Benet ce0s B HOPMAJILHOM M BHEILITATHOM PEXKHME TaK, KaK 3aIlIaHUPOBAHO
HaJIe)KHOCTh

TOYHOCTh

KOHTPOJIUPYEMOCTb

YCTONYHMBOCTh

JIOCTYITHOCTh

5. CriocoOHOCTH CUCTEMBI K IIeJICHANPABICHHOMY MTPUCIIOCOOJICHHIO ITPYU U3MEHEHUH CTPYKTYPBI, TEXHOJIOTHYECKUX CXEM HITH
yCIIOBUH ()YHKIIMOHHPOBAHU, KOTOpoe crnacaeT Biajensina AC oT He0OXOAMMOCTH MPUHATHS KapIMHAJIbHBIX MEp I10 MOJHON
3aMeHe CPEeJCTB 3aIlUTHI HAa HOBEIE.

TIPUHIIATI CUCTEMHOCTH

TIPUHIIATT KOMIUIEKCHOCTH

TIPUHIIAI HENPEPHIBHOM 3aIIUTHI

MPUHIMI Pa3yMHOI JOCTATOYHOCTH

MPUHIMI THOKOCTH CUCTEMBI

6. B xiaccugukaiuio BUpyCcoB Mo CIoco0y 3apaXeHUs BXOIAT
OTacHbIE

(haitnoBbie

pe3uIEHTHBIE

3arpy304HbIE

(aitnoBo -3arpy304HbIe

Hepe3uCHTHBIC

7. KOMHHGKC HpeBCHTI/IBHLIX Mep 110 3a1IUTe KOH(i)I/I}J,CHU,I/IaI[bHI)IX JAaHHBIX U I/IHq)OpMaLll/lOHHI)IX HpOLleCCOB Ha Hpeﬂl’lpl/lﬂTI/II/I 3TO...
KOMILIEKCHOe oOecnieuenne b

6e3omacHocTh AC

yrposa b

araka Ha AC

TOJUTHKA 0€30ITaCHOCTH

8. Bupycel, He cBs3bIBAIONINE CBOM KONIUH ¢ (haiiaMu, a co3IarolIie CBOM KOIMK Ha TUCKaX, He M3MEHsISI IPYTUX (aiiios,
Ha3bIBAIOTCS:

KOMITIaHBOH - BUPYCaMHU

4epBH

napa3uTHYECKHE

CTYICHUYECKUE

TIpU3PaKU

CTEJIC - BUPYCHI

MaKpOBHUPYChI

9. K Bumam cucteMbl 0OOHapy>KeHUS aTaK OTHOCSTCS :
cucTeMBl, 0OHapy»xeHus ataku Ha OC

CHCTEMBI, 0OHAPY)KEHMs aTaKU Ha KOHKPETHBIE MPHUII0KEHUS
CHCTEMBI, 0OHapY)KEeHHs aTaky Ha yJIaleHHbIX bJ]

BCE BapUAHTHI BEPHBI

10. ABTOMaTH3UpOBaHHAs CUCTEMa JOJDKHA 00ECTIeYnBaTh
HaIe)KHOCTh

JIOCTYITHOCTh

LIETTOCTHOCTD

KOHTPOJIMPYEMOCTb

11. OcHOBHBIMU KOMIIOHEHTaMH NAPOJbHON CUCTEMBI SABIISIOTCS
uHTepdeic aAMUHNCTPAaTOPa

XpaHUMas KOIHs IapoJist

6a3a JaHHBIX Y4ETHBIX 3alucei

BCE BAPHAHTBI BEPHBI

12. HeKOTOpOC CCKPETHOC KOJINICCTBO I/IH(i)OpMaI_[I/II/I, HU3BECTHOC TOJIBKO II0JIB30BATCIIO U HapOJ'H;HOﬁ CHUCTEME, KOTOPOC MOKET OBITh
3aIIOMHEHO TI0JIb30BATEIIeM U MPEIBIBICHO JIJIs TPOXOXKICHHUS MPOLEAYDBI ayTeHTU(hUKAIIMH 3TO .. ..



Y4€THasA 3a1mcCh 110JIb30BaTEIIA
ImapoJibHast CUCTEMa

13. K npunimnam uHOPMAIMOHHON 0€30MaCHOCTH OTHOCSTCS
CKPBITOCTD

MacImTaOHOCTh

CHCTEeMHOCTh

3aKOHHOCTb

OTKPBITOCTH AJITOPUTMOB

14. K BupycaM U3MEHSIOIIMM Cpely OOUTaHUS OTHOCSTCS:
4epBH

CTyZI€HYECKHUE

noauMopHbIC

CILy THUKHU

15. OxpaHa nepcoHaNbHBIX JaHHBIX, TOCYAapCTBEHHOH CIIyKeOHOH U APYTUX BUIOB HHGOPMAIIMH OTPaHUYEHHOTO JJOCTYIIA 3TO. ..
3ammra uHbDOpPMALUU

Komnbrotrepnas 6e30macHOCTb

3amuIeHHOCTh HH)OPMAIHN

BesomacHocTs JaHHBIX

(Kommetenmms OITK-4)

1. B 3aBuCcHMOCTH OT pa3Mepa O110ka HHGOPMAIUH KPHITOANTOPUTMEI AEIISATCS Ha:
IlepecTaHOBOYHBIE U NTOICTAHOBOYHBIE

CuMMeTpHYHbIE KPUNITOAITOPUTMBL U aCUMMETPUYHbIE KPUITOAITOPUTMBI
ITorokoBble U 6104YHBIE

Her Bepnoro otsera

2. ANTOPHUTM C)KaTHsI OPUSHTHPOBAH Ha HEOCMBICIICHHBIE MOCIIEI0BATEILHOCTH CUMBOJIOB KaKOro-1nb0 andasura.
Asroputm Xaddmana

Anropurm Jlemmens-3uBa

AunroputMm Rijndael

Anroputm TEA

3. AIropuT™ CKaTusl OCHOBAH HA00OOPOT Ha KOPPEIALIMAX MEXKAY PACIOIOKEHHBIMU PSIIOM CUMBOJIAMH al(haBUTA
(c1oBaMu, yIpaBIsSIOIUMY [T0CIEI0BATEILHOCTAMH, 3ar0JI0BKaMu (hailyioB pUKCHPOBAaHHON CTPYKTYPHI)
Anroputm Xaddmana

Anroput™ Jlemnens-3uBa

AunroputMm Rijndael

Anroputm TEA

4. B KaKOoM KPHUIITOANTOPUTME SIUHHICH KOAUPOBAHNS SABISETCS OJUH OUT?
IMoTokoBBIe MHPEI

brnounsle mudpst

IToncranoBoUHBIE KPUITOATITOPUTMEI

[lepectaHOBOUHBIE KPUITOATITOPUTMBI

5. B KakoM KpUNTOAITOPUTME €MHHULIEH KOIUPOBaHUS SIBISIETCS OJIOK U3 HECKOIBKUX OalTOB?
IMoTokoBBIe MHPEI

Brrounsie mmdper

IloncraHoBOUHBIE KPUITOATITOPUTMBI

IlepecTaHOBOUHBIE KPUIITOAITOPUTMBL

6. JIuio, HEMoCPeICTBEHHO paboTaroliee ¢ TaHHOH HHPOopMaIiel. 3a4acTyI0 TOJILKO OH B COCTOSTHHH PEAIbHO OLICHUTH

KJacc oOpabaTeiBaeMOil HH(pOpPMALIMK, a MHOT/IA ¥ PacCKa3aTh O HECTAHJAPTHBIX METO/IaX aTak Ha Hee (y3KOoCTIeHUPHUYHBIX A
3TOTO BHJIA IJAHHBIX).

Crieranuct 1o HHGOPMALMOHHON 0€30TaCHOCTH

Brnanenen nndopmannu

ITocraBimyk anmnapaTHOro ¥ MporpaMMHOTo 00ecreyeHHs

JIvHelHbI MeHeKep

7. OOBIYHO CTOPOHHEE JIUII0, KOTOPOE HECET OTBETCTBEHHOCTH Mepe1 (GPHPMOI 3a MO Iep KaHue TOHKHOTO YPOBHS
MH()OPMAIIMOHHON 0€30I1aCHOCTH B OCTABJISIEMbIX UM IIPOIYKTOB.

Crieranuct no “HGOPMALMOHHON 0€30TaCHOCTH

Brnanenen undpopmannu

INocTaBmuKk anmapaTHOTo U MIPOrPaMMHOT0 o0ecredeHust

JIlvHelHbIl MeHeKep

8. .HI/IIIO, KOTOPOE€ ABJIACTCA MPOMEKYTOYHBIM 3BEHOM MEXK/Y OIl€paToOpaMu U CI€UATIUCTAMU 110 PIH(i)OpMaHHOHHOfI
Oe3omacHOCTH. Ero 3amada — cBOEBDEMEHHO M KAUeCTBEHHO HHCTDVKTHDOBATH MTOMUYMHEHHBIN €MV IepcoHaI 000 BceX TDEOOBAHUIX



Jluneitnsrit MeHeKEp

9. JInua, OTBETCTBEHHBIE TOJIBKO 3a CBOU MOCTYNKH. OHM HE IPUHUMAIOT HUKAKUX PELICHUH U HU 32 KEM He HaOII0JaroT
CrieranucT 1o HHGOPMALMOHHON 0€30TTaCHOCTH

Bnanenen undpopmanuu

Oneparop

JIvuHelHbI! MeHeKep

10. BHemHue CrenuaIucThl Wik GUpMbl, HAHUMaeMble TIPEIIPHATHEM IS IEPUOIMICSCKON (JIOBOIBHO PEIKON) IPOBEPKU
OpraHu3alyy U QyHKIHOHUPOBAHKS BCEH CHCTEMBI 0€30MaCHOCTH

CrieranucT 1o HHGOPMALMOHHON 0€30TTaCHOCTH

Bnanenen undpopmannu

Omneparop

Ayautopsl

11. Cpennee MmakcuMaabHOE BpeMs OTKa3a JijIsl HHPOpPMAIUH 3 Kilacca 0€30TKa3HOCTH
1 nenp

2 yaca

12 munyT

20 MuHYT

12. Cpennee MakcUManbHOE BpeMsl 0TKa3a sl HHpopMaruu 2 kinacca 6€30TKa3HOCTH
1 mens

2 yaca

12 MuHyT

20 MUHYT

13. Cpennee MakcUMalIbHOE BpeMsl O0TKa3a Juist uHpopManuu 1 kiacca 6€30TKa3HOCTH
1 nenn

2 gaca

12 MuHyT

20 MuHyT

14. Cpennee MakcUManbHOE BpeMst 0TKa3a s nHpopMannu 0 kiacca 6€30TKa3HOCTH
1 nens

2 gaca

12 MuHyT

20 MuHYT

15. B kakoM KpUITOAITOPUTME €UHULIEH KOTUPOBAHHUS SIBIISIETCS OJUH OUT?
TaitHOIIUCH

IlepecranoBouHbBIE

IloncranoBouHbIE

IToToxoBEIE

(KommeTtentus OITK-6)

1. Cuctema (¢usnyeckoii 0€30MaCHOCTH BKJIIOYACT B ce0s  CIEAYIOLIHE TOJACUCTEMBL:
OLICHKa 00CTaHOBKHU

CKPBITHOCTD

CTPOUTEIbHBIC MPEHSTCTBHUS

aBapuifHas ¥ ITOXKapHAast CUTHATN3AIUS

2. Kakue creneHu clI0XXKHOCTH ycTpoiicTBa Bam u3BecTHbI
YIPOIIEHHBIE

HPOCTHIE

CJI0’KHBIE

ONTHYECKHUE

BCTPOCHHBIE

3. K MexaHM4eCKHUM CHCTEMaM 3allMThl OTHOCSTCS:
MPOBOJIOKA

CTeHa

CUTHAIIM3aIUs

4. Kakue KOMIIOHEHTBI BXOSAT B KOMIUICKC 3aIIUThI OXPAHIEMbIX O0BEKTOB:
CHTHAJIM3ALHS

oxpaHa

JATYHKN

TENICBU3UOHHAS CHCTEMA



5. K BoimosnHsieMoid (yHKIUH 321U Thl OTHOCUTCSI:
BHEIIHSS 3alIUTa

BHYTPCHHSIS 3aIUTa

BCE BapUAHTHl BEPHBI

6. Habop anmapaTHBIX ¥ NPOTrpaMMHBIX CPEACTB UL 00ECIIEYEHUS] COXPAHHOCTH, JOCTYITHOCTH U KOH(MUACHIIMAILHOCTH JaHHBIX:
3ammra uHbDOpPMALUU

Komnbrotrepnas 6e30macHOCTb

3anuneHHocTs HHQOpMaluu

BbesonacHocTh aHHBIX

7.CpencrBa yHHUTOXCHUSI, HCKAKEHMS WK XUIICHHST HH)OPMAIIMOHHBIX MACCHBOB, JOOBIBAHMUS M3 HUX HEOOX0ANMON nHMOpMaUK
HOCJIE MIPEOAOICHHS CHCTEM 3aIUThI, OTPAHMYCHHMS WM BOCIPEIICHHUS JOCTYyNa K HAM 3TO:

UHPOPMAIOHHAS BOWHA

UH()OPMAIIMOHHOE OPYIKHE

UH()OPMAIIOHHOE MTPEBOCXOJICTBO

8. MHdopmanust mo3BoJSIONIAs ee 00IaJaTello MPH CYIECTBYIOMNX MM BO3MOXHBIX 00CTOSATENHCTBAX YBEIMIUBATD JOXO/IbI,
COXPaHUTB MOJIOKEHHE Ha PBIHKE TOBAPOB, pabOT MK YCIYT 3TO:

TOCyAapCTBEHHAS TaifHa

KOMMepUecKas TailHa

0aHKOBCKasl TaliHa

KOHOHICHIIHANbHAS HHPOpMAIIHS

9. TapaHTHs TOTO, YTO NIPU XPAHEHHUHU WX Tepeaade HHMOPMAIMU He ObLTO TIPOU3BEICHO HECAHKIIMOHMPOBAHHBIX U3MEHECHUI:
KOH(MHUICHIIHATEHOCTD

LIEJIOCTHOCTD

JIOCTYITHOCTb

AyTEeHTHYHOCTh

arnmenepyeMocThb

10. 'apaATHs TOYHOTO ¥ TIOJTHOTO BHIMONHEHUST KoMaH B AC:
HaIeKHOCTh

TOYHOCTh

KOHTPOJIMPYEMOCTb

YCTOWYHBOCTH

JIOCTYITHOCTh

11. YpoBeHb 3alIUThI, IPU KOTOPOM 3aTPaThl, PUCK, pa3Mep BO3MOXKHOTO yiiepOa OblIy Obl IPHEMIIEMBIMU:
TIPUHIMI CUCTEMHOCTH

TIPUHIMI KOMILIEKCHOCTH

TIPUHIMII HENPEPBIBHOCTH

MPUHIIMI Pa3yMHOM JOCTaTOUHOCTH

HPUHIUI THOKOCTH CHCTEMBI

12. CoBOKYIHOCTb HOPM, IPaBUJI U IPAKTHYECKUX PEKOMEHIALMH, perlaMeHTUPYIOMHX paboTy cpeAcTs 3amuTel AC OT 3a1laHHOTO
MHOXKECTBA yIpo3 0E30MaCHOCTH:

KommnekcHoe obecniedeHne HHGOPMAOHHOH 0€30I1aCHOCTH

Bbesonacnocts AC

VYrpo3a nHOpMaAINOHHOH Oe30IacHOCTH

aTaka Ha aBTOMAaTU3HPOBAHHYIO CUCTEMY

TOJTUTHKA 6€30TIaCHOCTH

13. OcobeHHOCTAME ~ WH(OPMALOHHOTO OPYKHS SBISIOTCS:
CHCTEMHOCTb

OTKPBITOCTD

YHUBEPCATbHOCTh

CKPBITHOCTb

14. K pynxnusam  uHOpMAMOHHON 6€30aCHOCTH OTHOCSTCS:

COBEPIICHCTBOBaHUE 3akoHONaTeNbcTBa PO B cdhepe odecrieueHns nHMOPMAILIMOHHOI O€30ITacCHOCTH
BBISIBJICHHE HCTOYHUKOB BHYTPEHHUX M BHELIHUX YIPO3

CTpaxoBaHHE HHPOPMALMOHHBIX PECYPCOB

3alIiTa TOCYAapCTBEHHBIX MH)OPMAIIMOHHBIX PECYPCOB

MOJIrOTOBKA CIIEIIMAIMCTOB MO 00ecreYeHUI0 HH(OPMALIMOHHON 0€30TaCHOCTH

15. K tunam yrpo3 6e30MacHOCTH MapOJIbHBIX CHCTEM OTHOCSTCS
CJIOBapHas aTaka

TOTAILHBINA TIEpeOop

aTaka Ha OCHOBE IICUXOJIOTHH

pasrialieHue NapaMeTpoB VUETHON 3aIicu



(Komnerenuust OTIK-14)

1. Kakast TeXHOJIOTUsI HCHIOJIB3YETCSI TS Iepeaadn HHGOPMAIIUH IO ONITOBOJIOKOHHOMY KaOeto?
. DIEKTPUIECTBO

Caer

3ByK

oo

. Kakast TeXHOJIOTHSl HCTIOJIB3YyeTCs JUIS 3aIUThl MHGOPMalUU B OECIIPOBOJHBIX CETAX?
. udposanue

. @uznueckue 6Gapbepbl

. Narepdepenius

O T o

. Kakoii anroputm mudpoBaHus sBIsSETCS CAMMETPUYHBIM?
RSA

AES

. ElGamal

o T W

. Kakast TexHOJIOTHS HCITOJIB3YETCs IS 3aIUThl HH(DOpPMAUY Ha PU3NIECKOM YPOBHE B CETIX?
. Ouibrpanus Tpaduka

. [lludpoBanue qaHHBIX

. Konrponp nocryna

O T BN

. Kakoii anroputm mudpoBaHus SBIsSETCS aCCUMETPHUYHBIM?
. Blowfish

DES

RSA

oo L

. Kakoit MeTo/1 ucrionb3yeTcs st OLIEHKH CIOXKHOCTH aJlTOPUTMa MHPPOBAHUS?
. AHaJIM3 YaCTOTHOCTH

. AHaiM3 BpEMEHH BBITIOJIHEHUS

. Kpunroananus

O T oH N

. Kakast TexHonorus ucnosp3yeTcst 1J1s 3alUThl HHGOPMALMU Ha YPOBHE MPHUIIOKEHUH?
. AatuBupycHoe [10

. ®aepBon

. [loamiceiBaHKe ¥ IPOBEpKa HUPPOBBIX MOATUCEH

O T HDH

. Kakoif MeTon ncrons3yercs Iy IpoBepKH MOATHHHOCTH COOOIIEHHs?
. [lucposas noxnucey

Iudposanue

. @unpTpanus tpaduka

. Kakas TexHonorust ucnosnp3yeTcst 17151 3alUThl HHPOPMALIMK HA YPOBHE ONEPAlMOHHON CUCTEMBI?
. ArTuBupycHoe [10

. ®aepBon

. Ilonp30BaTenbCKUe MpaBa 10CTyTa

O T HD»H O

10. Kako#i MeTo/1 MCTIOJIB3YEeTCs JIs 3alUThl HHPOPMALIMH OT aTak ThMa "0TKa3 B 00CTy)KuBaHUH"?
a. OunpTpanus Tpaduka

b. PesepBHOE KOMUpoOBaHHe

C. IoCTYITHOCTh M OTKa30yCTOMYMBOCTh CHCTEM

11. Kakue a3neMeHThI anredpbl HCIOIb3YIOTCS B Kpunrorpadhuu?
a) KoMMyTaTHBHOCTb, aCCOIMATUBHOCTD, TUCTPHOYTHBHOCTH

b) KoMMyTaTHBHOCTE, aCCONMATHBHOCTD, HIEMIIOTCHTHOCTh

¢) KommyTaTuBHOCTH, aHTHACCOIIMATUBHOCTD, TUCTPHUOYTUBHOCTh
d) Her mpaBmisHOTO OTBETA

12. Yro Takoe ys3BUMOCTb CTpaHUIIbI BeO-caiiTa?

a) CriocoOHOCTh CTPAHUIIBI BBIACPKUBATH OOJIBIIOE KOJIMYESCTBO 3aIPOCOB
b) CriocoGHOCTE CTpaHUIIBI 3aIIHUIIATE OT aTaK XaKepOB

€) CriocoOHOCTh CTpaHUIIBI 00ECTICYMBATh KOH(DUACHIIMATBHOCTD JaHHBIX
d) CriocoOHOCTh CTpAHMUIIBI OBITH 3ALIMIICHHON OT BPEIOHOCHBIX IPOrPaMm

13. Kakue TeXHUYECKHE CPECTBA UCTIONB3YIOTCS IS 3aIUThI HHOpMaIn?
a) bpannmayspsl, antusupycel, VPN

b) IMpuHTepsI, CKaHEePbI, KONUPOBAIBHBIE AITAPATHI

) CepBepbl, MapIIpyTU3ATOPBI, KOMMYTATOPBI

d) Het npaBusibHOTO OTBETA



14. Kakue anroputmbl IU(POBAHUS OTHOCATCS K CHMMETPUYHBIM?
a) RSA

b) AES

c) Diffie-Hellman

d) ECC

15. Kakue anropuTmsl IUQPOBAHUSL OTHOCITCS K ACUMMETPUYHBIM?
a) RSA

b) AES

c) Blowfish

d) RC4

6.5. IlpuMepHasi TeMAaTHKa KYypPCOBBIX Pa0oT (IPOEKTOB)
Y4eOGHBIM [UIAaHOM HE IPETyCMOTPEHO

6.6. MeTonnyeckue ykazaHusi 1JIsl 00y4aoImuXxcsi 0 0CBOEHUIO TUCHHUILIMHBI (MOAYJIsT)
Meronuveckre peKOMEHIAINY 110 padoTe C KOHCIIEKTOM JICKITUI

IIpocMoTprTe KOHCIIEKT cpa3y nocie 3aHsAThi. [loMeTsTe MaTepran KOHCIIEKTa JIEKIHM, KOTOPBIN BBI3BIBAET 3aTPyIHEHUS JUIs
noHuManusl. [loneiTaliTech HAUTH OTBETHI HA 3aTPYIHUTEIBHBIE BOIIPOCHI, HCIIOB3YsI IpeAIaraeMyto ureparypy. Ecin
CaMOCTOATEIBHO HE YAAI0Ch pa300paThCs B MaTepuaie, ChopMyIUpyHTe BOIIPOCH! U 00paTUTECh HA TEKYIIeH KOHCYIbTalluy WX Ha
OmmKafIIe ! JIEKIMK 32 TOMOIIBIO K MpernoaaBatelnio. KaxIyio Helelo peKoMeH/IyeTcst OTBOAUTH BPeMsl ISl TIOBTOPEHHS
TIPOIIEHHOTO MaTepHaia, IpoBepsis CBOM 3HAHH, YMEHHs U HaBBIKH 110 KOHTPOJIBHBIM BOIIPOCAM.

Pabora ¢ pekOMEHI0BaHHOM JTUTEPATYPOH:

TIpu paboTe ¢ OCHOBHO U JIOTIOTHUTENHLHOMN JINTEPATY PO 1eliecO00pa3HO MPUICPKUBATHCS TAKOH mocienoBarenbHocTH. CHavana
MPOYUTATH BECh 33JaHHBIN TEKCT B OBICTPOM TeMIle. L{esib Takoro YTeHUs 3aKIII0YaeTCs B TOM, YTOOBI CO3/1aTh 001Iee NIpe/ICTaBlICHUE
00 13y4aeMoM MaTepuaie, MOHATh OOIIUI CMBICI IPOYUTAHHOTO. 3aTeM NPOYUTATh BTOPUYHO, O0JIee MEIJICHHO, YTOOBI B X01€
YTEHUS MOHATH U 3aIIOMHUTH CMBICII KQXKJJ0H ()pa3bl, KAXKOTO ITOJIOKEHHUS U BOIIpOca B IeIoM. UTeHHE IPHHOCHT TOJIb3Y H
CTaHOBHTCS MPOYKTUBHBIM, KOTJ]a COITPOBOMKAACTCS 3aHCIMHU. DTO MOKET OBITh COCTABJICHHE TUIaHA IPOYUTAHHOTO TEKCTa,
TE3WCHI WJIH BBIIIICKU, KOHCTIEKTUPOBAHKE U JIp. Br1Oop Brza 3amicu 3aBUCHT OT XapaKTepa N3ydaeMoro MaTrepuaia u 1eieil paboTsl
¢ HuM. Ecnu cozeprkanne Marepurana HeCI0)KHOE, JIETKO YCBaMBaeMOE, MOJKHO OTPaHHYUTHCS COCTaBIeHUEM IutaHa. Eciu MaTepuan
COZEPKHUT HOBYIO M TPYAHO YCBaUBaeMyI0 HH(OPMAIHIO, [IeJIecO00pa3HO ero 3aKOHCIEKTUPOBaTh. I1IaH — 3TO cXeMa MPOYUTaHHOTO
MaTepHa’a, IepeueHb BOPOCOB, OTPAXKAIOUIUX CTPYKTYpPY U MOCIEN0BaTEIbHOCTh MaTepuana. KoHcnekr — ato
CHUCTEMATHU3UPOBAHHOE, IOTUYHOE U3JI0KEHUE MaTepralia UICTOUHHUKA. Pa3nuyaroTcst yeTblpe THIla KOHCTIEKTOB: - MJIAH-KOHCIIEKT —
9TO Pa3BEPHYTHIH JeTaIN3UPOBAHHBIN TUIaH, B KOTOPOM IO HauOoJIee CI0XKHBIM BOTIPOCAM JIAFOTCS OAPOOHBIC MOSICHEHHS, -
TEKCTyalbHbII KOHCIIEKT — 3TO BOCIIPOM3BEACHHE Hanboee BaXKHbIX MOJI0XKEHUH U (JAKTOB HCTOYHUKA, - CBOOOIHBIM KOHCIIEKT — 3TO
YEeTKO M KPaTKO M3JI0’KCHHbIE OCHOBHBIE ITOJIOKEHHS B PE3yJIbTaTe IITyOOKOro H3yueHHs: MaTepuaa, MOTyT IPUCYTCTBOBATh
BBIMIMCKH, ITUTAThI, TE3UCHI; YaCTh MaTepraja MOKET ObITh NPEACTaBICHA [UIAHOM, - TEMATHYECKHI KOHCIIEKT — COCTABIISAETCS Ha
OCHOBE U3y4YCHHUS PsAZla MICTOUHUKOB U JIaeT OTBET 110 U3y4aeMOMY BoOIpocy. B mporiecce u3ydenus: MaTepuana HCTOYHUKA U
COCTaBJICHHSI KOHCIIEKTa HY>KHO 00513aTeIbHO IPUMEHSATh PA3IMYHbIC BBIIEICHNUS, TI0/13aT0JIOBKHU, CO3/aBasi OJIOUHYIO CTPYKTYpPY
KOHCIIEKTA. DTO JI€JIA€T KOHCIEKT JIETKO BOCIPUHUMAEMBIM U yzj,06H1)1M IS pa6OTbl.

MCTO}IH‘{GCKI/IG PCKOMEHAAIUH 10 TTOATOTOBKE K NPAKTHUICCKUM 3aHATUAM

IIpakTudeckue 3aHATHS OPEACTABIAIOT 0cO0YI0 HOPMY COUETaHUsI TEOPUH U NMPAKTUKU. VX Ha3HaueHue — yrityOieHue npopadoTKu
TEOPEeTHYECKOr0 MaTepHalla IIPeAMETa IyTeM PEryJIIPHON U IJIAHOMEPHOM CaMOCTOSATENbHOM PabOThI CTYACHTOB Ha NPOTSHKEHUH
Bcero Kypca. [Iponecc moAroToBKY K IIPAKTHIECKUM 3aHATHAM BKIFOUAeT U3yUeHHE HOPMATUBHBIX JTOKYMEHTOB, 003aTENBHOM 1
JOIOJIHUTENILHOM IUTEepaTyphl 10 paccMaTpuBaeMoMy Borpocy. HenmocpeacTBeHHOE IPOBEIEHUE IPAKTHIECKOIO 3aHATUS
[IPeAIOIaraeT, HapuMep: _ MHAUBUIYalbHbIE BBICTYILIEHUS CTYAEHTOB C COOOIEHUAMH 110 KAKOMY-THO0 BOIIPOCY U3ydaeMoi
TeMsl; L (poHTaIIBHOE 00CYkKIEHIE paccMaTpUBaeMON poOIIeMbl, 0000IICHNS 1 BRIBOABI; _ PEIICHHUE 3334 U YIPaXXHSHUH 110
o0pasity; [ | pereHre BapuaHTHBIX 3a/lad M YIPaKHEHHH; || peleHne CUTyalMOHHBIX IPOU3BOACTBEHHBIX (podeccnoHaIbHbIX)
3a1a4; [ | IpOEKTUPOBAHUE U MOJEIMPOBAHUE PA3HBIX BUIOB M KOMIOHEHTOB MPOQECCHOHANBHON AEATEIbHOCTH. | | BHIIIOJIHEHUE
KOHTPOJIBHBIX paboT; || paboty ¢ Tectamu. [Ipu MOArOTOBKE K MPAKTUYECKUM 3aHATHAM CTYAECHTaM PEKOMEHIYETCs: BHUMATEILHO
03HAKOMHTLCSI ¢ TEMATHKOM MPAKTUYECKOTO 3aHATHUS; IPOYECTh KOHCIEKT JICKIIUH 10 TeME, H3YYUTh PEKOMEHJOBaHHYIO JINTEPaTypy;
COCTaBUTb KPaTKM IJIaH OTBETA Ha KaXKAblii BOIPOC MPAKTUYECKOTO 3aHATHS; IPOBEPUTH CBOU 3HAHMS, OTBEYAsl HA BOIPOCHI JULL
CaMOIIPOBEPKH; €CIIH BCTPETATCS HE3HAKOMBIC TEPMUHBI, 003aTEFHO 00PATHThCA K CIOBAPIO U 3a()MKCHPOBATh UX B TeTpaau. Bee
MIUCbMEHHBIE 331aHNA BBIIOIHAT B pabouell TeTpanu. [IpakTuueckue 3aHATUsS Pa3BUBAIOT Y CTYJEHTOB HAaBBIKU CAMOCTOSTEIbHON
paboTHI 1O PELIeHUI0 KOHKPETHBIX 33/1a4.

Metoanveckre peKOMEHIaI|H 0 OArOTOBKE K 1a00paTopHbIM paboTaM

JlaGopaTopHbIe PabOThI NPEICTABIAIOT OJHY U3 (OPM OCBOCHUSI TEOPETUUECKOTO MaTepuaia ¢ OTHOBPEMEHHBIM (HOPMUPOBAHIEM
NPaKTUYECKUX HaBBIKOB B M3y4aeMOH JUCHHUIUIMHE. VX Ha3HaueHne — yriayOiaeHne NpopaboTKy TeOPETHYECKOTo MaTepHana,
(hopMupoBaHHe MPAKTUYECKUX HABBIKOB ITyTEM PETYJISIPHOM U INIAHOMEPHOH CaMOCTOATENbHON pabOTHI CTYJEHTOB Ha MIPOTSHKEHUN
Bcero Kypca. IIpouecc noaroToBku Kk 1a60paTOpHBIM paboTaM BKIIOUAET U3yUYEHUE HOPMATUBHBIX JJOKYMEHTOB, 00s13aTeIbHON U
JIOIIOJIHUTENILHOM TUTEepaTyphl 10 paccMaTpuBaeMoMy Bonpocy. HenocpencrseHHoe npoBeieHue 1a60paTopHOi paboThl



HpPEeANoNaraeT: | M3y4eHHe TEOPEeTHIECKOro MaTepraa 1o TeMe J1abopaTopHOi paboThI (110 BOIIpocaM U3ydaeMoil TeMsl); [
BBITIOJTHEHNE HEOOXOANMBIX PacyeTOB M AKCIIEPUMEHTOB;  0(OPMIICHHE OTYETAa C 3alI0JIHEHUEM HEOOXOJUMBIX TaOIIHIL,
IOCTPOEHUEM TPahUKOB, OATOTOBKOW BHIBOAOB IO MPOAETAHHBIM SKCIIEPUMEHTAM M TEOPETHUECKUM pacdyeTaM; | | o KakIon
1a00paTOpHOH padoTe NPOBOJUTCS KOHTPOJIb: IIPOBEPSETCS COAEPIKAHUE OTUETA, IPOBEPSIETCS YCBOCHUE TEOPETHIECKOTO
Marepuana. KOHTpoib YCBOCHUSI TEOPETUIECKOTO MaTepraia sSBISCTCS. HHIUBHIY TbHBIM.

MCTO,HI/I'-ICCKI/IC YKa3aHus 110 BBITTIOJTHEHUIO oTuéra K J'Ia60paTOpHI>IM pa60TaM

OCHOBHBIM TPeOOBAaHKEM IO BBITIOJHEHUIO TA00OPATOPHBIX ¥ MPAKTUYECKUX PabOT SBISCTCS MOJTHOES UCUEPIBIBAIOIIEE OMUCAHIE
BCel Mpo/IeNlaHHON pabOTHI, MO3BOJISIONIEE CYAUTh O TIOJYYSHHBIX Pe3yIbTaTaX, CTCIICH! BBIOJHEHHS 1 MPo(ecCHoHaTbHON
MOATOTOBKH CTYAEHTOB.

Meroandeckue ykazaHusl 00eCIIeYnBaIOT KOMIUIEKCHBIH MOAX0 B y4eOHOH paboTe CTyA€HTOB, €MHCTBO U IIPEEMCTBEHHOCTh
TpeOOoBaHUH K 0(OPMIICHHIO PE3YIIETaTOB PabOTHI Ha Pa3HBIX dTamax o0yueHus. C eIUHBIX MO3NIMI IPUBEIEHbl OCHOBHBIE
TpeOOBaHUsI MO CTPYKTYpE, 0POPMIICHHIO M COJCPIKAHUIO OTUETA O JTA00OPATOPHBIM U MPAKTHYECKUM paboTaM.

Crpykrypa oTuéra:

- 1eJsb paboThl;

- KpaTKUe TEOPETUICCKHE CBE/ICHHS;

- XOJ1 BBITIOJTHEHUSI PabOTHI;

- BBIBOJIBL.

JlOTIOTHATETLHBIMH SJIEMEHTBI:

- IPUIIOXKEHSE;

- OubymorpaduuecKuil CIIMCOK.

TpeboBaHuUs K COACPKAHUIO OTYETA!

1. TuTynpHBIN JIUCT

B BepxHEM I10JI€ JINCTA YKa3bIBAIOT IIOJJTHOC HAMMEHOBAHHE YUeOHOTO 3aBEICHHS.

B cpenHeM mone ykasbIBaeTcsl BU paOOTHI, B TaHHOM CiTydae JJabopaTopHas HiIM IpaKTHIecKast paboTa ¢ ykazaHHeM Kypca, 1o
KOTOPOMY OHa BBITIOJIHEHA, U HIDKE ee Ha3BaHue. HazBaHue paboTHI MPUBOIHUTCS 0€3 CIIOBA TeMa M B KaBBIUKH HE 3aKITI0YaeTCs.
[Jaree Gioke K IpaBOMYy Kparo THTYJIBHOTO JIHCTa YKa3bIBAIOT (haMIIINIO, HHALMANBI M TPYIITY YYaIerocs, BEITOIHHUBIIETO padoTy,
a Taroke (paMIIIHIO, HHHUIMAJIEI IPETIoIaBaTells, IPUHSBIIETO PadoTy.

B HmKHEM MoJie THcTa yKa3bIBaeTCS MECTO BBIMIOHEHUsS PabOTHI M ToJ] e Hanucanus (06e3 cioBa rox).

2. Ilenb paboTHI JOJDKHA OTPaXKaTh TeMy PAOOTHI, a TAK)Ke KOHKPETHBIC 3a/1a4H, IIOCTaBJICHHBIC CTYICHTY Ha NEPHUO BBITOJIHCHUS
pabotsl. ITo 06beMy Iieb paboTHl B 3aBUCUMOCTH OT CIIOXKHOCTH M MHOT03aJa9HOCTH PabOTHI COCTABIISET OT HECKOJIBKUX CTPOK JI0
0,5 crpaHuEbL.

3. Kparkue TeopeTnyeckue cBefeHus. B 3ToM pa3zzene uziaraeTcs KpaTkoe TEOPETHUECKOE OMMCAHNE H3ydaeMoil B paboTe TeMBI.
Marepuai pazzena He J0JDKEH KOMMPOBaTh COAEP)KaHUe METOIMIECKOTO MOCOOHs MM yIeOHHKa 10 IaHHOW TeMe, a
OTPaHUYMBAETCS U3JIOKEHUEM OCHOBHBIX MOHITHH, TPEOYIOIIUXCS sl AanbHelei 00paboTKU MOy4YeHHBIX pe3ynbTaToB. O0beM
JUTEPaTypHOro 0030pa HEe JOJDKEH MPEBBIIIaTh 1/3 yacTH BCero oTyera.

4. Xon BINIOJIHEHHSI pabOThL. B aHHOM pasjene moapoOHO H3JIaraeTcst METOIMKA BBITIOIHEHHS pabOThI, IPOLIECC MOTYYECHUS
JAHHBIX U c11oco0 ux 00padoTku. Ecnu ucnone3yoTes cTaHapTHhIE TAKeThl KOMIBIOTEPHBIX IPOrpaMM Ui 00paboTKu
9KCIIEPUMEHTAJBHBIX PE3yJIbTATOB, TO HEOOXOANMO 0O0CHOBATH BOZMOXKHOCTH U LIEJIECO0OPAa3HOCTh UX IIPHUMEHEHHS, a TAaKKe
OAPOOHOCTH 00pabOTKU JaHHBIX C UX MIOMOLIBIO.

5. BrIBOzBI 1O paboTe - KPaTKO U3NATAIOTCS PE3YNIbTAaThl pabOTH, MOJTYUYSHHBIE B PE3yJIbTaTe BBHITOJHEHHUS PaOOTHL, a TAKKe KPaTKU
aHaJIN3 TOJyYeHHBIX Pe3yJIbTaTOB.

Ortuer 1o naboparopHo# pabote odopmisieTcs Ha aucte popmarta A4. Jlomyckaercsi opopMIIeHHE OTYETA 10 J1abopaTopHOI pabore
B 2JIeKTpOHHOM Bujie cpeactBamu Microsoft Office. Texkct paboThl 1omKeH OBITH HameyaTaH Yepe3 MoNTopa HHTepBaia MPUPTOM
Times New Roman, kerib — 12. ITonst JOJDKHBI OCTaBaThCs IO BCEM YETHIPEM CTOPOHAM II€YaTHOTO JINCTA: JIeBoe — He MeHee 30 MM,
npaBoe — He MeHee 10, HmkHee — He MeHee 20 U BepxHee — He 15 Mm.

Jnst 3ammThl 1a00paTOpHOI paboThI CTYACHT TOJDKEH ITOATOTOBHUTH OTYET, TPOBECTH CAMOCTOSTENLHYIO Pad0Ty, UMETh OTMETKY O
MIPOBEPEHHOM OTYETE.

Pe3ynbTaThl ONMpeAeNsIIoTCs 1Mo MATHOATBHON CHCTEME OLIEHOK.

MeTO,HI/I‘-IGCKI/Ie PEKOMEHAAUU 110 BBIITOJIHECHUIO pe(bepaTa

Pedepar — nmuceMenHas pabota 00bemMoM 8—10 cTpaHHI. ITO KpaTKOEe U TOYHOE H3JI0KEHHE CYITHOCTH KaKOro-IM00 BOMPOCa, TEMBIL.
Temy pedepara CTyAEHT BHIOMPAET U3 MPEIOKEHHBIX IIPENoaBaTeIeM UM MOXKET IPEUIOKHUTH CBOH BapHaHT. B pedepare Hy KHbI
Ppa3BepHYThIE apTyMEHTHI, paccyXaeHus, cpaBHeHus. CoaepkaHue TeMbl H3JIaraeTcst 00beKTUBHO OT UMEHH aBTopa. DyHKIMU
pedepata. IndopmaTrBHas, MOUCKOBasL, CIIPAaBOYHAs], CHTHAJIbHASI, KOMMYHHUKaTUBHAs. CTeNeHb BBIIOJIHEHUS 9TUX (QYHKIIMH
3aBUCHT OT COAEPKATEIBHBIX U (GOpMaTBbHBIX KauecTB pedepaTa v Uil KakuX Iieneil uxX ucnonb3yer. TpeOoBaHHus K S3bIKY pedeparta.
JloiKeH OTIMYaThes TOYHOCTBIO, KPATKOCTHIO, ICHOCTBIO U MIPOCTOTOM.

Crpykrypa pedepara:

1. TuTynbHBIN JIUCT

2. Ornapinenue (Ha OTAETIBHON CTpaHHMIlE). YKa3bIBAIOTCS HAa3BaHUs BCEX pa3lielioB (IIyHKTOB ILU1aHa) pedepaTa M HOMepa CTpaHHIL,
YKa3bIBAIOIINE HAYallo 3TUX pa3/esioB B TeKcTe pedeparta.

3. Beegenue. ApryMeHTHPYETCS aKTyaJIbHOCTh HCCIIEIOBaHMUS, T.€. BHIIBISIETCS PAKTUUECKOE U TEOPETHUECKOE 3HaYCHHE JaHHOTO
nccaenoBanus. Jlanee KOHCTATUPYETCs, UTO CENIAHO B TAHHOW 00JaCTH MpeIIeCTBeHHHKaMHU, IIEPEUNCISIOTCS MTOJI0KEHNS,
KOTOPBIE JIOJDKHBI ObITh 000cHOBaHbI. O0s13aTenbHO (GOpMYIHPYIOTCS LIeNb U 3a/1a4u pedeparta.

4. OcHoBHas yacTk. [lounHseTcs COOCTBEHHOMY IIaHY, YTO OTPaXKaeTcs B pa3JelIeHUH TEKCTa Ha I1aBbl, Haparpadbl, MyHKTHI.
I11aH OCHOBHOM 4acTH MOXeET ObITh COCTABIIEH C HCIIOJIb30BAHUEM PA3JIMUHBIX METOAOB IPYIIIMPOBKH MaTepuaia. B ciyyae eciu
UCIIOJIB3YETCs YbS-IN00 HEOPANHAPHAS MBICIIb, UIEsl, TO 0053aTENBFHO HY>KHO CIENaTh CCHUIKY Ha TOTO aBTOPa, Y KOTO B3AT JaHHBIH



MarepHuai.
5. 3akmrouenue. [TocnenHsAs 4acTh HAYYHOTO TEKCTA. B KpaTKo U cxkaToil (hopMe U3JIaratoTcs MoJIyuYeHHbIC Pe3yJIbTaThl,
HPECTABISIOINE COOO0M OTBET Ha TIIABHBIH BOIPOC MCCIIEIOBAHMS.

6. [Tpunoxxenre. MoxeT BKIIOYATh rpa)uKu, TaOIHIIbI, pACUECTHI.

7. Bubnuorpadust (CIHCOK JUTepaTyphl). YKa3plBaeTCs pealibHO HCIONIB30BaHHAs JUTS Hanucanus pedepata nurepatypa. HasBanus
KHHT pachoiararoTcs o anhaBuTy ¢ yKa3aHHEM WX BBIXOIHBIX JaHHBIX. OOIIHe TpeOOBaHMUS K MOCTPOCHUIO, COACPIKAHUIO U
0 OPMIICHUION.

IIpu nmpoBepke pedepara OLEHUBAIOTCS:

| | 3HaHKMEe (HaKTHUECKOTO MaTepualla, yCBOCHHUE OOIIUX MPEACTaBICHHM, TIOHITUH, UCH;

|| XapaKTepHCTHKA pean3aliy e 1 3a1a4d HCCIIeJOBaHNUS;

|| cTerieHb 00OOCHOBAaHHOCTH apTyMEHTOB M 0000IIICHHIA;

[] Ka4eCTBO M [IEHHOCTD MOJyYSHHBIX PE3yJIbTaTOB;

[] MCTIONTb30BAHUE JINTEPATYPHBIX HCTOYHUKOB,;

[] KyJIbTypa MUCbMEHHOTO M3JI0KEHHS MaTepuana;

|| KynbTypa 0QOpMIICHUS] MATEPUATIOB PAOOTHI.

TIpaBuiia HanKMcaHKUs HAYYHBIX TEKCTOB (pedepar, AUTUIOMHAs paboTa):

31eck NPUBOIATCS PEKOMEH /ALY 110 KOHCYJIBTHPOBAHUIO CTYAEHTOB OTHOCHTEIHHO

JAaHHOTO BUJIA CAMOCTOATENBHOM paboThl. Bo BpeMst KOHCYIbTalMi PYKOBOAUTEINIO CIEIyeT

TPEUIOKHUT K 00CYKICHHIO CIIETYIOIINE BOIPOCHL.

+ KakoBa ncTrHHas 11e)b Balero Hay4HOTO TEKCTa — 3TO MOMOXET BaM pazymHoO

pachpeesuTh CBOU CHIIBI U BPEMSI.

* BakHo pa3o0parbcsi, KTo OyaeT «uuratesem» Bareii paboThI.

* HaumHath nucate cephe3Hyro padoTy cieayeT He paHbllle, YeM BO3HUKHET OIIyIIeHUE,

YTO Mo paboTe ¢ HCTOYHNKAMH MOSBIIIMCEH HIEH, KOTOPHIMH MOKHO TTOJIEITATHCS.

* lomkHa OBITH HJEs, a JUIA 3TOTO HY)KHO HAYYUTHCS THO0 OTHOCUTHCS K Pa3HBIM

SIBJICHUSIM U (haKTaM HECKOJBKO KPUTUYECKH (CBOS HIIesl — KaK MHAsl TOUKa 3pEHHS), THOO

HAYYHUTHCS YBICKATHCS KAKMMHU-TO U3BECTHBIMHU UICSIMH, KOTOPBIE HYKIAIOTCS B 10pabOTKe

(uaes — Kak ONTHMHUCTUYESCKAs O3NS U HATIPABJICHHOCTh Ha JalbHEIIee

COBEPILIEHCTBOBAHUE y>KE U3BECTHOTO).

* [TucaTeb cnenyer sSICHO U MOHATHO, CTApasich OCHOBHBIE MOJIOKEHHST (POPMYIIUPOBAThH

YETKO U HEJIBYCMBICIEHHO, a TAKKEe CTPEMSCH CTPYKTYPHPOBAThH CBOM TEKCT.

* O0BEM TEKCTa U pa3IMIHbIe 0OPMHUTEIBCKHE TPEOOBAHHS BO MHOTOM 3aBHCSAT OT

MIPUHATHIX B KOHKPETHOM YIe€OHOM 3aBeICHHH MOPSIIKOB.

MCTO)II/I‘{GCKI/IG PCKOMEHAAIUH 110 BBIIIOJIHECHHUIO KOHTPOJIbHBIX pa60T

KonTponbHas paboTa BhIosHsETCS 110 BapranTaM. Ha OGnanke ykasbiBaetcs (axysbTeT, Kype, rpynna, 1O cryaenrta. Bonpocsr
CTpOSITCSl HA OCHOBE TECTOBBIX M CUTYaTHUBHBIX 3aJJaHUi. B TECTOBBIX 3aJjaHusIX, BHIOMpAETCs MpaBUibHEIH(bIE) 0TBET(bI). [Ipn
PelICHHH CUTYaTUBHBIX 3aJ]aHWi BEIOMpAETCs MpaBUIIbHAS MOCIIEI0BATEILHOCTh ICHCTBUI B pacCMaTpUBaeMON CUTYaIHH.
IIpoBepka KOHTPOIBHOH PabOTHI MO3BOJISET BEISIBUTH U UCTIPABHUTH IOMYIIEHHBIE CTYACHTAMH OLITHOKH, YKa3aTh, KAKUE BOIIPOCHI
JUCIUIUINHBI HMH HEJJOCTaTOYHO YCBOCHBI M TPeOYIOT NopadoTku. CTYyJeHT JOJDKEH BHUMATEIbHO 03HAKOMHTECS C MUCEMEHHBIMH
3aMeUYaHUsIMU TIPEToaBaTeNs ¥ MPUCTYIUTD K HX UCIIPABICHHIO, [UIS YETO elle pa3 IMOBTOPUTH COOTBETCTBYIOIINA MaTepHall.

MeTO,HI/I‘-IGCKI/Ie PEKOMEHAAUU 11O MOATOTOBKE K KOJIJIOKBUYMY

KonnokBryMoM Ha3biBaeTcst cobeceJOBAHIE MPEIOaBaTeIs U CTYICHTA 110 3apaHee ONPEICIICHHBIM KOHTPOJIBHBIM BOIIPOCAM.
Ienpro KOJUTOKBHYMA SIBIISIETCS (POPMHUPOBAHUE Y CTYACHTA HABBIKOB aHAJIN3a TCOPETUIECKHUX MPOOIIEM Ha OCHOBE
CaMOCTOSITEIBHOTO U3yUYeHUsl yueOHOM U HaydHOH nuTepaTyphl. Ha KOJNIOKBUYM BBIHOCATCS KPYIHBIE, IPOOIEMHBIE, HEPEAKO
CIIOpHBIE TEOPETHYECKHIE BOMPOCHL. YTIOp JieslaeTcsi Ha MOoHorpagdudeckue paboThl mpodeccopa-aBropa JaHHOTo cnenkypca. Ot
CTyZIeHTa TpeOyercs:

- BJIaJIcHHEe M3Y4YCHHBIM B X0JI¢ YI€OHOT0 Mpolecca MaTepHalioM, OTHOCSIIIIMMCS K pacCMaTpuBaeMoi mpodieme;

- 3HAHHE PAa3HBIX TOYEK 3PEHMS, BEICKA3aHHBIX B HAYYHOMU JIUTEpaType M0 COOTBETCTBYIOMIEH MpoliIeMe, YMEHUE COIIOCTABIATh UX
MEXIy COOOI;

- HAJTMYKe COOCTBEHHOTO MHEHHS 10 00CYKAaeMBIM BOIIPOCAaM U YMEHHE €r0 apryMEHTHPOBATb.

KonnoxsuyM - 370 He TONBKO (POpMa KOHTPOJISL, HO M METOH YIUTyOJIeHUsI, 3aKpeIIeH s 3HAHUH CTYIeHTOB, TaK KaK B X0Je
cobeceIoBaHUs MPENOAABATENb PA3bICHSET CIOKHbBIE BOMPOCH!, BO3HUKAIONIHE Y CTYICHTA B MPOIIECCE U3YUEHUS TaHHOTO
ucroynnka. OIHAKO KOJUTOKBHYM He KOHCYJIBTAIMS U He 9k3ameH. Ero 3amaua 1o6UThCs rirybOKOro H3yUeHHsT OTOOPAHHOTO
MaTepuaa, IpoOyIUTh Y CTyIeHTa CTPEMIICHHE K YTSHUIO TOMOJHUTENHFHON COLMOIIOrHIecKor TuTepatypsl. [loarotoBka K
KOJUTOKBHYMY HAaYMHAETCSI C YCTAHOBOYHOW KOHCYJIBTAIMHU MPENOAABATENsl, HA KOTOPOW OH Pa3bsICHIET Pa3BEPHYTYIO TEMATUKY
MPOOJIEMBI, PEKOMEHIYET JINTEPaTypy sl U3y4eHHs M 00BSCHSET MPOoLeAypy NPOBeIeHUs KOJUToKBHyMa. Kak npasuito, Ha
CaMOCTOSITEIbHYIO MOJTOTOBKY K KOJUIOKBUYMY CTYIEHTY OTBOAUTCS 3-4 Hexenu. MeToanvyecKe YKa3aHus COCTOST U3
peKOMeH}IaHI/Iﬁ 110 NBYYCHUIO UCTOYHUKOB U JINTEPATYPHI, BOIIPOCOB JIs1 CAMOIIPOBCPKHU U KPATKHUX KOHCIICKTOB OTBETA C
MEPEYUCIICHUEM OCHOBHBIX (baKTOB u CO6BITHﬁ, OTHOCAIIUXCA K IIYHKTaM IIaHa Ka)KJIOﬁ TEMBI. DTO AOJIKHO ITOMOYb CTyAC€HTaM
IeJICHANPABICHHO OPraHU30BaTh PaboTy MO OBIAICHHIO MATEPHATIOM U €r0 3alOMHHAHUIO. [IpH MOArOTOBKE K KOJUIOKBHYMY
CIICIyeT, IPEXKIE BCETO, IPOCMOTPETh KOHCIIEKTHI JICKIHUIT 1 IIPAKTHICCKHUX 3aHATHI K OTMETUTh B HUX MMCIOIIHECS BOIPOCHI
KoJUTOKBHYMa. Ecii Kakue-TO BONPOCH! BEIHECEHBI MTPENOIaBaTeieM Ha CAaMOCTOSATEIBHOE H3YUCHHUE, CIIeTyeT 00paTHThCS K
yueOHOIt TuTepatype, peKOMEHI0BaHHOM MPEnojaBaTeieM B Ka4eCTBE HCTOUYHHKA CBEICHUIA.

KoitokBryM NpOBOAMTCS B (popMe MHAMBUAYATBHON OeceIbl IPEMmoIaBaTeNsl ¢ KaXIbIM CTYACHTOM WK Oecebl B HEOOBIIIX
rpymmnax (2-3 yenoBexa). OOBIYHO MPEOAABATEND 331aCT HECKOJIBKO KPATKUX KOHKPETHBIX BOIIPOCOB, MMO3BOJISIOIINX BBLICHHTh



CTerneHb JOOPOCOBECTHOCTH PabOTHI C IUTEPATYPOH, MPOBEpseT KoHCeKT. [Janee 6onee moapoOHO 00cykaaeTcs Kakas-ioo
CTOpOHA IIPOOJIEMBI, YTO [TO3BOJISICT OLICHUTh YPOBEHb MOHUMaHHs. [10 HTOraM KOJUTOKBHYMa BBICTABISIETCS Ju((hepeHIMpPOBaHHAS
OLICHKA II0 [SITHOAIIBHOI CHCTEME.

Meroanyeckue peKOMEHIAUH [0 YCTHOMY OIPOCY/CaMOIIOArOTOBKE

IMocne n3yueHus onpeneIeHHo TeMBI 10 3aIHCAM B KOHCIIEKTE U yUeOHHKY, a TakKe

pEILIeHHUs IOCTaTOYHOTO KOJIMYECTBA COOTBETCTBYIOLIMX 3a/1a4 Ha MPAKTHUECKUX 3aHIATUAX U

CaMOCTOSITEIILHO CTYJICHTY PEKOMEH/YETCsI, CIIOJIb3YS JICT OMOPHBIX CUTHAJIOB,

BOCIIPOM3BECTH T10 MaMSTH OTIpeIesIeHHs, BBIBOIBI (POpMYII, GOPMYINPOBKH OCHOBHBIX

TMIOJIO’KEHUH U IOKa3aTeNbCTB. B ciyyae HE0OX0IMMOCTH ClieyeT PeKOMEHIOBATh eIlle pa3 BHUMATENBLHO pa3o0paThesl B MaTepuare.
MHorna HeOCTaTOUHOCTH YCBOCHHUS TOT'O MJIM HHOTO BOIIPOCA BBIACHAETCS TOJIBKO NPH M3YyUYEHUH JajbHeimero Matepuana. B atom
Cllyyae HaJlo BEpHyThCs Ha3aJl U MOBTOPUTH IVIOXO YCBOCHHBIM MaTepua. BaxkHblil KpuTepuil yCBOGHHS TEOPETUUECKOI0 MaTepuala
— YMEHHMeE pelIaTh 3a/1a4u WM IPOHTH TECTUPOBAHUE 110 MPOoiieHHOMY MaTepuaity. OHaKO IpenoaaBaTellio clieyeT IOMHHUTh, YTO
MPaBUIILHOE PEIICHUE 3a]]a4l MOXKET IOJIyYUThCS B pe3ysIbTaTe MIPUMEHEHUSI MEXaHUUECKH 3ay4eHHbBIX (opMyI1 Oe3 MOHUMaHHUs
CYLIHOCTH TEOPETHYECKHUX ITOJIOKEHUH.

MCTO,HI/I'-ICCKI/IC PEKOMEHAAIUU 110 ITOATOTOBKE K CEMUHAPCKUM 3aHATUAM

OpHUM U3 BUJIOB BHEAYTUTOPHOM CaMOCTOSTEIILHOM PaOOTHI SBJISETCS MOJrOTOBKA K CEMUHAPCKUM 3aHsATHAM. CemuHap — Gpopma
Y4eOHO-TIPAKTUYECKUX 3aHATHH, IIPH KOTOPOIl CTYJEHTHI 00CYKIa0T COOOIIEHUS, JOKIaabl  pedeparsl, BHITOIHEHHBIE MU 110
pe3ysbTaTaM y4eOHBIX WIIM HayYHBIX HCCIIeIOBAaHHUH O] pPYKOBOJICTBOM IperonaBateiist. [IpernogaBaTens B 9TOM Cirydae sBISEeTCS
KOOPJIMHATOPOM OOCYKICHUI TEMBI CEMHHApa, II0ITOTOBKA K KOTOPOMY SIBIIsieTCs 00s13aTenbHOM. [loaToMy Tema ceMruHapa u
OCHOBHBIE UCTOYHUKH 00CYKIECHHS NPEIBIBISIOTCS 10 00CYKICHHS AL AeTaTbHOT0 03HAKOMIIeHUs, n3yueHus1. Llemn oOcysxneHuit
HaIlpaBJIeHbl Ha (POPMUPOBAHNE HABBIKOB NPO(eCcCHOHAIbHON MOJIEMUKY U 3aKpelieHHe o0cyxkiaeMoro Matepuana. CeMuHap — 3To
Takas popma opranuzanuy o0yueHHs, IPH KOTOPOIl Ha 3Tare NOArOTOBKU IOMUHHPYET CAaMOCTOATENbHAs paboTa y4aluxcs ¢
y4eOHOI TUTepaTypOl U APYTHMH TUIAKTHUYECKUMH CPEACTBAMH HaJl CEpHel BOIIPOCOB, MPOOJIEM U 3a/1a4, a B IPOIecce CEMUHApa
UIYT aKTUBHOE 00CYKACHUE, JUCKYCCUH U BBICTYIUICHHS YUaIIUXCs, T/I€ OHU I10J1 PyKOBOJICTBOM IIPEIOAaBaTelNs AeIatoT
0000m1atoIye BEIBOIBI U 3aKiIioueHrs. CeMuHap peJHa3HaueH Ul YITyOJIeHHOTO U3YYeHHs TUCIUIUIHHEL, OBIIaICHHUS
METOOJIOTHEN HayYHOTO TI03HAHUS, TO TJIaBHAs [IeJIb CEMUHAPCKUX 3aHATHH — 00€CIIeYnTh CTYAEHTaM BO3MOKHOCTD OBJIAJAETh
HaBBIKAMU M YMEHHUSIMH HCIIOJIb30BaHHS TEOPETUUESCKOTO 3HAHUS MPUMEHHUTENBFHO K 0COOCHHOCTSIM N3y4aeMOi OTpaciy.

MeTO,HI/I‘-IGCKI/Ie PEKOMEHAAUU 11O MOATOTOBKE K 3CCE

OnHUM H3 BUJIOB CAMOCTOSTENBEHOM PadOTHI CTYACHTOB SIBIISIETCS HAMCAHIE TBOPYECKOH PadOTHI MO 3aJaHHOH JIMOO COTIIACOBAaHHON
¢ mpemnoaaBaTeneM TeMme. TBopueckas paboTa (3cce) npeacTaBiseT co0oi opUrHHaIbHOE pou3BeneHue oobemomM 500-700 cros,
HOCBSIIIEHHOE KaKOH-TH00 3HAUMMOHN KJIacCHUECKOM 1n00 COBpEeMEHHOI IpobieMe B ONpeaeieHHOI TeOpeTUIeCKOH U
IpakTH4ecKoi obnactu. TBopueckas paboTa He sABIseTCS pedepaToM U He JOIKHA HOCUTD OIHCATENbHBIN XapakTep, O0JbIoe
MECTO B HEH JOJDKHO OBITH yJIENIEHO apI'yMEHTUPOBAHHOMY HPEICTABICHUIO CBOEH TOUKHU 3pEHUsI CTYI€HTaMU, KPUTHUECKOM OLICHKE
paccMaTpuBaeMOro MaTepuasa U NpodIeMaTHKH, YTO JODKHO CIIOCOOCTBOBATH PACKPBITHIO TBOPUYECKHX U aHATUTHUECKUX
crniocoOHocTeit. Llenn HanMcaHus dcce — HaAyYUTHCS JIOTHIECKH BEPHO M apTYMEHTHPOBAHO CTPOHTH YCTHYIO M IIMCBMEHHYIO Peub;
paboTaTh HaJl YIiayOJeHHeM 1 CHCTeMaTu3anuei cBoux GUIoco)CKUX 3HAHHUH; OBIAIETh CIOCOOHOCTBIO UCITIONH30BATh OCHOBBI
3HAHHH U1 GOPMHPOBAHUSI MHPOBO33PEHYECKON MO3UIMH. [IpHCTyas K HAMMCAaHHIO dCCe, U3JIOKHUTE B OJHOM NPEIOKEHHIHN, YTO
MMEHHO BbI OyZIeTe YTBEpPIKIaTh U JI0Ka3bIBaTh (CBOM TE3UC). Dcce AOIKHO CO/ICPKaTh CChUIKA Ha UCTOYHUKU. OpUTHHAIBHOCTh
TEKCTa J0JDKHA ObITh 0T 80% 110 mporpamMMe aHTUILIaruara.

MCTO}II/I‘{GCKI/IG PCKOMEHAAIUU 10 TTOATOTOBKE K JOKJIaay

JI71st MOATOTOBKH JA0KJIaaa HE00X0UMO BbI6paTB aKkTyaspHyIo TeMy. JXKenarensHo, yT0OBI TEMA OBLIA WHTEPECHA JOKIIAAYUKY U
BBI3BIBANIA JKEJIaHUE Ka4eCTBEHHO MOJrOTOBUTH MaTepHansl. [IoAroToBKa 1oKJIaia MPEAIoIaraeT: onpeaeineHue ey JOKIaaa;
o100p HEOOXOIMMOTO MaTepHaa, ONPEEIIOIIETro CoepKaHNe TOKIIA/1a; COCTABIICHUE IIJIaHa I0KJIaa, paclpeiesieHIe
co0paHHOTO MaTepuaa B HEOOX0IMMOH JIOTHYECKOH 1OCIIeI0BaTEIbHOCTH.

Komnoszumust nokiasa uMeeT BCTYIUIEHHE, OCHOBHYIO YacTh M 3aKIIIOUYEHUE.

Berynnenue 1omkHO coliepikaTh: Ha3BaHUE J0KJIaa; COOOIEHHE OCHOBHON HJIEH; COBPEMEHHYIO OLIEHKY IIpeMeTa U3JI0KEHNUS;
KpaTKoe MepedncIeHie pPaccMaTPUBAEMBIX BOIIPOCOB; HHTEPECHYIO I ciymmaTenei Gpopmy nznoxenus. OCHOBHAsI 4acTh, B
KOTOPOI HEOOXOANMO PACKPHITH CYTh TEMBI, OOBIYHO CTPOUTCSA 11O MPUHLHUITY OTYETA. 3a1a4a OCHOBHOHM YacTH: IPEICTaBUTh
JIOCTAaTOYHO JaHHBIX ISl TOTO, YTOOBI CIIYIIATENN 3aHHTEPECOBAINCH TEMOU.

3akimodyeHne — 4€Tkoe 0000IIeHe  KPaTKHE BBIBOABI 110 M3JIaraeéMoi TeMe.

MeTO,HI/I‘-IGCKI/Ie PEKOMEHAAUU IO IMOATOTOBKE K CO66C6HOB&HI/IIO

CobecemoBaHue — CpeICTBO KOHTPOJIS, OPraHM30BaHHOE KaK ClielHalibHas Oecea mpenoaaBaTesst ¢ 00yJalomuMces Ha TEMBI,
CBSI3aHHBIE C M3y4aeMOH TUCUHUIUINHOM, M PaCCYMTAHHOE HA BBISICHEHUE 00beMa 3HAHUH 00YJaIOIIEerocs O ONpeAeIeHHOMY
pasneny, TeMe, mpodieMe U T.1II.

Lens cobecenoBanus: MPOBEpKa YCBOCHUS 3HAHUIT; yMEHHUI IPUMEHSTh 3HAHU; COOPMHUPOBAHHOCTH NPOPECCHOHATBHO 3HAYMMBIX
JMYHOCTHBIX Ka4eCTB.

IoaroroBka k cobece10BaHMIO IIPeIIoIaraeT MOBTOPEHUE IPOHICHHOTO MaTepHaa 1 IPHOOpEeTeHNe HaBbIKa CBOOOIHOTO



BIIAICHUS TEPMUHOJIOTHEH U (PAKTHIECKUMH TAaHHBIMH IO OIPENeICHHOMY pa3/ielly AUCIUIUIHHBL
Metoandeckre peKOMEHAAUH [0 MOATOTOBKE K TECTUPOBAHUIO

TecTupoBaHue — 3TO HE TONBKO (POpMa KOHTPOJIS, HO M METOJ yIITyOJIeHHs], 3aKpeIJICHHUsI 3HaHUH 00yJaloMmuXcsl, TaK KaK B X011
cobece10BaHMS MTPENOAABATENb PA3bIACHSET CIOKHBIE BOIPOCH, BO3HUKAIONINE Y 00YYaIOEerocs B Mporecce N3y4eHHs y1eOHOro
Mmarepuana. OHAKO TECTHPOBaHUE HE KOHCYJIBTALMS U He 9k3aMeH. Ero 3amada oOUThCS TITyO0KOT0 U3Y4eHHsT OTOOPaHHOTO
Marepuaia, IpoOyJUTh Y 00y4aroLerocs CTpeMJICHHE K YTEHHUIO IOTIOJIHUTEIbHOM SKOHOMUYECKOH JIUTepaTyphl. 3aueT 3aBepuiaet
U3y4YeHHE ONPEIETICHHOTO pa3/elia y4eOHOTo Kypca U JOJDKEeH MO0Ka3aTh YMEHHE 00y4alonerocs UCIIONIb30BaTh MOTyYeHHbIE 3HAHUS
B X0/I€ TIOATOTOBKH U CJJa4Ml TECTHPOBAHMS NIPU OTBETAX Ha 3K3aMEHAIIMOHHBIE BOIIPOCHI. TeCTHUpPOBaHHE MOXKET IPOBOANUTHCS B
yCTHOI mii miuckMenHoi Gopme. [IoaroToBka K TECTUPOBAHNIO HAUMHACTCS ¢ YCTAHOBOYHOW KOHCYJIBTALIMH TIPETIoaBaTess, Ha
KOTOPOI OH pa3bsACHIET Pa3BEPHYTYIO TEMATHKY NMPOOJIEMBI, PEKOMEHIYET JIUTEPATYypy UL H3yYESHUs U OOBACHSET IPOLEaypY
NPOBEAEHHS TeCTHpoBaHus. Kak mpaBuio, Ha caMOCTOSATENbHYIO IIOATOTOBKY K TECTHPOBAHHUIO 00yYaromeMycst OTBOJUTCS 2-3
Henenu. [TonroroBka BKIIOYaeT B ceOs N3yUeHHE PEKOMEHIOBAHHO JIUTEPaTyphl U (10 YKa3aHUIO [IPEHOIaBaTels)
KOHCIIEKTUPOBAaHUE Ba)KHEHIINX UCTOYHUKOB. TecTHpoBaHUE MPOBOIUTCS B POpME HHIAMBHYAIBHOW Oece/Ibl pernojaBaTes ¢
Ka)JIbIM O00ydJaromumces uii Oecesipl B HeOoubIuX rpymmax (3-5 yenosek). OObIYHO MperoaaBaTellb 3a/1aeT HECKOIBKO KPaTKUX
KOHKPETHBIX BOIIPOCOB, IMTO3BOJISIOIIUX BBISICHUTBH CTENEHb JJOOPOCOBECTHOCTH PAOOTHI C JIUTEPATYPOI, KOHTPOJIUPYET KOHCIIEKT.
[anee 6onee moapoOHO 00Cy)aaeTcs Kakas-1100 CTOpOHA POOJIEMBI, YTO MO3BOJISIET OLIEHUTh YPOBEHb MoHUMaHus. [IpoBeneHue
TECTUPOBAHMS MO3BOJISIET O0YUAIOIIEMYCsl IPHOOPECTH OBIT pabOTHI HAJI IEPBOMCTOYHUKAMHE, UTO B TAJBHEHIIIEM IOMOXKET C
MEHBIINMH 3aTPaTaMy BpeMEHH paboTaTh HaJl IUTEPATyPOil IPH MOATOTOBKE K IPOMEKYTOYHON aTTECTALHH.

Meroauueckue PEKOMCHIAUH 110 IMOATOTOBKE K OK3aMCHY

H3zyuyenne MHOTHX 00mIenpodhecCHOHATBHBIX U CHIENUAIBHBIX IUCIUIUTAH 3aBEPIIAeTCs

sKk3amMeHOM. [ToAroTOBKa K K3aMEeHY CIIOCOOCTBYET 3aKPEILICHHUIO, YIIYOJICHHIO U 0000IICHUIO

3HAHMH, TOTy4aeMbIX, B poliecce 00yUIeHH s, a TAKKE TPHUMEHEHHIO UX K PEIICHHIO

MPaKTUIECKHX 3a7a4. [ 0TOBSACH K 3K3aMeHyY, CTYICHT JTMKBUAUPYET UMEIOLIHECS IPOOEbI B

3HAHMSAX, YIITyONIsAeT, CHCTEMAaTH3UPYET U YIOPSIIOYUBAET CBOM 3HaHHs. Ha sk3aMeHe CTyAeHT

JIEMOHCTPHPYET TO, YTO OH MPUOOPEI B Ipoliecce 00yUCHHUS 10 KOHKPETHON y4eOHOM

JUCIUIUINHE. DK3aMeHAI[OHHAS CECCHSI — 3TO CEPHsl IK3aMEHOB, YCTAHOBIEHHBIX yUeOHBIM IIAaHOM. Mex Ty 9K3aMeHaMH HHTEpBall
2-4 nHs, B TeUEHHE CTYACHT CHCTEMATU3UPYET yKe UMeloIuecs 3HaHus1. Ha KoHCyIbTanuy neper 9k3aMeHOM CTYICSHTHI JJOJDKHBI
OBITh 03HAKOMJICHBI C OCHOBHBIMHU TPEOOBAHMSMH H TIOJyYHTh OTBETHI HA BO3HHUKAIOIIHE B ITPOIIECCE TOTOTOBKH

Bompockl. Heo0X01MMO OpUEHTHPOBATh CTYICHTOB Ha CHCTEMATHYECKYIO TIOATOTOBKY K 3aHATHSAM B TEUCHHE CEMECTPA, UTO
TIO3BOJIMT MCIIOJIb30BaTh BPEMsI dK3aMEHAIHOHHOW CECCUU IS

CHUCTEMAaTH3aLUU 3HAaHU.

MCTO}II/I‘{GCKI/IG PCKOMEHAAUH 110 MMOATOTOBKE K 3a4CTYy

B xoze noaroToBkM K 3a4eTy CTYAEHT, B IEPBYIO OUepeb, JODKEH CUCTEMaTH3UPOBATh 3HAHUS, IT0JIyY€HHBIE B XOJ€ U3YUEHUS
mucuuiuinHel. K 3a4eTy He00X0IMMO TOTOBHUTHLCS LIEJICHATIPABIICHHO, PETYJISIPHO, CUCTEMATHUYECKH U C TICPBBIX THEH 00YYCHHUS 110
JAHHOW AMCUUILTHHE. B camMoM Havase yueOHOro Kypca mo3HakoOMbTeCh CO CIEIYIOMICH yueOHO-METOANIECKOM JOKYMEHTAINEH:
- MPOTPaMMOU TUCIUTUTNHBL,

- IepeYHEM 3HAHUN U YMEHHUH, KOTOPBIMU CTYJEHT JOJDKEH BIaJIeTh;

- TEeMaTU4YECKUMH TUIAHAMU JIEKIIMH, CEeMUHAPCKUX 3aHITHH;

- yueOHUKaMU, yueOHBIMHU ITOCOOUSMHU 110 JUCLUILTUHE, & TAK)XKE DIICKTPOHHBIMHU PECYPCaMH;

- IEpeYHEM BOIMIPOCOB K 3a4eTy.

TTocne 3TOr0 y 00y4aronmxcst J0KHO ChOPMUPOBATHCS YETKOE MPEICTaBICHNE 00 00beMe U XapaKTepe 3HAHUH U YMCHHUH,
KOTOPBIMH Ha/I0 OyJeT OBIaaeTh Mo AuciuIuinHe. CHCTEMaTHYeCKOE BBIMOIHEHHUE YUeOHOM paboThl Ha JICKIHMAX U JJAOOPAaTOPHBIX
3aHSTHSX TO3BOJIMT YCIEITHO OCBOUTH AUCHHUIUIMHY B CO3IaTh XOPOIIyo 0a3y I caud 3adeTa.

7. YYEBHO-METOJUYECKOE 1 THO®OPMALIMOHHOE OBECIIEYEHHUE JUCHUIIJIMHBI (MOAYJIS)

7.1. PekoMenayemas JiuTeparypa

7.1.1. OcHoBHas1 TUTEpPaTypa

JI.1.1 | Babam A.B., bapanosa E.K., MensaukoB F0.H. Mudopmanmonnas 6e3omacHocTh. JlabopaTopHbIN MPaKTHKYM +
ellpunosxxenue [DnexkTpoHHbIN pecypc]:Yuebnoe nocobue. - Mocksa: KnoPyc, 2023. - 131 c¢. — Pexxum noctyna:
https://book.ru/book/949452

JI.1.2 | Menbuukos B.I1., Kynpusxos A.l., Bacunsesa T.1O., MensuukoB B.I1. MadopmanmonHas 6e301acHOCTh [ DNEeKTPOHHBIH
pecypc]:Yuebuuk. - Mocksa: KuoPyc, 2023. - 371 ¢. — Pesxum gocrtyma: https://book.ru/book/950148

JI.1.3 [ IIpoxoposa O. B. MndpopmannoHHas 6€301MacHOCTh | 3aIuTa HHPopManuy [ DIEKTPOHHBIN pecypc]:y4eOHUK IS By30B. -
Canxkr-IlerepOypr: Jlaub, 2023. - 124 c. — Pexxum gocrymna: https://e.lanbook.com/book/293009

7.2. JInueH3noHHOE U CBODOIHO pacnpocTpaHsieMoe nporpaMmmMmHoe o0ecreyeHHe B TOM YHCJIe 0T€4eCTBEHHOT0 MPOU3BOACTBA

721 Kaspersky Endpoint Security

7.2.2 Microsoft Office 2013 Standard

7.2.3 | Microsoft@WINHOME 10 Russian Academic OLP ILicense NoLevel Legalization GetGenuine

7.2.4 | Creative Cloud for Teams Multiple Platforms Multi European Languages Subscription 12 months L2 (10-49) Named EDU

7.3. IlepeyeHb npodeccoHaJbHbIX 023 JAHHBIX, HH(POPMALMOHHBIX CIIPABOYHBIX CHCTEM H pecypcos cetu MHTEepHeT




731 DnexTpoHHO-6ubnoTeunas cucrema "Jlaup". Pesxxum moctyma: https://e.lanbook.com/

7.3.2 DNeKTpOHHO-OMOIHOTeUHast cucTeMa "Y HuBepcuTeTcKas OubianoTeka onnaH". Pexxum nocryna: https://biblioclub.ru/

7.33 DnexTponHo-6ubmoTeunas cucrema "BOOK.ru". Pexxum mocrtyma: https://book.ru/

734 TUTAT®OPMA OHJIAVIH-OBPA30BAHUS «PA3YMy. Pexxum moctyma: https:/razoom.mgutm.ru/

7.3.5 | Hayunas snexrponnas 6ubmnoreka "eLIBRARY.RU". Pexxum moctyma: https://www.elibrary.ru/

7.3.6 | ExuHoe okHO oCTyNa K 06pa3oBaresbHbIM pecypcaMm. Pexxum nocrymna: http://window.edu.ru/

7.3.7 ba3za qaHHBIX MEKIyHApPOIHOTO HHIEKCAa HAYYHOTO IIUTHPOBaHMA SCOPUS. Pexxum moctyma: http://www.scopus.com/

8. MATEPHAJIBHO-TEXHUYECKOE OBECHHEYEHHME JUCIHUIIJIMHBI (MOAYJIS)

8.1 Anpec: 453850, Pecniyonuka bamkoprocTan, p-uH Meney3oBckuii, r. Meneys, yin. Cmonenckas, 1. 34, crpoenue 1:
ayautopus 16-303 - Jlabopatopust « THTEpHET TEXHOJIOTHI

VYueOHast ayAuTOpHs 1S IPOBEICHHSI 3aHATHI JTJAOOPATOPHOTO M MPAKTUIECKOTO TUIA; IS KyPCOBOTO MPOCSKTHPOBAHUS
(BBIMIOTHEHHST KYPCOBBIX PaboT); TSl MPOBEICHHUSI TPYIIIOBBIX U HHIMBUIYAIBHBIX KOHCYJIBTALHI; AL TEKYIIET0 KOHTPOJIS
U IPOMEXXYTOYHOHN aTTECTALIMU

: Paboune mecta oOyuaromuxcs; Pabouee mecto npenonasaresst; HoytOyk; [IpoekTop nepeHocHON; DKpaH MepeHOCHOH;
Kitacchas nocka; 10 pabounx Mect o0y4aromuxcs ocHaneHHbie [I9BM ¢ MOAKITI0OYeHHEM K CETH HHTEPHET U
obecrie4eHrueM JJOCTyIIa B AJICKTPOHHYIO HH(OPMAIIMOHHO-00pa30BaTeIbHY IO Cpey Y HUBEPCUTETA

9. OPTAHU3ALIUA OBPA3OBATEJIBHOI'O NPOLECCA JJIA JIMI C OTPAHUYEHHBIMH
BO3MOXKHOCTSIMUA

Opranuzanus 00pa3oBaTeNLHOTO MPOIECcca IS JINL] ¢ OTPAaHUYECHHBIMU BO3MOXKHOCTSIMH OCYIIECTBIISIETCS] B COOTBETCTBHH C
«MeToanuecKUMHU PEKOMEHJAIUSIMU 110 OpraHu3aIii 00pa30BaTENBHOTO MpoIlecca sl HHBATUAOB U JUI] C OTPaHUYEHHBIMH
BO3MOKHOCTSIMH 3[JOPOBBsI B 00pa30BaTeIbHBIX OPraHU3ALMAX BBICIIETO 00pa30BaHMUs, B TOM YHCIIE OCHAIIIEHHOCTH
00pa3oBaTeapHOrO mporecca»y MuHucTepersa oopazosanus U Hayku PO ot 08.04.2014r. Ne AK-44/058H. B o6pa3oBareibHOM
IpoLecce HCIONB3YIOTCS CONNATbHO-aKTUBHBIE M PE(IIEKCUBHBIE METOIbI 00YUCHNS, TEXHOJIIOTHH COLIMOKYJIBTYPHOU
pea6I/IJ'II/ITaIlI/II/I C IEJIbIO OKa3aHWs MOMOIIN B YCTAHOBJICHUHN MMOJTHOLCHHBIX MEXKITNYHOCTHBIX OTHOIIIEHHUH C ApyrumMmn
CTyZIEHTaMH, CO31aHIH KOM(pOPTHOTO IICHUXO0JIOTHIECKOTO KJIMMaTa B CTyIeHIeCKOH rpynme. CTyIeHTHI C OTpaHHYCHHBIMHU
BO3MOXXHOCTAMMU 310POBbs, B OTJIIMYUC OT OCTAJIbHBIX CTYJACHTOB, UMCIOT CBOU CHGHI/I(I)I/ILICCKI/Ie 0COOEHHOCTH BOCIIpUATHA,
nepepabotku Matepuana. [Tondop u pazpaboTka y4eOHBIX MaTEpPHAIOB TPOU3BOANTCS C yUSTOM WHINBHIYaIbHbBIX
ocobenHoctel. [IpexycMoTpeHa BO3MOKHOCTh 00YUYEHUsI 0 HHAMBUAYaJIbHOMY I'paduKy, IPH COCTaBICHUH KOTOPOTO
BO3MOJKHBI Pa3JINYHbIC BAPUAHTHI IIPOBEACHNA 3aHATHH: B aKaJeMUYECKOH IpyMIe U HHANBUIYAIbHO, HA IOMY C
HUCIIOJIb30BAHUEM NAUCTAHIIMOHHBIX O6paSOBaTCJ'IbeIX TEXHOJIOTHH.




AKTyaau3anms ¢ y4eToM pPa3sBUTHS HAYKH, TEXHHKH, KyJbTYPbl, JKOHOMHKH, TEXHHKH, TEXHOJIOTHIi H COLUAILHOM cdepbl
Pabouas nporpamma akTyanu3upoBana, 00CykJeHa 1 0700peHa Ha 3acelaHuy 00ecIeunBaloIIei KadeIpbl
HNndopManuoHHbIE TEXHOJTOTHH M CHCTEMBbI YIIPaBJICHHSA

IIpotokom oT 2025 . Ne
W.o. 3aB. kadenpoit Onunokora E.B.

Paboyas mporpaMma coriacoBaHa Ha 3acelaHUH BBITYyCKaloIen Kadenpsl
IIuimeBble TEXHOJIOTHH M MPOMBILILIEHHAS] HHKEHePHsI

IIpoTokom oT 2025 1. Ne
W.o. 3aB. kadenpoii Ky3uenosa E.B.

AKTyaau3anusi ¢ y4eTOM Pa3BHUTHsI HAYKH, TEXHUKH, KYJIbTYPbl, JKOHOMUKH, TEXHUKH, TEXHOJOT Uil H COLMATLHOM cepbl
Pabogas mporpamMmMa akTyann3upoBaHa, 00CyXK/IeHa 1 0J00peHa Ha 3aceaHiH obOecriednBaromeii kadeapot
HudopmManuoHHbIe TEXHOJIOTHH U CHCTEMBI YIPABJICHUSA

IIpotokom oT 2026 . Ne
W.o. 3aB. kadenpoit

PabGouas mporpamma coriacoBaHa Ha 3acelaHUH BBIITyCKatoIel kadeapsl
IIuieBble TeXHOJIOTHU U MPOMBIIIJIEHHAS] HH/KEHePHsI

IIpoTokom oT 2026 T. Ne
W.o. 3aB. kadeapoii

AKTyaJII/l:}alIl/ISI C YUYETOM pa3dBUTHUA HAYKH, TCXHUKH, KYJIbTYPbl, JKOHOMUKH, TEXHUKH, TEXHOJIOTHH 1 COHHaJ’IbHOﬁ C(l)epbl
Pabouast mporpaMma akTyanu3upoBaHa, 00CykIeHa U 000peHa Ha 3aceIaHiK oOecTiednBaroneii kadeapor
HNudopManmonnbie TEXHOJOTHH U CHCTEMbI YIIPABJICHUS

IIpoTokom oT 2027 1. Ne
W.o. 3aB. kadenpoit

Pabovas mporpamMma coriacoBaHa Ha 3aceJaHWH BBIITyCKaroueH kadeapsl
IIuneBbie TEXHOJIOTHU M MPOMBIIIJIEHHAS] HHKEHePUst

IIporokomn o 2027 r. Ne
W.o. 3aB. kadempoit

AKTyaJu3anus ¢ y1eTOM Pa3sBHTHS HAYKH, TEXHHKH, KyJIbTYPbl, JKOHOMHKH, TEXHHKH, TEXHOJIOTHii H COIMATLHOI cepsI
Pabouas mporpamma akTyanu3upoBaHa, 00CykJeHa M 0JJ0OpeHa Ha 3aceaHuy oOecneynBaronei kadeaps
HNHpopManuOHHBIE TEXHOJIOTHM M CHCTEMBbI YIIPaBJIeHH

IIporokom ot 2028 r. Ne
HW.o. 3aB. kadenpoit

Pabovas mporpamMma coriiacoBaHa Ha 3aceJaHWH BBIITyCKarouei kadeapsl
IInmeBbie TEXHOJIOTHH U NPOMBINLTCHHAS HHKEHePHs

IIporokon ot 2028 1. Ne
N.o. 3aB. kadenpoii
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